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1 About this manual 1.1 General information

1 About this manual

1.1 General information

Read the assembly and operating instructions on the following pages carefully
before starting up the modules. Keep this information where it is accessible
to all users.

The texts, figures, diagrams, and examples used in this document are
exclusively used to explain how to operate and apply the modules.

Please contact us if you have any detailed questions on installing and starting
up the devices.

U.l. Lapp GmbH

Schulze-Delitzsch-Stralte 25
D-70565 Stuttgart
Germany

mailto:inffo@lapp.com
https://www.lapp.com

U.l. Lapp GmbH reserves the right to make technical changes or changes to
this document at any time without notice.

Manual PROFINET 9
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1.2 Explanation of symbols 1 About this manual

1.2 Explanation of symbols

1.2.1 Use of danger information

Danger information is denoted as follows:

ﬁ Danger: Means that death, serious physical injury or substantial
damage to property will occur if the required safety measures are not
taken.

ﬁ Warning: Means that death, serious physical injury or substantial
damage to property can occur if the required safety measures are not
taken.

ﬁ Caution: Means that minor physical injury or damage to property can
occur if the required safety measures are not taken.

1.2.2 Use of general information

General information is denoted as follows:

i Attention: Contains important information on the product, on how to
manage the product, or on the respective section of the documentation
to which your special attention is being drawn.

1.3 Version information

1.0 10/2024

Table 1: Overview of manual revisions

10 Manual PROFINET
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2 Safety instructions 2.1 Intended use

2 Safety instructions

2.1 Intended use

The products described in this manual are decentralized 10-Link Masters on
an Industrial Ethernet Network.

We adhere to all safety standards when developing, producing, testing, and
documenting our products. When you adhere to the handling specifications
and safety instructions described for the configuration, assembly, and correct
operation, there should not normally be any risks for people or equipment.

The modules fulfill the requirements of the EMC guidelines (2014/30/EU) and
the low voltage guideline (2014/35/EU).

The IO-Link Masters are designed to be used in the industrial sector. The
industrial environment is distinguished by the fact that the consumer is not
connected directly to the public low voltage network. Additional measures are
required for use in residential areas or in business and commercial sectors.

i Attention: This equipment may cause radio interference in residential
areas. In this case the operator may be requested to carry out
appropriate measures.

The proper and safe operation of this product depends on proper
transportation, storage, assembly, and installation, and careful operation.

A completely assembled device housing is required for the proper operation
of the 10-Link Masters. Only connect devices that fulfill the requirements of
EN 61558-2-4 and EN 61558-2-6 to the IO-Link Masters.

During the configuration, installation, start-up, maintenance, and testing of
the devices, adhere to the safety and accident-prevention guidelines for the
specific application.

Only install cables and accessories that fulfill the requirements and
regulations for safety, electromagnetic compatibility, and, where applicable,
telecommunication end devices, as well as the specification information.

Manual PROFINET 11
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2.2 Qualified personnel 2 Safety instructions

Information on which cables and accessories are permitted for the installation
can be obtained from U.l. Lapp GmbH or is contained in this manual.

2.2 Qualified personnel

The configuration, installation, start-up, maintenance, and testing of the
devices may only be performed by a qualified electrician who is familiar with
the safety standards of the automation technology.

The personnel requirements are based on the requirement profiles described
by ZVEI, VDMA, or equivalent organizations.

Only electricians who are familiar with the content of all provided device
documentation are authorized to install and maintain the devices described.
These are persons who

based on their technical training, knowledge, and experience, and their
knowledge of the pertinent standards, can evaluate the work to be carried
out and identify any potential risks or

based on working for several years in a related sector, have the same level
of knowledge as they would have from the relevant technical training.

Only U.l. Lapp GmbH is permitted to make changes to the hardware or
software of the products that go beyond the scope of this manual.

Warning: Making unqualified changes to the hardware or software, or
non-adherence to the warning information contained in this document,
can result in serious personal injury or damage to equipment.

i Attention: U.l. Lapp GmbH accepts no liability for any damage
caused by unqualified personnel or improper use. This automatically
voids the warranty.

12 Manual PROFINET
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3 Designations and synonyms

3 Designations and synonyms

AOI Add-On Instruction

API Application Programming Interface

BF Bus Fault LED

Big Endian Data format with High-B on first place (PROFINET and |0-Link)
BUI Back-Up Inconsistency (EIP diagnostics)

CcC CC-Link IE Field

CclIQ 1/0 port pin 4 mode, 10-Link communication/switching signal
Ch. A Channel A (Pin 4) of I/O port

Ch.B Channel B (Pin 2) of 1/0O port

CIP Common Industrial Protocol (media independent protocol)

CIP Safety™

Common Industrial Protocol for Safety applications, CIP Safety™
is a registered trademark of ODVA

Class A 10-Link port specification (Class A)

Class B 10-Link port specification (Class B)

CoAP Constrained Application Protocol

CSP+ Control & Communication System Profile Plus
DAT Device Acknowledgement Time

DCP Discovery and Configuration Protocol
DevCom Device Comunicating (EIP diagnostics)
DevErr Device Error (EIP diagnostics)

DI Digital Input

DIA Diagnostic LED

DO Digital Output

DIO Digital Input/Output

DTO Device Temperature Overrun (EIP diagnostics)
DTU Device Temperature Underrun (EIP diagnostics)
DUT Device under test

Manual PROFINET
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3 Designations and synonyms

EIP EtherNet/IP™ is a registered trademark of ODVA
ERP Enterprise Resource Planning system

ETH ETHERNET

FE Functional Earth

FME Force Mode Enabled (EIP diagnostics)

FS Functional Safety

FSU Fast Start-Up

GSDML General Station Description Markup Language
High-B High-Byte

HTTPS Hyper Text Transfer Protocol Secure

ICE 10-Link port COM Error (EIP diagnostics)

ICT Invalid Cycle Time (EIP diagnostics)

IDE 10-Link port Device Error (EIP diagnostics)

IDN 10-Link port Device Notification (EIP diagnostics)
IDW 10-Link port Device Warning (EIP diagnostics)
lloT Industrial Internet of Things

ILE Input process data Length Error (EIP diagnostics)
IME Internal Module Error (EIP diagnostics)

110 Input / Output

1/0 port X1..X8

1/0 port pin 2 Channel B of I/O ports

1/0 port pin 4 (C/Q)

Channel A of I/O ports

10DD 1/0 Device Description
IOL or 10-L 10-Link
lfe] 1/0 port pin 2 mode, Digital Input/switching signal
ISDU Indexed Service Data Unit
IVE 10-Link port Validation Error (EIP diagnostics)
1&M Identification & Maintenance
JSON JavaScript Object Notation (platform independent data format)
L+ 1/0 port pin 1, sensor power supply
14 Manual PROFINET
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3 Designations and synonyms

UNITRONIC® ACCESS 60

UNITRONIC® ACCESS variants with a width of 60mm

Little Endian Data format with Low-B on first place (EtherNet/IP)

LLDP Link Layer Discovery Protocol

Low-B Low-Byte

LSB Least Significant Bit

LVA Low Voltage Actuator Supply (EIP diagnostics)

LvS Low Voltage System/Sensor Supply (EIP diagnostics)

MIB Management Information Base

MP Multi-protocol: PROFINET + EtherNet/IP + EtherCAT® +
Modbus TCP (+ CC-Link IE Field Basic)

MQTT Message Queuing Telemetry Transport (open networking
protocol)

MSB Most Significant Bit

M12 Metric thread according to DIN 13-1 with 12 mm diameter

NTP Network Time Protocol

OFDT One Fault Delay Time

OLE Output process data Length Error (EIP diagnostics)

OPC UA Open Platform Communications Unified Architecture (platform
independent, service-oriented architecture)

PFH Probability of dangerous Failure per Hour [h -1]

PD Process Data

PDCT Port and Device Configuration Tool

PLC Programmable Logic Controller

PN PROFINET

PWR Power

Qualifier Validity on a process value. Valid = "1"

REST REpresentational State Transfer

RFC Request for Comments

RPI Requested Packet Interval

Rwr Word data input as seen from the master station (CC-Link)

RWw Word data output as seen from the master station (CC-Link)

RX Bit data input as seen from the master station (CC-Link)

Manual PROFINET
Version 1.0 10/2024

15




3 Designations and synonyms

RY Bit data output as seen from the master station (CC-Link)

SCA Short Circuit Actuator/U, /Uayx (EIP diagnostics)

SCS Short Circuit Sensor (EIP diagnostics)

SFRT Safety Function Response Time

SIO mode Standard Input Output mode

SLMP Seamless Message Protocol

SNMP Simple Network Management Protocol

SP Single Protocol (PROFINET, EtherNet/IP, EtherCAT®,
Modbus TCP or CC-Link IE Field Basic)

SPE Startup Parameterization Error (EIP diagnostics)

T-B Test Channel B

T-A Test Channel A

Uaux Unuxiliary> SUpply voltage for the load circuit (Actuator supply on

Class B ports of Class A/B 10-Link Master)

UDP User Datagram Protocol

ubT User-Defined Data Types

UINT8 Byte in PLC (IB, QB)

UINT16 Unsigned integer with 16 bits or word in PLC (IW, QW)

U UL oag, supply voltage for the load circuit (Actuator supply on

Class A |O-Link-Master)

uL Underwriters Laboratories Inc. (certification company)
uTC Coordinated Universal Time (Temps Universel Coordonné)
WCDT Worst Case Delay Time

Table 2: Designations and synonyms

16 Manual PROFINET
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4 System description 4.1 About UNITRONIC® ACCESS

4 System description

The Lapp U.l. UNITRONIC® ACCESS modules function as the interface in
an industrial Ethernet system: A central controller on the management level
is able to communicate with the decentralized sensors and actuators on the
field level. The line or ring topologies for which  UNITRONIC® modules can
be used ensure not only reliable data communication but also significantly
reduce the number of cables required and thus also the costs for installation
and maintenance. They additionally enable easy and quick extension.

4.1 About UNITRONIC® ACCESS

The UNITRONIC® ACCESS device variants convert standard input, standard
output or IO-Link signals from sensors & actuators into an industrial Ethernet
protocol (PROFINET, EtherNet/IP, EtherCAT®, Modbus TCP, CC-Link IE Field
Basic) and/or into a cloud protocol (REST API, CoAP, OPC UA, MQTT). For
the first time, there is now Syslog on board. The robust 8 port housing design
allows the use even in harsh environments where e.g. weld field immunity,
high temperature ranges or protection class IP67 & IP69K are needed.

Manual PROFINET 17
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4.2 Device variants 4 System description

4.2 Device variants

The following variants are available in the UNITRONIC® ACCESS Multi-
protocol and the UNITRONIC® ACCESS single-protocol family:

18 Manual PROFINET
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4 System description

4.2 Device variants

381166717

MPO8IOLA08DIO

UNITRONIC® ACCESS
M12-60 mm,

10-Link Master

Multi-protocol (PN, EIP,
EC, MB, CC)

Security

8 x |0-Link Class A

381166712

PNO8IOLA08DIO

UNITRONIC® ACCESS
single-protocol
M12-60 mm,

10-Link Master
PROFINET

8 x |0-Link Class A

381166713

EIPO8IOLAO08DIO

UNITRONIC® ACCESS
single-protocol
M12-60 mm,

10-Link Master
EtherNet/IP

8 x |O-Link Class A

381166714

ECO08IOLA08DIO

UNITRONIC® ACCESS
single-protocol M12-60
mm,

10-Link Master
EtherCAT®

8 x |0-Link Class A

381166715

MTCPO8IOLAO8DIO

UNITRONIC® ACCESS
single-protocol
M12-60 mm,

10-Link Master
Modbus TCP

8 x |0-Link Class A

381166716

CCLO8IOLA08DIO

UNITRONIC® ACCESS
single-protocol
M12-60 mm,

10-Link Master
CC-Link IE Field Basic

8 x |0-Link Class A

Table 3: Overview of UNITRONIC® ACCESS Multi-protocol and
UNITRONIC® ACCESS single-protocol variants

Manual PROFINET
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4.3 1/0 port overview

4 System description

4.3 1/0 port overview

The following tables show the main 1/O port differences of the UNITRONIC®
ACCESS |0-Link-Master family. Pin 4 and Pin 2 of the 1/O ports can be

configured partly to IO-Link, Digital Input or Digital Output.

UNITRONIC® ACCESS Class A 10-Link ports

Info: Class A | Type 1 | Supply Supply Type 1 | Supply

B byUs"  [byu? by U?
X8: Out(4A) |IoL DI DO (0.5A) [DO(2A) |DI DO (2 A)
X7: Out(4A) |IOL DI DO (0.5A) [DO(2A) |DI DO (2 A)
X6: Out(4A) |IOL DI DO (0.5A) [DO(@2A) |DI DO (2 A)
MPOS. x5: |out@a) |ioL DI DO (05A) |DO @A) |DI DO (2 A)
X4: Out(4A) |IOL DI DO (0.5A) [DO(2A) |DI DO (2 A)
X3: Out(4A) |IOL DI DO (0.5A) |[DO(2A) |DI DO (2 A)
X2: Out(4A) |IOL DI DO (0.5A) [DO(2A) |DI DO (2 A)
X1: Out(4A) |IOL DI DO (0.5A) [DO(2A) |DI DO (2 A)

Table 4: Port configuration of MP08... variants

DO switch mode configured as "Push-Pull" (description in the configuration

chapters).

2 DO switch mode configured as "High-Side" (description in the configuration

chapters).

20
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4 System description 4.3 1/O port overview

UNITRONIC® ACCESS single-protocol Class A 10-Link ports

Info: _ Class A | Type 1 Supply by US1) Type 1
X8: Out (2 A) 1oL DI DO (0.5 A¥) DI
X7: Out (2 A) 1oL DI DO (0.5 A¥) DI
PNOSIOLA../ X6 out (2 A oL DI DO (0.5 A* DI
EIPOSIOLA.../ ' ut (2 A) (0547
ECO8IOLA.../ | Xs: Out (2 A) 1oL DI DO (0.5 A*) DI
MTCPOSIOLA...
CCLOSIOLA.. | X4: Out (2 A) 1oL DI DO (0.5 A*) DI
X3: Out (2 A) 1oL DI DO (0.5 A*) DI
X2: Out (2 A) 1oL DI DO (0.5 A¥) DI
X1: Out (2 A) 1oL DI DO (0.5 A¥) DI

Table 5: Port configuration of PNO8SIOLA.../EIPO8IOLA.../ECO8IOLA.../
MTCPOS8IOLA.../CCLO8IOLA... variants

) With DO Switch Mode configured as "Push-Pull" (see description in the
configuration chapters).

* For UL applications: Max. 0.25 A DO.
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5.1 PROFINET product features 5 Overview of product features

5 Overview of product features

5.1 PROFINET product features

Data connection

The connection option provided by UNITRONIC® ACCESS is the widely-
used M12 connector with D-coding for the PROFINET 10 network.

The connectors are also color-coded to prevent the ports from being mixed
up.

Data transmission rates

Support of 100 Mbit/s with auto crossover and auto negotiation corresponding
to IEEE 802.3.

PROFINET RT IO Device

The UNITRONIC® ACCESS variants support PROFINET RT (real-time).
This allows the transmission of time sensitive process data between network
components in real-time communication.

PROFINET specification V2.35, Conformance Class C

The  UNITRONIC® ACCESS variants comply with the PROFINET
specification V2.35 and meet the requirements of Conformance Class C for
the integrated switch. This means the device can be used in PROFINET IRT
networks.

Integrated switch

The integrated Ethernet switch with Conformance Class C has two
PROFINET ports and thus supports the establishment of a line or ring
topology for the PROFINET IO network.

Media Redundancy Protocol

22 Manual PROFINET
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5 Overview of product features 5.1 PROFINET product features

The additionally implemented Media Redundancy Protocol (MRP) enables
the design of a highly available network infrastructure.

Manual PROFINET 23
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5.1 PROFINET product features 5 Overview of product features

Fast Start-Up (FSU)

Fast Start-Up is an accelerated start-up process that enables UNITRONIC®
ACCESS devices to start communicating on a PROFINET network after
a very short time. This makes a faster tool change possible, for example.
Thanks to the FSU feature, the network is ready to communicate in less than

2200 ms.!
Shared Device

With the shared device functionality, two controllers can access the same
I/O device via a PROFINET interface. This option is done by copying the
configuration of the 1/O device into the first and second controller and
assigning it to the second controller as shared device. Every sub slot with I/
O data can be assigned to one of the two PLCs which share the I/O data of
the I/O device.

DCP

The devices use the DCP protocol to automatically assign IP addresses.

Net Load Class lll

The devices offer advanced robustness against net load according to Net
Load Class lll.

LLDP

The LLDP protocol is used to detect devices in the vicinity (neighborhood
detection).

SNMPv1

The SNMPv1 protocol (according PROFINET standard V2.44) handles
network component monitoring and communication between Master and
Device (cannot be operated stand-alone).

Alarm and diagnostic messages

The modules support extended PROFINET alarm and diagnostic messages.

1 Measured according to the specification: Internal switch is able to
forward telegrams.
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5 Overview of product features 5.1 PROFINET product features

I1&M functions

Identification and maintenance data (I&M) means information stored on the
module. The identification data consist of manufacturer details for the module
and can only be read. The maintenance data consist of system specific details
created during the course of configuration. The modules can be uniquely
identified online via the 1&M data.

The device supports 1&M data related to the PNO 2.832 standard (IO-Link
integration for PROFINET, Edition 2):

I&MO ... 1&M3 for the interface module (access slot, sub-slot 0x8000)
I&MO for the 10-Link Master proxy
I&MO and 1&M5 for the 10-Link Device proxies

GSDML-based configuration and parameterization of the 1/O ports

The GSDML offers the option of configuring and parameterizing the 1/0O ports
on the master devices within an engineering tool of a PLC.

Manual PROFINET 25
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5.2 I/O port features 5 Overview of product features

5.2 1/0 port features

I0-Link specification.
UNITRONIC® ACCESS fulfills 10-Link specification v1.1.3.

8 x 10-Link Master ports

For detailed information see chapter I/O port overview on page 20.

Warning: If devices with electric isolation and devices without electric
isolation are used within the same system, the electric isolation of all
connected devices is annulled.

I0-Link port connections

The 10-Link port connection option provided by UNITRONIC® ACCESS
devices is the 5-pin M12 connector. Pin 5 is not assigned for I0-Link Class A
ports.

Validation & Backup

The Validation & Backup function checks if the right device is connected and
stores the parameters of the 10-Link Device. The function thus gives you an
easy option for replacing the 10-Link Device.

This is possible as of |O-Link specification V1.1 and only if the IO-Link Device
and the 10-Link Master support the function.
I0-Link Device parameterization

IO-Link Device parameterization in a PROFINET network is possible with
the Siemens I0_LINK_DEVICE function block (FB50001) for Siemens TIA
Portal®.

LED

The status of the ports is visible by the color of the matching LEDs and their
flash pattern. For details on the meanings of the LED colors, please see
section LEDs on page 246.
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5 Overview of product features 5.3 Integrated Web server

5.3 Integrated Web server

Network parameter display

Get an overview of network parameters such as the IP address, subnet mask
and gateway.

Displaying diagnostics

View diagnostics via the integrated Web server.

User management

Use the integrated Web server for convenient management of all users.

10-Link Device parameters

Reading and writing of 10-Link Device parameters is supported. The system
command Store parameters is needed after parameter writing, to take
over the changed parameter into the IO-Link Master backup memory when
enabled.
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5.4 Security features 5 Overview of product features

5.4 Security features

Firmware signature

The official firmware update packages contain a signature which helps
prevent the system against manipulated firmware updates.

Syslog

The UNITRONIC® ACCESS multi-protocol variants support the traceability
of messages centrally managed and logged via Syslog.

User manager

The Web server provides a user manager to help protect the Web interface
against unauthorized access. You can manage the users by groups with
different access levels “Admin” or “Write”.

Default user settings:

User: admin

Password: private

i Attention: Change the default settings to help protect the device
against unauthorized access.
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5 Overview of product features 5.5 Other features

5.5 Other features

Interface protection

The devices have reverse polarity, short-circuit and overload protection for
each interface.

For more details, see section Port assignments on page 34.

Failsafe

The devices support a failsafe function. This allows you to define the behavior
of every single channel configured as an output in the case of invalid PLC
data (e.g. PLC in STOP) or of lost PLC communication.

Industrial Internet of Things

UNITRONIC® ACCESS is industry 4.0 ready and supports the integration in
lloT networks via REST API and the lloT-relevant protocols MQTT, OPC UA
and CoAP.

Color-coded connectors

The colored connectors help you avoid confusion in your cabling.

IP protection classes: IP65 / IP67 / IP69K

The IP protection class describes environmental influences that the devices
can be exposed to without risk and without suffering damage or causing a
risk for the user.

The whole UNITRONIC® ACCESS family offers IP65, IP67 and IP69K.
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6.1 General information 6 Assembly and wiring

6 Assembly and wiring

6.1 General information

Mount the device on a flat surface using 2 screws (M4x 25/30). The torque
required here is 1 Nm. Use washers for all fastening methods as per DIN 125.

i Attention: The devices have a ground connection with an M4 thread
for the conduction of interference currents and the EMC immunity. This
is labeled with the symbol for the ground and the designation "FE".

Attention: Use a low-impedance connection to connect the device to
the reference ground. When using a grounded mounting surface, you
can make the connection directly via the fixing screws.

ol o

Attention: If the mounting surface is ground-free, use a ground strap
or a suitable FE line (FE = Functional Earth). Use an M4 screw to
connect the ground strap or the FE line to the ground point and if
possible put a washer and a toothed washer below the fixing screw.

o
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6 Assembly and wiring 6.2 Outer dimensions

6.2 Outer dimensions

6.2.1 UNITRONIC® ACCESS multi-protocol variants
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6.2 Outer dimensions 6 Assembly and wiring

6.2.2 UNITRONIC® ACCESS single-protocol variants
with PROFINET
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6 Assembly and wiring 6.2 Outer dimensions

6.2.3 Notifications

i

> B

Attention:

For UL applications, be sure to use a UL-certified cable with a
suitable evaluation to connect the devices (CYJV or PVVA). To
program the control, please refer to the OEM information, and only
use suitable accessories.

Only approved for interior use. Please note the maximum elevation of
2000 meters. Approved up to a maximum soiling level of 2.

Warning:  Terminals, housings field-wired terminal boxes or
components can exceed temperatures of +60 °C (140 °F).

Warning: For UL applications at a maximum ambient temperature
of +70 °C (158 °F):

Use temperature-resistant cables with heat resistance up to at least
+125 °C (257 °F) for device variants.

Warning: Observe the following maximum output power for the
sensor supply of Class A devices:

Max. 4.0 A per port; for UL applications max. 5 A for every port pair
X1/X2, X3/X4, X5/X6, X7/X8; max. 9.0 A in total (with derating) for the
whole port group X1 .. X8.
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6.3 Port assignments 6 Assembly and wiring

6.3 Port assignments

All the contact arrangements shown in this chapter show the frontal view of
the connection area for the connectors.

6.3.1 Ethernet ports, M12 socket, 4-pin, D-coded

Color coding: green

3 4

2 1

Figure 3: Schematic drawing, ports X01, X02

Ethernet 1 TD+ Transmit data plus
Ports X01, X02 2 RD+ Receive data plus
3 TD- Transmit data minus
4 RD- Receive data minus

Table 6: Assignment of ports X01, X02

Caution: Risk of destruction! Never connect the power supply to
the data cables.
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6 Assembly and wiring 6.3 Port assignments

6.3.2 Power supply with M12 power L-coded
Color coding: gray

1

2..
FE
®e

3
4

Figure 4: Schematic diagram of the M12 L-coding (connector X03 for Power
In)

: 2
FE®
4 3

Figure 5: Schematic diagram of the M12 L-coding (socket X04 for Power
Out)
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6.3 Port assignments 6 Assembly and wiring

6.3.2.1 I0-Link Master with Class A ports

1 Us (+24 V) Sensor/system power supply

2 GND_U, Ground/reference potential U,

3 GND_Us Ground/reference potential Us1

4 U (+24 V) Load supply
(NOT electrically isolated to Ug internally in
device)

5 FE Functional ground

Table 7: Power supply with M12-Power Class A

Attention: Only use power supply units for the system/sensor
and actuator supply that correspond to PELV (Protective Extra
Low Voltage) or SELV (Safety Extra Low Voltage). Power supplies
according to EN 61558-2-6 (transformers) or EN 60950-1 (switching
power supply units) fulfill these requirements.

o

6.3.3 1/0 ports as M12 sockets

Color coding: black
3 4
Figure 6: Schematic drawing I/O port as M12 socket IO-Link

2 U, and Ug ground connected in device
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6 Assembly and wiring 6.3 Port assignments

6.3.3.1 10-Link ports (Class A)

10-Link Class A, ports 1 +24 V power supply +24 V
1. x8 2 INJOUT Ch. B: Digital input or digital output
3 GND Ground/reference potential
4 c/Q Ch. A: I10-Link data communication,
digital input or digital output
5 n.c. not connected

10-Link Class A, ports 1 +24 'V power supply +24 V
X1..X8
2 IN Ch. B: Digital input
3 GND Ground/reference potential
4 c/Q Ch. A: I10-Link data communication,
digital input or digital output
5 n.c. not connected

Table 8: I/0 ports as 10-Link Class A

Used signal names compared to the IO-Link specification conventions:

1 +24 V L+ Supplied by Ug
2 IN/OUT 1/Q

3 GND L-

4 C/Q IN/OUT CcIQ
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7.1 GSDML file 7 Starting operation

7 Starting operation

7.1 GSDML file

A GSD file in XML format is required to configure the UNITRONIC® ACCESS
variants. All device variants are grouped in a single GSDML file. The file can
be downloaded from the product pages on our online catalog: https://lapp.com

On request, the GSDML file is also sent by the support team.

The GSDML file and the associated bitmap files are grouped together in
an archive file named GSDML- V2. 44- U. | . Lapp- UNI TRONI C ACCESS-
yyyymdd. xm .

yyyymdd stands for the date on which the file was issued.
Download this file and unpack it.

In Siemens TIA Portal® you create a new project and open the hardware
manager under Configure a device. Under the menu command Options >
Manage general station description files (GSD) the GSD file is installed
by defining the file path.

The UNITRONIC® ACCESS variants are then available in the hardware
catalog.

7.2 MAC addresses

Every device has three unique assigned MAC addresses that cannot be
changed by the user. The first assigned MAC address is printed onto the
device.
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7 Starting operation

7.3 State on delivery

7.3 State on delivery

PROFINET parameters in state on delivery or after a factory reset:

PROFINET name:

Name not assigned

IP address:

0.0.0.0

Subnet mask:

0.0.0.0

Device designations:

MPO8IOLA08DIO

PNO8IOLA08DIO
Vendor ID: 0x18F
Device ID: 0x0608
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7.4 Setting the rotary encoding 7 Starting operation
switches

7.4 Setting the rotary encoding switches

The following UNITRONIC® ACCESS IO-Link Master variants support
multiprotocol application for the protocols EtherNet/IP (E/IP), PROFINET (P),
EtherCAT® (EC), Modbus TCP (MB) and CC-Link IE Field Basic (CC):

MPO8IOLAOSDIO

Caution: Risk of device damage due to corrupt device memory

Any interruption of the power supply to the device during and after
protocol selection can lead to a corrupt device memory.

After selecting a protocol followed by a restart of the device, the new
protocol is initialized. This can take up to 15 seconds. During this time
the device is not usable and the LED indicators are out of function.
When the protocol change is complete, the LED indicators return to
normal operation and the device can be used again.

Make sure that the power supply is maintained during the entire
process.

The UNITRONIC® ACCESS multiprotocol variants allow you to select
different protocols for communication within an industrial Ethernet system. In
this way the IO-Link Masters with multiprotocol function can be integrated into
different networks without it being necessary to purchase products specific
for each protocol. This technology also gives you the option to use the same
IOL-Master in different environments.

Using rotary encoding switches at the lower front of the devices, you can
easily and conveniently set both the protocol and the address of the device,
if the protocol to be used supports this. Once you have made a protocol
selection and started the cyclical communication, the device stores this
setting permanently and uses the selected protocol from this point on. To use
another supported protocol with this device, perform a factory reset.

The multiprotocol devices have a total of three rotary encoding switches.
With the first rotary encoding switch (x100) you set the protocol by using the
corresponding switch position. Additionally, x100 is used to set the third last
digit of the IP address for EIP.
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7 Starting operation 7.4 Setting the rotary encoding
switches

g/IP EtherMNet/IP

onees
CC-Link IE Bﬂai:’_/g MB EtherCAT.

$Modbus TCP

With the other rotary encoding switches (x10 / x1), you set the last two digits
of the IP address when you are using EtherNet/IP, Modbus TCP or CC-Link
IE Field Basic.

EtherNet/IP 0-2 0-9 0-9
PROFINET P - -
EtherCAT® EC - -
Modbus TCP MB 0-9 0-9
CC-Link |E Field cC 0-9 0-9

Table 9: Assignment of the rotary encoding switches for each protocol

The setting you make to select a protocol is described detailed in the protocol-
specific sections.

In delivery state no protocol settings are stored in the device. In this case
only the desired protocol has to be chosen. To take over a changed rotary
encoding switch setting (protocol setting), a power cycle or “Reset” from the
Web interface is necessary.

Once you have set the protocol using the rotary encoding switches, the
device stores this setting when it starts in cyclic communication. Changing
the protocol using the rotary encoding switch is no longer possible after this
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7.4 Setting the rotary encoding 7 Starting operation
switches

point. The device will always start using the stored protocol from that point
on. The IP address can be changed depending on the selected protocol.

To change the protocol, carry out a factory reset. In this way you restore the
factory settings of the respective device. How you perform the factory reset
for your device is described in chapter Factory reset on page 43.

If you position the rotary encoding switch in a manner that is invalid, the device
signals this to you with a solid red lighting BF LED.
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7 Starting operation 7.5 SNMPv1

7.4.1 PROFINET

If you decide to use PROFINET, set the first rotary encoding switch to the
value of "P".

7.4.2 Factory reset

A factory reset restores the original factory settings and thus resets the
changes and settings you have made up to that point. It also resets the
protocol selection. To perform a factory reset, set the first rotary encoding
switch (x100) to 9, the second (x10) to 7, and the third (x1) also to 9.

Afterwards perform a power cycle and wait 10 seconds due to internal
memory write processes.

During the factory reset, the Ug LED lights up red. As soon as the factory
settings have been restored, the Ug LED is flashing green.

Factory Reset 9 7 9

Follow the steps from section Setting the rotary encoding switches again to
select a new protocol.

For performing a factory reset via software configuration, see chapter OPC
UA configuration on page 173 and the configuration section.

7.5 SNMPV1

The PROFINET IO-Link-Master supports SNMP objects required by the
PROFINET specification as per protocol standard SNMPv1. These include
objects from RFC 1213 MIB-II (System Group and Interfaces Group) and the
LLDP MIB.

Passwords:

Read Community: public
Write Community: private
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8 Configuration and operation with

SIEMENS TIA Portal®

8 Configuration and operation with
SIEMENS TIA Portal®

been made with TIA V15.1.

i Attention: The displayed examples of SIEMENS TIA Portal® have

After installing the GSDML files for the UNITRONIC® ACCESS PROFINET
variants, they are available in the hardware catalog under Other field
devices > PROFINET 10 >10 > U.l. Lapp GmbH > UNITRONIC® ACCESS.

1.

First, configure the TIA Portal® project and the control system in the usual
way. Assign an IP address and subnet mask for the PROFINET port of

the control unit.

Options

w | Catalog
hearchs

[l Filzer Profile: | <Al
= Ll Other figld device:
b L Additional Ethernet devices
w il PROFINET D
b L1 Drives
¥ LI Encoders
b LIl Gateway
b Ll General
- W o
- [ [ UNITROMIC ACCESS
|_'. UNIMTROMNIC ACCESS MPOADIOOEDIO
[I_|UNIRONIC ACCESS MPOSIOLAGEDICH

[. UHITRONIC ACCESS FRHOBIDLACEBDIO

Figure 7: TIA Portal® Hardware catalog
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. Then choose the desired device from the Hardware catalog:

il Wl
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8 Configuration and operation with
SIEMENS TIA Portal®

3. Click on the article designations of the modules in the hardware catalog
and drag and drop the desired device into the network view:

Siemens1213C_UnitronicAccess » Devices & networks

[5" Topology view '_{515 Network view
% Neswork| 1 Connections Bl =T =
~|
PLC_1 UA-MPOBIOLAD .. §
R UNITROMIC ACC... || BEEEELE
Mot sssigned ]
_ v|
S > [100% = —§— &

Figure 8: Network view

4. Assign the device to the PROFINET network:

Siemens1213C_UnitronicAccess *» Devices & networks

_E Topology view _i Network view
% tetwork £ Connections t | B S HNe: =
a|
PLE_1 UA-MPOSIOLAD ..
; o
CPU1212C UNITRONIC ACC.. Eoiiar
[ ] |
PNAE_] |
v
<] = 3| [100% [+ ¥ =

Figure 9: Assign device

5. Switch to the device configuration view and select the device to display
configuration options:

Manual PROFINET 45

Version 1.0 10/2024



8.1 Assigning a device name and IP
address

8 Configuration and operation with
SIEMENS TIA Portal®

Semens 1213C_UnitronicAccess b Ungrouped devices * UA-MPOSIOLAGEDIO [UNITRONIC ACCESS MPOSIGLADRD O]

& [urrssiouason uemor=] & B (da) 5L 4 Device overview

= Topology view | Network view | Device view

= Wi Moduie Rack  [Slet  laddress O adsress Type A
1 T UAAMPOSIOLAOSDIO ] oM UNITRONSC ACCESS... 381
& » PG o o UAWFOSIGLAGEDIO
5 = 10-Link Mester: UNITROHIC o :K ¥O-Link M ster: UNL
Sta tusiCamtral Madule o ne_ 1.2 1.2 StatusiCantrel hied
i 0 0. 68 Digieal In (A) | Digit
— o LI Digieal In (4) | Digit
- . o uK_ o Digital In (4] | Digit
e o LK. 7 Digital In (4] { Digit
e o ue. 72 Diginal In (4] | Dign
o 1:00.. 73 Digital In (4) § Digit
o LEC) Digital In (&) | Digit
o nK_ 75 Digital In (4) | Digit
w
<] > [1oom %= S

Figure 10: Device configuration

8.1 Assigning a device name and IP address

PROFINET 10 devices are addressed on PROFINET via a unique device
name. This can be freely assigned by the user but may only be used once

on the network.

1. Aclick on the device icon or on the first line of the Device overview opens
the settings for PROFINET interface > Ethernet addresses:

General | 10 tags | System comstants Texts

= Ganers| Gereral

Catalog information
] %1

Genen

Edhernet addiesies Comment:

dentiicaton & Maintenance
= Afvanced options

Interdyce sptions

Ethemaet addresses

Interface networkord with

Subnes:
P profocol
' * address:
Submermack:
FROFINET

FEOFINET deviee name:

Comarind name:

192 . 1880

285 . 155 . 155 . 0

| Symahesaize reuter sEmngE with 0 commler

| ke rouner

B Generate FEOFINET device name autsmatically

ko plEla i

o

Device number: | |

Figure 11: ETHERNET addresses
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8 Configuration and operation with 8.1 Assigning a device name and IP

SIEMENS TIA Portal®

2. Check that the control unit and the I/O device are on the same Ethernet

Subnet.

address

3. Accept the default settings for IP address and device name or change

them if desired.

4. For a correctly working setup, the chosen device name must be
programmed online in the 1/0O device. When the HW is already installed,
you can easily change to online mode. The new I/O device should already

be accessible via PROFINET:

| . . . . .
" Project Edit View Insert Online Options Tools Window Ip

He
5 (M saveproject S M = B X D T) [0 H [ & Goonline ¥ Go offline

Figure 12: Go online

Poject €6t Vew lnsen Onime Optons Took Window Felp
3 3Hsevpoet 5 X 2 X 020G FNGER Y - 2 e WP x L) Ll

Assign PROFINET device rame

Configured PROFINET device

PROFINET device name: | Lemas
Device tpe:  [UAWK

aTy

FEFEEEY

< ' >

)0 dashe: (Augrneme |

Figure 13: Online mode

5. Enter the same device name as configured in the offline project:

w Diagnostics

Assign PROFINET device name

General
w Functions
Assign IPaddress

Configured PROFINET device

Reset to factory settings
! g PROFINET device name: ua-mp08iclatBdio

Device type: UAAPOBIOLADBDIO

Figure 14: Assign device name
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address SIEMENS TIA Portal®
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8 Configuration and operation with 8.2 Configuring the 10-Link channels
SIEMENS TIA Portal®

8.2 Configuring the 10-Link channels

By default, all channels are pre-configured as digital input.

J Device overview

¥{ Module . Rack |Slot | address | Q address | Type Article number
¥ UAMPOBIOLADEDIO o 0:FR.. UNITRONIC ACCESS MPOBIO... 381166717
b PN4D o 0:PR.. UAMPOBIOLADBDIO
~ 10-Link Master: UNITRONIC ... o 110 .. 10-Link Master: UNITRONIC ..
StatusiControl Module o 1. 1.2 1.2 StatusiControl Module
Digital In (A} | Digizal (&) o 1:10.. &8 Digital In (&) | Digital (B}
Digital In {A) | Digital (B)_1 o 1:10.. &9 Digital In (4) | Digital (&)
Digital In (%) / Digital (B)_.2 0 1:10.. 70 Digital In (A} / Digital (B)
Digital in {A) | Digital (B)_3 o K. 71 Digital In (A) | Digital (&)
Digital In (2) | Digital (B)_4 0 1:10.. 72 Digital In (A} I Digital (B)
Digital In (A} i Digital (B)_5 o 1:10.. 73 Digital In (A} | Digital {E)
Digital In (&) | Digital (B)_6 o 1:10.. 74 Digital In (#) | Digital (B)
Digital In {A) | Digital (B)_7 (] 10 75 Digital In (A} / Digital {E)

Figure 15: Channels pre-configuration

The configurations of the 10-Link channels (C/Q or Ch. A/Pin 4 of the I/O port)
in the sub-slots 2 - 9 (port X1 of the device is equivalent to sub-slot 2, ..., port
X8 of the device is equivalent to sub-slot 9) are flexibly definable.

The input and output addresses defined in the device overview can be
changed.
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8.2 Configuring the 10-Link channels 8 Configuration and operation with
SIEMENS TIA Portal®

8.2.1 Deleting the configuration of a specified 10-Link
channel

1. To delete an 10-Link channel, select the desired 10-Link channel(s) in
Device overview:

Device overview |

¥ Module .. | Reck Slot | address | Q eddress | Type Amicle number
* UAMPOBIOLADEDIO o 0: PR.. UNITRONIC ACCESS MPOSIO... 381166717
P PHAO o 0: PR.. UA-MPOSIOLADSDIO
= 10-Link Mazter: UNITRONIC ... o 1:10.. 10-Link Mazter: UNITROMIC ...
StatusiControl Module [+] 1o, 1.2 =2 Status/Control Module
Digital In (&) | Digital (B} o 1:10.. 68 Digital In (A} | Digital (B}
Digital In (&) | Digital (8)_1 o 1:10.. 69 Digital In (A} | Digital (B}
Digital In (4) | Digital (8).2 0 10 70 Digital In (4} | Digital (B}
Digital In (A) | Digital (8)_3 o 10| Digital In (A} | Digital (B}
w Digital In (&) | Digital (8)_4 o 1:10.. 72 Digital In (A) | Digital (B)
Digital In (A) | Digital (B)_S o 1oL 73 Digital In (A) | Digital (B}
Digital In (A) i Digital (B).6 O 1:10.. 74 Digital In (A) | Digital (E)
Digital In (A) | Digital (B)_7 o 0. 75 Digital In (A} | Digital (8}

Figure 16: Device overview

2. Right click and then select the Delete option in the menu that appears:

Device overview

'H Module ... |Rack Slot | address | Q address Type Article number
¥ UAMPOBIOLADEDIO o 0:PR.. UNITRONIC ACCESS MPOBIO... 381166717
¥ PHHO o 0: PR. UA-MPOBIOLADSDIO
~ 10-Link Master: UNITRONIC ... o ni0. 10-Link Master: UNITRONIC ...
Status/Contrel Medule o 1oL 1.2 1.2 Status/Centrel Medule
Digital In (&) I Digital (8) o 1:10 . 68 Digital In (&) I Digital (8)
L 13:F..
o 14:P..
] 15:P.
o 16:F..
Digital In (3) I Digital (8) 5 © 1:10.. 73 Digital In (A) I Digital (8)
Digital In (A) I Digital (B)_6 o 1:10.. 74 Digital In () | Digital (B)
Digital In (A) / Digital (8)_7 L] o 75 Digital In (A) / Digital (B)

Figure 17: Free I0O-Link channel(s)
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8 Configuration and operation with 8.2 Configuring the 10-Link channels
SIEMENS TIA Portal®

8.2.2 Creating an 10-Link channel configuration

The Submodules folder of the I/O device inside the Hardware catalog shows
all configurable options that can be selected:

v | Catalog

|-\:5earch> |IE|
[& Filter Profile: | <All= |'|

» [ Head module
~ [l Submodules

Rl [ Class A (X1-X8) - Digi
Il pigital In (A} / Digital (B)
Il pigital Out (A} | Digital (8)

~ [ Class A (X1-X8) - 10-Link InfOut
[l 10-Link 1/ 111 Byte + PQI (A} [ Digital (B}
[l 10-Link 1/D 1/4 Bytes + PQI (A) | Digital (B}
[l 10-Link 1i0 16/16 Bytes + PQI (A} [ Digital (B}
[l 10-Link 1/D 2i2 Bytes + PQI (A) { Digital (B}
[l 10-Link 1iD 2i8 Bytes + PQI (A) | Digital (B}
[l 10-Link 1iD 2424 Bytes + PQI (A} [ Digital (B}
[l 10-Link 1/D 3/3 Bytes + PQI (A) { Digital (B}
[l 10-Link 1i0 32132 Bytes + PQI (A} [ Digital (B}
[l 10-Link 1/ 3214 Bytes + PQI (A} | Digital (B}
[l 10-Link 1/D 4/1 Bytes + PQI (A) | Digital (B}
[l 10-Link 1iD 4/32 Bytes + PQI (A} | Digital (B}
[l 10-Link 1/D 4/4 Bytes + PQI (A) | Digital (B}
[l 10-Link 1iD 8/2 Bytes + PQI (A) | Digital (B}
[l 10-Link 1iD 8/8 Bytes + PQI (A) { Digital (B}

~ [ Class A (X1-X8) - 10-Link Input
[l 10-Link In 1 Byte + PQI (&) | Digital (B)
[l 10-Link In 16 Bytes + PQI (A) [ Digital (B}
[l 10-Link In 2 Bytes + PQI (A} | Digital (8)
[l 10-Link In 24 Bytes + PQI (A) [ Digital (B}
[l 10-Link In 3 Bytes + PQI (A} | Digital (8)
[l 10-Link In 32 Bytes + PQI (A) / Digital (B}
Il 10-Link In 4 Bytes + PQI (A} | Digital (8)
[l 10-Link In 8 Bytes + PQI (A} | Digital (8)

~ [ Class A (X1-X8) - 10-Link Output
[l 10-Link Out 1 Byte + FQI (A} / Digital (B)
[l 10-Link Out 16 Bytes + PQI (A} [/ Digital (B}
[l 10-Link Out 2 Bytes + PQI (&) | Digital (B)
[l 10-Link Out 24 Bytes + PQI (A} / Digital (B}
Il 10-Link Out 3 Bytes + PQI (A} | Digital (B)
[l 10-Link Out 32 Bytes + PQI (A} / Digital (B}
[l 10-Link Out 4 Bytes + PQI (&) | Digital (B)
Il 10-Link Out 8 Bytes + PQI (A} | Digital (B)

~ [ Other
[l Deactivated (AB)

Figure 18: I0-Link channel configuration
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Select the desired option, click and hold down the left mouse button to drag
the configuration to a free 10-Link sub-slot:

Device overview

¢ Module - |Rack Slot | address | Q address | Type Amicle number
~ UAMPOBIOLADEDIO [ 0: PR 'UNIROMIC ACCESS MPOBIO... 381166717
il b PN4O “D “0. PR UAMPOSIOLAGEDIO
* 10-Link Master: UNITRONIC .. o 110 .. 10-4Link Master: UNITROMIC ...
Status/Control Module o 1o_ 1.2 1.2 StatusiContrel Module
Digital In (4) | Digital (B) o 110 ... 68 Digital In (&) | Digital (8)
Digital Out (A) i Digital (B} o LH . 64 Digital Out (A} ] Digital (8)
10-Link 110 414 Bytes + ... 0 1:00 .. 76.80 65.68  10-Link IO 4/4 Bytes + POI (...
Digital Out (&) | Digital (... (1] 110 .. 69 Digital Out (A} ] Digital (8)
10-Link IO 8i8 Bytes + P... (] 1:10.. 81.89 70..77 10-Link 1O 8/8 Bytes + PQI (..
Deactivated (AB) (1] 110 .. Deactivated (A/B)
Digital In {A) | Digital (B)_6 o 0. 74 Digital In (A) [ Digital (B}
Digital In (A) / Digital (B)_7 (1] 1: 10 75 Digital In (&) | Digital (8)

The following options are available for the 10-Link C/Q channel (Ch. A/Pin 4):

Digital In (DI)

In this mode the channel operates as a digital input.

Digital Out (DO)

In this mode, the channel operates as a digital output.

Deactivated

This mode should be selected if the A-channels and the B-channels of the I/
O ports (ports X1-X8) are not used. The L+ power supply (pin 1) of the port
is disabled in this case.

10-Link ...

In this mode (IO-Link communication mode), the process data from or to the
device are exchanged over a communication link. Depending on the port
configuration, the IO-Link Master automatically starts communicating with the
connected IO-Link Device, taking into account the baud rate. Additionally, this
mode offers the option of parameterizing the 10-Link Device. Configuration
modules with data lengths of 1-33 bytes for physical inputs and 1-32 bytes for
physical outputs are available. If no suitable configuration module is available
for the device, the next larger data length must be selected. After the first
configuration of the device, this port configuration will be stored non-volatile
on the 10-Link Master. This means that with the next power-up the 1/O port
will be pre-configured with these settings before the controller will send a
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new port configuration. The sensor supply (I/O port Pin 1) and the auxiliary
supply (/O port Pin 2) will be powered up directly depending on the last
active configuration. A configuration telegram of the PN-Controller is not being
required. The 1/0O data remain invalid until a new configuration is received
after the power-up of the 10-Link Master.
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8.3 Parameterization of the Status/Control
Module

Device overview

Y Module - | Rack Slot leddress | Q eddress Type Article number
¥ UANPOBIOLAOSDIO o 0: FR... UNITRONIC ACCESS MPOBIO... 381166717
» PFN-IO o 0:PR... UAMPOSIOLADEDIO
> 10-Link Master: UNITRONIC ... 0 1:10 ... 10-Link Master: UNITRONIC ...
StatusiControl Module 0 0. 1.2 1..2 StatusiControl Module
Digital In (A) I Digital (B} o 1:10.. &8 Digital In (A) | Digital (B)
Digital Out (&) / Digital (B} 0 1:10 . 64 Digital Out (&) ] Digital (B)
10-Link i 4/4 Bytes + P... o 1:10.. 76..80 65..68 10-Link I 4/4 Bytes + PQI (...
Digital Out (A) / Digital ( (1] 110 69 Digital Out (A} I Digital (B}
10-Link IO 818 Bytes + P... 0 1:10.. 81.89 70.37 10-Link IO 88 Bytes + PQI (...
Deactivated (A/B) o 1blLe)e Deactivated (A/E)
Digital In (A} ] Digital (B)_6 1} 10, 74 Digital In (&) | Digital (B)
Digital In (A} Digital (B)_7 4] 10 75 Digital In (A} | Digital (&)

Figure 19: Status/Control Module

Parameters within the Status/Control Module:

b Module parameters

General Device Settings
10 Mapping Configuration of Status/Control Data
General Diagnostic Settings
Module failure
D addresses

Figure 20: Parameters Status/Control Module

The Status/Control Module in slot 1/sub-slot 1 is pre-configured for each
UNITRONIC® ACCESS IOL-Master. It consists of 2 bytes of input and 2 bytes
of output data for the digital /O data. The bit assignments are described in
Section Process data assignment on page 130.

The Status/Control Module can also be used to perform some general
parameterizations that do not affect any functionality of channels in 10-Link
mode.

The following parameterizations are possible after clicking on the subitems
under the Module parameters.
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8.3.1 General Device Settings

[ Properties |7} Info 1) % Diagnostics

| General [ 10tags [ Systemconstants | Texts |

General Device Settings

General Device Settings

Wb Interface: | Disabled gl

Ferce Mode (e.g. WEB-F, REST,
OPCUA, MQTT, PDCT): | Disabled gl

External C¢ f(e.g.
WEBHF. REST, OPC-UA, MQTT, P... | Disabled gl

Digital Out Ch. A Controlled by: | Port Submodule (default) [~]

Web Interface

The Web interface access can be set to "Enabled" or "Disabled" with
this parameter. In case of the "Disabled" setting, the Web pages are not
reachable.

Default: Enabled

Force Mode

The input and output I/O data can be forced (= changed) for implementation
reasons. This can be done by different interfaces (e.g. Web-Interface, REST,
OPC UA, MQTT). The support of interfaces for Forcing depends on the
chosen software variant. With this function the possibility of forcing 1/0 data
can be enabled or disabled.

Default: Disabled

Danger: Risk of physical injury or death! Unattended forcing can lead
to unexpected signals and uncontrolled machine movements.

External Configuration

Configuration and parameter data can be set over different external interfaces
outside the GSDML configuration (e.g. Web interface, REST, OPC UA,
MQTT). With this option, the “External Configuration” can be enabled or
disabled. An external configuration can only be done, if no cyclic PLC
connection is active. Every new PLC connection overwrites the external
configuration settings.

Default: Disabled
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Digital Out Ch. A controlled by...
Port Sub-module:
For controlling the digital A-channels, the output Byte 1/Bit 0 of the
appropriate sub-slot module must be used.
Status/Control Module:

In this case, the digital A-channel outputs can be controlled by the Status/
Control Module output bits. The digital output can be controlled only by
one data source.

Default: Port Sub-module
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8.3.2 1/0 mapping configuration of Status/Control data

[ Properties | fi) Info_)[ 2 Diagnosties |

| General [ 10tags | Systemconstants [ Texts |

~ General
10 Mapping Configuration of Status/Control Data

Catalog information

~ Wodule parameters 10 Mapping Configuration of Status/Control Data
General Device Settings
SyeiChanel Order of
General Dingnostic Setfings StatusiControl IO Data: | Mode2: UINTI6 High Byte: X¢BIA.X1BIA - UINTI 6 Low Byte: XEBIA.XSBIA ~
Module failure Fort X1/ Ch. A (IOLIDIDO}: | UINTI6 High-Byte / Bit 0 -
10 addresses Port X1 [ Ch. B (—IDIDO}: | UINTI6 High-Byte / Bit 1 -

1

Port X2/ Ch. A IOLDIDO): | UINTI6 High-Byte /Bt 2
Port X2/ Ch. B (—DIDOJ: | UINTI6 High-Byte /Bt 3
Port X3/ Ch. A IOLDIDO): | UINTI6 High-Byte /Bit 4
Port X3/ Ch. B (—DIDOJ: [ UINTI6 High-Byte /Bit 5
Port X4 [ Ch. A IOLIDIDO}: | UINTI6 High-Byte /Bit 6
Port X4 [ Ch. B (—IDIDOJ: | UINTI6 High-Byte /Bit 7

1

1

1

1

1

Port X5 [ Ch. A (IOL/IDIIDO): | UINTI6 Low-Byte /BitO
Port X5 [ Ch. B (—IDIDOJ: | UINTI6 Low-Byte |/ Bit 1

1

1

Port X6 [ Ch. A (IOL/IDIIDO): | UINT16 Low-Byte /Bit2
Port X6 [ Ch. B (—DIDO): [ UINTI6 Low-Byte /Bit 3

1

1

Port X7 [ Ch. A (IOL/IDIIDO): | UINT16 Low-Byte /Bit4
Port X7 [ Ch. B (—DIDO): [ UINTI6 Low-Byte /Bt 5

1

1

Hl Ht Ht H R R T

Port X8 [ Ch. A (IOL/IDIIDO): | UINTI6 Low-Byte /Bit6
Port X8/ Ch. B (—DIDO): [ UINTI6 Low-Byte /Bit 7

Byte/Channel order of Status/Control 1/0 data

With this parameter, 4 (Mode 1 — 4) pre-defined bit mappings for the digital
I/O bits can be selected. The I/O data will be mapped to the Status/Control
Module’s input and output bytes.

Mode 5 can be used for a free, user defined mapping. The parameter settings
“Port X1 / Channel A” — “Port X8 / Channel B” must be used for this. These
parameters enable all I/O channels to be freely assigned to a Bit in the Status/
Control I/0O data. It should be noticed that duplicate assignments are not
possible here. If faulty parameterization is detected in the UNITRONIC®
ACCESS module, a fault will be registered.

When chosen Mode 1 —Mode 4, the “Port X1/ Channel A” —“Port X8 Channel
B” settings will be ignored in the UNITRONIC® ACCESS module.

The chosen mapping will be used in the same way for input and output data
direction.
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Key

UINT16 High-Byte = 1%/ low address byte in a Siemens PLC
UINT16 Low-Byte = 2" high address byte in a Siemens PLC
(applicable for a Siemens PLC using Big-Endian format)

Mode 1:

10 Mapping Configuration of Status/Control Data

Byte/Channel Order of
BT [ e e Qo ETE B Mode1: UINT1 6 High-Byte: X8BIA. _X5BIA - UINT16 Low-Byte: X4BIA_X1BIA

Mode 2:

Default from GSDML-V2.44-U.1. Lapp-UNITRONIC ACCESS-20240719 and
higher
10 Mapping Configuration of Status/Control Data

ByteiChannel Order of
B S T TGN N EY OBl Mode2: UINT16 High-Byte: X4BIA X1B/A - UINT16 Low-Byte: X8BIA_X5BIA

Mode 3:

10 Mapping Configuration of Status/Control Data

Byte/Channel Order of
LA GO ST I CCR Mode3: UINT16 High-Byte: X8B_X1B -UINT16 Low-Byte: XBA. X1A

Mode 4:

10 Mapping Configuration of Status/Control Data

Byte/Channel Order of
BT R ELC R Moded: UINT16 High-Byte: XBAX1A -UINT16 Low-Byte: X8B..X1B
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Mode 5:

10 Mapping Configuration of Status/Control Data

ByteiChannel Order of
Status/Control 1O Data:

Port X1 i Ch. A (IOL/DIIDO):
Port X1 i Ch. B (—IDIIDO}):
Port X2 i Ch. A (IOL/DIIDO):
Port X2 i Ch. B (—IDIiDO}:
Port X3 | Ch. A (IOL/DIIDO):
Port X3 i Ch. B (—IDIIDO}:
Port X4 I Ch. A (IOL/DIIDO):
Port X4 | Ch. B (—I/DIiDO}:
Port X5 I Ch. A (IOL/DIIDO):
Port X5 i Ch. B (—I/DIiDO}:
Port X6 I Ch. A (IOL/DIIDO):
Port X6 I Ch. B (—IDIiDO}:
Port X7 i Ch. A (IOL/DIIDO):
Port X7 I Ch. B (—IDIiDO}:
Port X8 I Ch. A (IOL/DIIDO):
Port X8 I Ch. B (—I/DIiDO}:

Manual PROFINET
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Mode5: Free Mapping by using be

8.3 Parameterization of the Status/
Control Module

w 16 parameters

| UINT16 High-Byte 1 Bit O

| UINT16 High-Byte 1 Bit 1

| UINT16 High-Byte 1 Bit 2

| UINT1 6 High-Byte | Bit 3

| UINT1 6 High-Byte | Bit 4

| UINT1 6 High-Byte | Bit 5

| UINT1 6 High-Byte | Bit 6

| UINT1 6 High-Byte | Bit 7

| UINT16 Low-Byte 1BitO

| UINT16 Low-Byte 1Bit1

| UINT16 Low-Byte 1Bit2

| UINT16 Low-Byte 1Bit3

| UINT16 Low-Byte 1 Bit4

| UINT16 Low-Byte 1Bits

| UINT16 Low-Byte 1Bits

| UINT16 Low-Byte 1Bit7

FHHHEEIHOHEEEEEHEE

For detailed /O mapping refer to chapter Process data Status/Control
Module, 1/0O system 1.1 on page 130.
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8.3.3 General Diagnostic Settings
Voltage information U

The label U_ (Load voltage) is used for devices which exclusively have
Class A 10-Link ports.

Warning: To preserve the galvanic isolation concept for Class B 10-
Link ports, do not mix up Class A 10-Link port devices with Class A/
B 10-Link port devices in one power line.

8.3.3.1 Diagnostic settings for modules with 10-Link Class A ports

[ Properties  |i}Info |2 Diagnostics |

J General H 10 tags ‘l System constants H Texts |
a

General Diagnostic Settings

General Diagnostic Settings

Report US supply voltage fault
alarms: | Enabled [~

Report UL supply voltage fault
alarms: | Disabled [~

Report DO fault without UL: | Enabled [~

Report Ug supply voltage fault alarms

The Ug supply voltage fault alarm can be set to "Disabled" or "Enabled" with
this parameter.

Default: Enabled

Report U supply voltage fault alarms

The U, supply voltage fault alarm can be set to "Disabled", "Enabled" or "Auto
Mode" with this parameter.

In "Auto Mode", the U diagnosis will be activated with the first rising slope
detection after power-up.

Default: Disabled

2 | Attention: "Report U, supply voltage fault" is disabled in the default
1 ; N . o

setting to avoid diagnostic messages due to switching the supply
voltage on or off later on.
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Report DO fault without U

The diagnosis of digital outputs can be configured in dependency of the U,
status.

When the output will be active without active U while this parameter is set to
"Enabled", a diagnosis message will be generated for the output channel.

Default: Enabled

8.4 Parameterization of the 1/0 ports X1 .. X8

In the device configuration mode, click on the corresponding 10-Link sub-slot
in the Device overview and select the option module parameters for setting
the following parameters:

Device overview |

'{f Module .. | Rack slot laddress | Q address Type Article number
* UAMPOSIOLADEDIO o 0:PR.. UNITROMIC ACCESS MPOBIO... 381166717
» PHHO o 0: PR... UAMPOBIOLADBDIO

¥ 10-Link Master: UNITRONIC _.. [ 1:10 .. 1odLink Master: UNITRONIC ...
StatuziControl Module ] 1:10.. 1.2 =2 StatusiControl Module
Digital In (A) | Digital (B) a 1:10.. 88 Digital In (A} | Digital (B)
Digital Out () I Digital (B} 0 1:10 .. 64 Digital Qut (A} | Digital (B)
KodLink /O 414 Bytes + P o 1:10 ... 76..80 65..568 KoLink /O 414 Bytes + PQI (...
Digital Out (A) | Digital (... o 1:10 .. &9 Digital Out (A) | Digital (B)
KoLink /0 8I8 Bytes + P 1] 1:10.. 81.89 70..77 KoLink /0 818 Bytes + PQI (...
Deactivated (A/B) o 1:10 .. Deactivated (A/B)
Digital In (A} | Digital (B)_6 ] 1:10.. 74 Digital In (A} | Digital (B)
Digital In (&) I Digital (B)_7 O 110 75 Digital In (A) I Digital ()
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Figure 21: Parameter of the 10-Link channels
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8.4.1 Enhanced port parameters

In dependency of the configured sub-module, some of the following described
parameters can differ.

(Available only for special channel, otherwise not available.)

Sensor Supply Mode Pin1/L+

The sensor supply on pin 1 is always active and cannot be disabled.

DI Filter

With this parameter, the filter time of the digital input can be defined. The
following options are available:

Off; 1ms; 2ms; 3ms; 6 ms; 10 ms; 15 ms

Default: 3 ms

DI Latch

With this parameter enabled, a rising edge at digital input is held high in the
input status data (latched) as this is acknowledged by the PLC.

Digital Output from PLC

R | Q ——DiI Status
S

Physical
Digital Input I

Pos. Edge

Figure 22: Input latch
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0

x (hold last)

1 1

1

0 0

1

1 0

Table 10: Truth table for input latch

When the input latch is enabled for a specific channel:

The corresponding physical input of the channel is logically connected to
the set input of a latch via an edge detector.

The corresponding PLC output control bit (consuming data of I/0O device)
is logically connected to the reset input of the latch.

The latch output is connected to the PLC input status data (producing data
of the 1/0 device) of the corresponding channel.

The latch will work according to the truth table above.

It is not possible to directly read the physical input status data of that input
channel, as the latch output is mapped to the PLC input status data.

The behavior in detail:

A rising edge on the digital input will trigger the latch and set the latch
output to '1'.

The output will remain '1" until it is reset by the PLC program.

A logical '1' on the corresponding PLC output control bit for that channel
will reset the latch and set the latch output to '0', regardless of the set input
or physical input state.

If the input logic is inverted in the channel configuration, the inverted input
logic is connected to the latch. Therefore, it will trigger on the falling edge
regarding to a physical input signal.

If the input is already high during enabling the latch, the latch will set to
"1'(Q).

These DI Latch settings only work for channels that have been set to 'digital
input mode'. It is recommended to always reset the latch before usage.
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For DI Latch reset, the appropriate DO channel in the Status/Control Module
(slot 1/ sub-slot 1) must be used (PROFINET).

Default: Disabled

DI Extension

This parameter extends the duration of the digital input status after a state
change at the physical input, when the input state change is faster than the
extension time set.

The extension time will be applied on 'high' to 'low' and 'low' to 'high' input
transitions. This setting only works for channels that have been set to 'digital
input'.

Example:

The DI extension parameter is set to 16 ms, the physical input signal has low
status => a high signal is detected for 8 ms.

In this case, the DI channel reports a high-status signal for 16 ms, regardless
of other physical input signal transitions during this time.

Physical
Digital L_____J

Input

I
1
1
I
Input

Status ——J

toPLC .

eSS U RR R PR
3
7
434
3
7
3
7

0ms

Input

1
i
oo LT L.
i i
oo | I

to PLC

Figure 23: DI Extension
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Available values: Off; 8 ms; 16 ms; 64 ms
Default: Off

DI Logic

This parameter can be used to configure the logic of the channels used as
digital inputs.

NO (Normally Open):

A non-damped sensor has an open switching output (low signal) in this
case. The device input detects a low signal and returns a "0" to the control
unit.

The LED of the channel shows the physical input state.

NC (Normally Closed):

A non-damped sensor has a closed switching output (high signal) in this
case. The device input detects a high signal, inverts the signal, and returns
a "0" to the control unit.

The channel LED displays, independent of the setting, the physical input
state.

Default: NO (Normally Open) for all channels
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DO Restart Mode
With this parameter, the digital output restart behavior can be set.
Automatic Restart after Failure:

In case of detecting an output short circuit or overload, the output will be
switched off by the IO-Link Master. However, after a time delay, the output
will automatically be turned on again for checking if the overload or short
circuit condition is active.

Restart after Output Reset:

In case of detecting an output short circuit or overload, the output will be
switched off by the 10-Link Master.

The output will not be set automatically. Before the output can be turned
on again, it must be logically reset by the PLC.

Default: Automatic Restart after Failure

DO Switch Mode (MP08... variants only)
With this option, the mode of the digital output switch can be selected.
Push Pull Switch (0.5 A):

In this mode, the output will be switched active to high and low. In low
state, the output can be a current sink. In this mode, the digital output will
be supplied by Us.

High-Side Switch (0.5 A; 1.0 A; 1.5 A; 2,0 A; 2.0 A Max.):

In this mode, the output will be switched active to high, but not to low.
Output low means high impedance at digital output. Additionally, the
current limitation can be selected for each digital output in High-Side
Switch mode. This means that the level for actuator overload diagnostic
can be managed by this selection. 2.0 A Max. means, that current limitation
is not active and the maximum output current for this output is available. In
these modes, the digital output will be supplied by U, or Ua,y, depending
on the device variant.
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Refer to chapter 1/0 port overview on page 20 for the voltage supply of the
digital outputs.

Default: High-Side Switch (2.0 A Max.)

DO Failsafe Value

The device supports a failsafe function for the channels used as digital
outputs. During configuration of the devices, the status of the PROFINET IO
device outputs can be defined after an interruption, or loss of communication
on the PROFINET IO network.

The following options can be selected:

Set Low - the output channel is disabled and/or the output bit set to "0".
Set High - the output channel is enabled and/or the output bit set to "1".
Hold last — the last output state is kept.

Default: Set Low

DO Surveillance Timeout

For channels configured as digital output, the firmware of the modules allows
you, for this special use case, to set a delay time before output status
monitoring is enabled.

The delay time is referred to as the "Surveillance-Timeout" and can be
configured for each output channel. The delay time begins with a rising edge
of the output control bit. After this time has elapsed, the output is monitored,
and error states are reported by diagnostics.

The Surveillance-Timeout parameter can be set from 0 to 255 ms. When
an output channel is in static state, i.e., when the channel is permanently
switched on or off, the typical filter value (not changeable) before a diagnostic
message is 5 ms.

Default: 80 ms

10-Link Input/Output Data Swapping

With the following parameters, the IO-Link byte data order can be setup
separately for Input and Output data direction.
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Swapping Mode:

The byte order swapping will be made for the selected count of data types
or for the complete length of /O data with the selected Data Type (Word
= 2 Bytes or DWord = 4 Bytes).

Default: Off

Swapping Data Type:
The swapping can be setup to Word (2 Bytes) or DWord (4 Bytes):

Word Swapping: Byte 1 - Byte 2 => Byte 2 - Byte 1
DWord Swapping: Byte 1 - Byte 4 => Byte 4 - Byte 1

The Data Type value has no effect when the Swapping Mode is setup to
“Off".

Default: Word

Swapping Offset:

A swapping offset in bytes can be setup in dependency of the configured
I/O data length.

When setup to "2", the swapping will be processed from the 3™ Byte.
Default: 0

Manual PROFINET 69
Version 1.0 10/2024



8.4 Parameterization of the 1/O ports 8 Configuration and operation with
X1..X8 SIEMENS TIA Portal®

8.4.2 Failsafe port parameters for Ch. A in 10-Link mode
The following values are selectable (for output data only):

Failsafe Port Parameters for Ch. A in |0-Link Mode

Failsafe Value(s): |SetLow v
Replacement Value (Byte 1): |0
Replacement Value: |0
Replacement Value: |0

[

Replacement Value (Byte n):

Figure 24: Failsafe Configuration

For a proper function of the IO-Link failsafe values, the 10-Link Device
parameters should be set in the same way, if possible. In the case of a
lost network connection, the I0-Link Master sends, according to its failsafe
configuration, output data to the 10-Link Device. If the |O-Link Device
connection is lost, the 10-Link Device uses the failsafe options parameterized
inside the device, if supported.

When the device supports a failsafe mechanism, choose the option /O-Link
Master Command.

Set Low

All bits of the output data with a value of "0" are transmitted to the 10-Link
Device. (Default setting)

Set High

All bits of the output data with a value of "1" are transmitted to the 10-Link
Device.

Hold Last

The last valid output value received by the control unit is continuously and
cyclically transmitted to the 10-Link Device.

For proper Hold Last behavior, the appropriate IOL-Device parameters must
also be set to Hold Last.
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Replacement Value

If this option is selected, the value entered in the Replacement Value input
field described below is continuously and cyclically transmitted to the 1O-Link
Device.

10-Link Master Command

The I0-Link Master Command option allows the use of IO-Link-specific
mechanisms for valid/invalid output process data. Thus, the device itself
determines the behavior.

Replacement Value

Replacement Value (Byte 1,
enterin decimal): |0 |

Replacement Value: |D |

Replacement Value: |D |

Replacement Value (Byte n,
enterin decimal): |0 |

Figure 25: Byte data

Replacement Value (Word 1,
e.g. 0x0102 = 258 dec., 0x01 fi.. |0 |

Replacement Value: |EI |

Replacement Value: |EI |

Replacement Value (Word n,
e.g. 0x0102 = 258 dec., 0x01 fi... |0 |

Figure 26: Word data

If the "Fail Safe Value(s)" option is set to "Replacement Value", the substitute
value(s) entered in this/these input field(s) is/are used.

The value must be entered as a decimal value. Depending on the configured
data length, the values must be entered as bytes (0-255) or word decimal
values (0-65535) in the order shown.

Byte 1 = high order byte (UINT8), in decimal
Byte n = low order byte (UINT8), in decimal
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Word 1 = high order word (UINT16), in decimal
Word n = low order word (UINT16), in decimal

"Word" examples: 0x0102 = 258 dec., 0x01 = first byte for I0-Link Device,
0x02 = second byte for 10-Link Device.
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8.4.3 Standardized port parameters
Digital Mode, Ch. B

With this parameter the mode of channel B can be defined. The following
modes are available:

Disabled

Digital Input

Digital Output

Power Supply Output (fed from U, voltage)

The activated power supply output will be signaled by the white port LED.
Default: Digital Input

Port Diagnostic, Ch. A

The 10-Link Master port diagnostics and the 10-Link Device alarms of type
"error" or "warning" can be enabled or disabled over this option.

Default: Enabled

Process Alarm, Ch. A (Device Notifications)

The 10-Link Device alarm notifications can be enabled or disabled with this
option. Disabled means, that all notification alarm types from every 10-Link
Device will be suppressed by the I0-Link Master. They will be not forwarded
by PROFINET alarms to the controller.

Default: Enabled

Configuration Source, Ch. A
PROFINET IO Controller:
The 10-Link Master port configuration will be assigned by the PROFINET
10 Controller.
Port and Device Configuration Tool (not supported yet):

The 10-Link Master port configuration will be assigned by an external 10-
Link Port and Device Configuration Tool.

Default: PROFINET 10 Controller
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Input Fraction, Ch. A

If the user configures a sub-slot module with less than the real input data of
the device, the |0-Link Master sends as much as possible |0-Link Device
input bytes to the PLC inclusive the PQI byte of the sub-slot module. As a
consequence, only “0” up to (Device Input Length - 1) octets of the input
data of the device can be mapped to the PROFINET process input data
of the 10-Link Master. If this option is disabled, a data length mismatch
alarm is active in the case of a mismatching input data length. In case of an
output data mismatch, a process data mismatch diagnosis will be generated
independently of the selected "Input Fraction" setting.

Default: Disabled

Pull/Plug, Ch. A

Enables or Disables Pull/Plug alarms of an IOL-Device (Add/Remove
Submodule). A failure or the return of an 10-Link Device can be mapped via
PROFINET Plug or Pull alarms. This mapping is independent from any phase
such as power-up or start-up.

Plug Alarms:

Ready to Operate (IOL-Device is ready)
COM Fault (incorrect device or other problems) — IOL-Device started
but not ready due to fault.

Pull Alarms:

COM Fault (No IOL-Device)

In the “Disabled” option, channel diagnostics will be generated in case of
losing an |O-Link Device.

Default: Enabled
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Port Mode, Ch. A
Deactivated:
With the "Deactivated" option, an IO-Link port can be configured for later
use. No diagnostics are generated if the 10-Link Device is not connected.
|O-Link - Autostart:

With the “Plug&Play” option no explicit port configuration is needed. Basic
assignments such as Validation and Backup (Inspection Level), Port Cycle
Time, Vendor ID and Device ID are not required.

IO-Link - Manual:

Explicit port configuration possible for Validation and Backup (Inspection
Level), Port Cycle Time, Vendor ID and Device ID. These Parameters are
GSD based and can be set over a PROFINET engineering system.

Default: I0-Link Autostart

Overview and dependencies of the Port Mode configuration type:

Access on Process Data (PD) Yes Yes
Diagnostics of port & device Yes Yes
1&M data (IM0) access Yes Yes
Device check (consolidated/real) No Yes
Backup & Restore No Yes
Device parameterization (PDCT) No No
Commissioning (online) No No

Table 11: Overview, port mode config types
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Validation and Backup, Ch. A

For using the Validation and Backup functionality of the |OL-Master, the port
mode must be set to /O-Link - manual.

In dependency of the Validation and Backup setting, the entry of the
parameters Vendor ID and Device ID might be obligatory.

No I0L-Device check (default):

No check of connected Vendor ID or Device ID and no Backup and Restore
support of the IOL-Master backup memory.

Type compatible (V1.0) IOL-Device:

Type compatible according to 10-Link specification V1.0 including
validation of Vendor ID and Device ID. 10-Link specification V1.0 does not
support IO-Link Master parameter backup memory and restore function.

Type compatible (V1.1) IOL-Device:

Type compatible according to 10-Link specification V1.1, check of Vendor
ID and Device ID by IOL-Master.

Type compatible (V1.1) IOL-Device with Backup & Restore:

Type compatible according to 10-Link specification V1.1, check of Vendor
ID and Device ID by IOL-Master with Backup (IOL-Device to IOL-Master)
and Restore (IOL-Master to IOL-Device) of the IOL-Device parameters.

Pay attention to the following explanations regarding Backup and Restore
conditions:

Backup (Upload / IOL-Device to IOL-Master):

During the first connection to an 10-Link Device after enabling this
mode, the IOL-Master uploads the I0OL-Device parameter into the backup
memory. (In this case the backup memory had been empty. Watch
below for further information about resetting the 10-Link Master parameter
backup memory.)
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An upload will also be performed, when the IO-Link Device has set the
DS_UPLOAD_FLAG (Data Storage Upload Flag). This I0L-Device flag
can be set in two ways:

Parameters written to IOL-Device in Block Parameter mode: An 10-Link
Device sets the DS_UPLOAD_FLAG self-dependent, if the parameters
were written in block parameter mode to the 10-Link Device with the
last system command ParamDownloadStore (e.g. by a third party USB
IO-Link Master for commissioning).

Parameters written to IOL-Device in Single Parameter mode: If
parameters are written to the device in single parameter mode
(e.g. one Sub-Index of a parameter Index), the device parameter
backup memory on the IOL-Master can be updated by using the
ParamDownloadStore system command (Index 0x0002, Sub-Index
0x00, Value 0x05). This command sets the DS_UPLOAD_FLAG
(backup request) on the IOL-Device in direction of the IOL-Master, and
thus the IOL-Master performs a transfer from |OL-Device to IOL-Master
backup memory.

Restore (Download / IOL-Master to IOL-Device):

For each new connection to an IO-Link Device, the |IOL-Master compares
the stored parameters with the IOL-Device parameters and downloads the
stored backup parameters to the IOL-Device in case of differences.

The restore procedure can be blocked by the 10-Link Device via the Device
Access Locks parameter when supported by the IO-Link Device (Index
0x000C, refer to vendor specific I0-Link Device documentation).
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Type compatible (V1.1) IOL-Device with Restore:

Type compatible according to 10-Link specification V1.1, check of Vendor
ID and Device ID by IOL-Master with Restore (IOL-Master to |OL-Device)
of the IOL-Device parameters.

Pay attention to the following explanations regarding Restore conditions:

Restore (Download / IOL-Master to IOL-Device):

During the first connection to an 10-Link Device after enabling this mode,
the IOL-Master uploads the I0OL-Device parameters once into the backup
memory.

With each further connection to an 10-Link Device, the I0OL-Master
compares the stored parameters with the IOL-Device parameters and
downloads the stored backup parameters to the IOL-Device in case of
differences.

In the Restore mode no change of the |IOL-Device parameters will be
stored in the I0L-Master backup memory. When the IOL-Device sets
the DS_UPLOAD_FLAG in this mode, the IOL-Device parameters will be
restored from the IOL-Master.

The restore procedure can be blocked by the 10-Link Device via the Device
Access Locks parameter when supported by the I0-Link Device (Index
0x000C, refer to vendor specific 10-Link Device documentation).
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Reset conditions of 10-Link Master parameter backup memory:

The 10-Link Master backup memory will be deleted by the following
events:

IO-Link Master factory reset

A port configuration change, e.g. from “Digital-Input” to “|O-Link Mode”
A change in the Validation and Backup settings, e.g. from “No I0L-
Device Check” to “Type compatible I0L-Device (V1.1) with Backup &
Restore”

For further information refer to the ‘lO-Link Interface and System
Specification’ version 1.1.3 which can be downloaded from https://io-
link.com/.

Default: No IOL-Device check

i Attention: An IO-Link Device sets the “upload flag” self-dependent,
if parameter were written in block mode to the |O-Link Device.

Port Cycle Time, Ch. A
(Port mode /O-Link - manual required)
As fast as possible:

The 10-Link Master uses the max. supported 10L-Device update cycle
time limited by the max. supported I0L-Master cycle time for the cyclic I/
O data update between IOL-Master and IOL-Device.

1.6,3.2,4.8, 8, 20.8, 40, 80, 120 ms:

The cycle time can be set manually to the provided options. This option can
be used e.g. for IOL-Device modules which are connected over inductive
couplers. Inductive couplers are normally the bottleneck in the update
cycle time between IOL-Master and I0L-Device. In this case, please refer
to the data sheet of the inductive coupler.

Default: As fast as possible
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Vendor ID, Ch. A
(Port mode /O-Link - manual required)

The Vendor ID of the connected IOL-Device used can be entered as a decimal
value [0 ... 65535] and will be in used in dependency of the Validation and
Backup settings for the validation of the type compatibility.

Default: 0

Device ID, Ch. A
(Port mode IO-Link - manual required)

The Device ID of the connected I0L-Device can be entered as a decimal
value [0 ... 65535] and will be in used in dependency of the Validation and
Backup settings for the validation of the type compatibility.

Default: 0
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8.5 10-Link Device Parameterization

8.5.1 SIEMENS 10-Link library

The SIEMENS "IO_LINK _DEVICE" function block (FB50001) can perform
acyclic writing or reading data of an IOL-Device connected to the 10O-Link-
Master.

WFB50001
“I0_LINK_DEVICE®
—EN ENO—
—REQ DONE_VALID[—
D BUSY —
CAP ERROR—
—RD_WR STATUS
PORT IOL_STATUS
IOL_INDEX RD_LEN
IOL_SUBINDEX
LEN
RECORD_IOL_
DATA

Figure 27: "IO_LINK_DEVICE" FB in STEP 7 V15.1

IOL-Device data are uniquely addressed via the index and the sub-index
and can be accessed or written via the hardware identifier of the status/
control module (ID) inputs, the client access point (CAP = 0xB400) and the
corresponding 10-Link port (PORT: 1 - 8 for I0-Link ports).

The following TIA project shows the used hardware identifier of the sub-
module for port X1 (282) with Write/Read examples. Alternatively, the
hardware identifier of the Status/Control module can also be used (281 in this
example).

82 Manual PROFINET
Version 1.0 10/2024



8 Configuration and operation with 8.5 10-Link Device Parameterization
SIEMENS TIA Portal®

EEr
£

R ™
R T Y e S e et i AL
B iy sl et bW T, s i 1} s iy W L
R N T L R S T LT In AL
| e A e R, T e B e b3 L
om R L, R 1 LA

Figure 28: TIA project: Write/Read example with FB50001

Manual PROFINET 83
Version 1.0 10/2024



8.5 10-Link Device Parameterization

8.5.1.1 SIEMENS function block FB50001 — write example

8 Configuration and operation with
SIEMENS TIA Portal®

The following is a write example for an I0L-Device on port X1 at the
application tag parameter (IOL_INDEX=24). The input data are in decimal.
The write data are in hexadecimal. The written value is "test" (=74 /65/ 73/

74 in HEX).

WB4

*IOL-D_WRITE"

16#0000_0107
“WB4.DBD2
“IOL-D_WRITE".ID —

-19456
WDB4.DBWG
*IOL-D_WRITE".CAP —|

FALSE
%DB4.DBXB .0
“|OL-D_WRITE".
RD_W/R ==

2
WB4.DEWI0
*IOL-D_WRITE".
FORT —|

24
WB4.DBW12
*IOL-D_WRITE".
IOL_INDEX —

o
WB4.DBW14
*IOL-D_WRITE".
IOL_SUBINDEX —

4
*DB4.DBWI1 6
"IOL-D_WRITE" LEN —

PIDB2.DBX0.0
"IOL-D_WRITE_
DATA".Data

WFB5001

“I0_LINK_DEVICE®

REQ

D

RD_WR

PORT

IOL_INDEX

IOL_SUBINDEX

LEN

RECORD_IOL_
DATA

DONE_VALID

BUSY

ERROR

STATUS

IOL_STATUS

RD_LEN
ENO

FALSE
WB4.DBEX18.0
*IOL-D_WRITE".
—= DOMNE_VALID

FALSE
WB4.DBX18.1
*IOL-D_WRITE".
-= BUSY

FALSE
WB4.DEX18.2
*IOL-D_WRITE".
—=- ERROR

16#0000_0000
“WDB4.DBD20
*IOL-D_WRITE".
— STATUS

16#0001_0000
“WDB4.DBD24
*IOL-D_WRITE".
— [OL_STATUS

0
%DB4.DBW28
“|OL-D_WRITE".

— RD_LEN

Figure 29: write example for FB50001
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Figure 30: Input control data for write request with FB50001

2F 2F W, B B °7 Keepactuslvalues (g Snaprhot ™ ™, Copysnapshots tostartvalues |- (% Load startvalues asactualvalues By B

10L-D_WRITE_DATA

Name Data type offset | Startvalue Retain Visiblein .. Setpoint | Comment
1 @~ Static
2 @@= ~ Data Array[0.231] of Byte 0.0 ™~ =] (]
s la = Data[0] Byte 00 16874 =] '
i la = Data[1] Byte 10 16265 =] e
5 a = Data[2] Byte 20 16873 =] o
6 @ = Data[3] Byte 3.0 16874 =] e
7 a = Data[4] Byte 40 640 =]

Figure 31: Data to be written with FB50001

@ v Output

a-s DONE_VALID Eool 180 M
a BUSY Bool 181 =]
@ ERROR Bool 182 =]
@@= STS Dwiord 200 C ]
a 10L_STATUS Dword 240 C =]
a RD_LEN Int 280 o ™

Figure 32: Output status for write request with FB50001
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8.5.1.2 SIEMENS function block FB50001 — read example

The following is a read example for an IOL-Device on port X1 at the application
tag parameter (IOL_INDEX=24). The input data are in decimal. The read data
are in hexadecimal. The previously written value "test" (=74 /65/73 /74 in
HEX) will be read here.

WDB20
“IOL-D_READ"
FB5001
“I0_LINK_DEVICE™

TRUE
WM52.4
"Tag_37" EN

REQ

16&0000_0100
“%DB20.DBD2
"IOL-D_READ".ID —{|D

-19456
%DB4.DBWG
“IOL-D_WRITE" .CAP — CAP
FALSE
FALSE %DB20.DEX18.0
%DB20.DBXB.0 “IOL-D_READ".
*IOL-D_READ" DONE_VALID == DONE_VALID
RD_VIR --|RD_WR
- FALSE
2 %DB20.DBX18.1
%DEB20.DBEWIO “IOL-D_READ".
“IOL-D_READ" BUSY == BUSY
FORT—] poORT
FALSE
24 %DB20.DBX18.2
%DB20.DBWI2 “IOL-D_READ".
"IOL-D_READ" ERROR = ERROR

IOL_INDEX —|0L_INDEX

16#0000_0000

0 %DB20.DED20
%DB20.DBW14 "lOL-D_READ".
"IOL-D_READ" STATUS — STATUS

I0L_SUBINDEX — |0L_SUBINDEX

0
%DB20.DBWI6
*IOL-D_READ" LEN —{ | ENy

16#0001_0000

%DB20 DBED24

"lOL-D_READ".
IOL STATUS = OL_STATUS

0

PIDB20.DBX158. %DB20.DBW28
0 *IOL-D_READ".
"IOL-D_READ" RECORD_IOL_ RD_LEN — RD_LEN

read.data DATA

ENO

Figure 33: Read example for FB50001
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Figure 34: Control data for read request via FB50001

10@ ~ output

1 |a-= DONE_VALID Bool 18.0 =]

12 = BUSY. Bool 181 =]

13 ERROR Bool 182 =]

i4|a = STATUS, DWord 200 ™M

15| = IOL_STATUS DWord 24.0 y 0| M Io-Link erre
16 <0 = RD_LEN Int 280 INT0 o =] ord {number of bytes

Figure 35: Status data for read request via FB50001

2% @ e v read Struct 150.0 (=] area for reading data
27 4@ = b header Struct 150.0 (=]

2@ = v daa Armayl0.231] of Byte  158.0 =)

29 @ . dats[0] Byte 158.0 16274 (=] '

30 @ . data[1] Byte 159.0 16865 (=] ‘e’

31l . data[2] Byte 160.0 16873 (=] ‘st

32 @ = data[3] Byte 161.0 16874 (=] 't

s a . data[4] Byte 162.0 16#00 =)

Figure 36: Read data from application tag of the 10-Link Device via
FB50001
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8.5.2 SIEMENS WRREC and RDREC

The Reading and Writing Parameters from the PLC over the IOL-Master to the
connected IOL-Device modules can also be handled by using the SIEMENS
Function Blocks SFB52/RDREC and SFB53/WREC.

8.5.2.1 Write sequence

The following figure shows the sequence of WRREC and RDREC calls for
writing data:

Client (ES, FB, F'CJ 10 device (PN} Davice
10 Controller (PM) Linking Module
PROFINET
— Gi

| Write_req(ID, API, PN_Index, Data )
A — Wit rp{OK)]

AL_White_req{lOL_Index, 10L_Subindex, OD)

Read_req(ID, API, PN_Index)

¢ ReadrpResourcs buz) | | Busy

AL_Write_ind(OK)
Read_req(ID. API, PN_Index) N K———— — ===

é Read_rsp{OK)

1OL_Call "funnel"

-
[
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8.5 10-Link Device Parameterization

The following table shows the sequence with example data compared to the
FB50001. The FB50001 uses the WRREC and RDREC blocks also internally:

ID (address | ID (address proxy) ID
proxy) (address
proxy)
CAP PN_Index = 0xB400 PN_Index
0xB400
WR Data | Function [ 0x08 Unsigned8 Data | Function 0x08
Header| (fixed) Header| (fixed)
Port Port 1-8 Unsigned8 Port 1-8
Fl_Index | OXFE4A| Unsigned16 FI_Index OxFE4A|
(Fixed) (Fixed)
Control/ | 0x02 Unsigned8 Control/Status | 0x00
Status
(—Write)
I0OL-Index IOL- 0x... Unsigned16 I0OL-Index 0x...
Index (0-32767;
(0-32767; 65535)
65535)
I0LSublIndex IOL-Sub- | 0x00 Unsigned8 I0L-Sub- 0x00
Index Index (0-255)
(0-255)
I0OL-Data WR-Data Data (opt.
Error PDU)

Table 12: WRREC ID

Manual PROFINET
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Bit7 |Bit6 |Bit5 |[Bit4 |[Bit3 Bit2 Bit1 | Bit0 | Definition of Control octets
0 0 0 0 0 0 0 0 Cancel / Release IOL_CALL
0 0 0 0 0 0 0 1 IDLE Sequence
0 0 0 0 0 0 1 0 Write On-request Data or Port
function
0 0 0 0 0 0 1 1 Read On-request Data
Other codings Reserved
Table 13: Control Parameter
Bit7 |Bit6é |Bit5 |Bit4 |Bit3 |Bit2 Bit1 | Bit0 | Definition of Status octets
0 0 0 0 0 0 0 0 Done / Transfer terminated
0 0 0 0 0 0 0 1 IDLE Sequence
1 0 0 0 0 0 0 0 IOL_Error PDU
Other codings Reserved
Table 14: Status Parameter
%WDB6
"WRREC_DB"
2N TR WRREC
i i Variant
FALSE | 1
“PNIO_IGN" Wr_REQ | H fue —EN FALSE
=-lok __Qimmmmemmmmmmmeeee REQ "PMIO_I &N Mir_
WM70 3 DONE == Done
"Tag_30
= FALSE
e "PHIO_| &N WIr_
BUSY —= Busy
281 FALSE
“PHIC_I&N" Wir_ID == |1y IO _| &M Wr_
16£0000_B400 ERROR == Error
"PNIO_I&NT Wir_ 16£0070_0000
Index —|NDEX "PNIC_I &M Wi
STATUS — Status
"PMIO_I&N .data — RECORD - ENO
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YDB5
"RDREC_DE"
RDREC
Variant
---------- 1
E PRIG FALSE
FALSE | H w143
*PNIO_IEN" Rd_REQ | ] true —EN VALID == "n2
I e ]
ifH____8r = FALSE
170.2 I144
Tag_29 BUSY -- "n3"
FALSE
FALSE
U0 S
281 ERROR == "n4"
*PNIO_I&M" Rd_ID — D
16#0070_0000
16£0000_E400 ap26
"BNIO_I&M" Rd_ STATUS — "Tag_5
Index —
INDEX 1640000
0 —|MLEN TW32
LEN}— "Tag_7"
"PMIO_I&N" .data RECORD ENO —
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g = Wr_REQ Bool false FALSE
- = Wr_Index Dword 1650 16#0000_E400
< = Wr_ID HW_ID 0 281
< = Wr_Done Bool false FALSE
4] = Wr_Busy Bool false FALSE
g = Wr_Error Bool false FALSE
- = Wr_Status Dword 1650 16#0000_0000
< = Wr_Len Ulnt 0 ]
<41 = ~ data Array[0..39] of Byte
g = data[0] Byte 1680 16%08
q = data[1] Byte 16%0 16%05
g = data[2] Byte 1680 16%FE
q = data[3] Byte 16%0 16844
g = data[4] Byte 1680 16%02
q = data[5] Byte 16%0 16400
g = data[6] Byte 1680 16%18
q = data[7] Byte 16%0 16400
g = data[8] Byte 1680 16#54
q = data[9] Byte 16%0 16845
g = data[10] Byte 1680 16%53
q = data[11] Byte 16%0 16#54
g = data[12] Byte 1680 16%00
q = data[13] Byte 16%0 16400
g = data[14] Byte 1680 16%00
q = data[15] Byte 16%0 16400
g = data[16] Byte 1680 16%00
q = data[17] Byte 16%0 16400
Figure 37: Example of data before writing
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g = Wr_REQ Bool TRUE

= Wr_Index DWord 16%#0 16&#0000_E400
= Wr_ID HW_IO 0 281

] = Wr_Done Bool false FALSE

4] = Wr_Busy Bool false FALSE

] = Wr_Errar Bool false FALSE

= Wr_Status DWord 16%#0 16&#0000_0000
< = Wr_Len Ulnt 0 ]

<0 & * data Array[0..39] of Byte

g = data[0] Byte 16#0 16408

4] = data[1] Byte 16#0 16405

g = data[2] Byte 16#0 16#FE

4] = data[3] Byte 16#0 16844

g = data[4] Byte 16#0 16402

4] = data[5] Byte 16#0 16800

g = data[6] Byte 16#0 16818

4] = data[7] Byte 16#0 16800

g = data[8] Byte 16#0 16854

4] = data[9] Byte 16#0 16§45

g = data[10] Byte 16#0 16453

4] = data[11] Byte 16#0 16854

g = data[12] Byte 16#0 16400

4] = data[13] Byte 16#0 16800

g = data[14] Byte 16#0 16400

4] = data[15] Byte 16#0 16800

g = data[16] Byte 16#0 16400

4] = data[17] Byte 16#0 16800
Figure 38: Example of data after writing
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Mame Data type Start value Maonitar value
4l v Static
4] = Rd_REQ Bool false TRUE
] = Rd_Index Dword 1650 16%0000_B400
4] = Rd_ID HW_ID 0 281
4] = Rd_Valid Bool false FALSE
4] = Rd_Busy Bool false FALSE
4] = Rd_Error Bool false FALSE
] = Rd_Status Dword 1650 16%0000_0000
4] = Rd_Len Uint 0 0
< = ~ data Array[0..39] of Byte
g = data[0] Byte 1680 16%08
4 = data[1] Byte 16%0 16%05
g 2= data[2] Byte 1680 16%FE
4 = data[3] Byte 16%0 16844
g 2= data[4] Byte 1680 16%00
4 = data[5] Byte 16%0 16400
g = data[6] Byte 1680 16%18
4 = data[7] Byte 16%0 16400
g = data[8] Byte 1680 16#54
4 = data[9] Byte 16%0 16845
g = data[10] Byte 1680 16%53
q = data[11] Byte 16%0 16#54
g 2= data[12] Byte 1680 16%00
q = data[13] Byte 16%0 16400
g = data[14] Byte 1680 16%00
q = data[15] Byte 16%0 16400
g = data[16] Byte 1680 16%00
< L] datal171] Bvte 16580 16500
Figure 39: Read data after writing
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8.5.2.2 Read sequence

The following figure shows the sequence of WRREC and RDREC calls for

reading data:

Client (ES, FB, PC)
10 Controller (PN)

[ow_caur
B

= WR

Manual PROFINET
Version 1.0 10/2024

Linking Module
PROFINET

| wiite_reqiD, API, PN_Index, Data }

»!

10 davice (PN)

AL_Read_req{lOL_Index, I0L_Subindex)

Device

@

I I
I |
I I
| Read_req(ID, API, PN_lndex) |

I=

|< Read_rp(Resurce busy) Busy

P
|

AL_Read_ind{data)
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The following table shows the sequence with example data compared to the
FB50001. The FB50001 uses the WRREC and RDREC blocks also internally:

ID (address | ID (address proxy) ID
proxy) (address
proxy)
CAP PN_Index = 0xB400 PN_Index
= 0xB400
WR Data Function | 0x08 Unsigned8 Data | Function 0x08
Header| (fixed) Header| (fixed)
Port Port 1-8 Unsigned8 Port 1-8
Fl_Index | OXFE4A | Unsigned16 FI_Index OxFE4A
(Fixed) (Fixed)
Control/ | 0x03 Unsigned8 Control/Status| 0x00
Status
(—Read)
I0L-Index I0L- 0x... Unsigned16 I0OL-Index 0x...
Index (0-32767;
(0-32767; 65535)
65535)
I0LSublIndex IOL-Sub- | 0x00 Unsigned8 I0OL-Sub- 0x00
Index Index (0-255)
(0-255)
I0OL-Data - Data (opt.
Error PDU)

Table 15: RDREC ID

Attention: Unsigned16 values must be entered in Big Endian format
for PROFINET.

96 Manual PROFINET
Version 1.0 10/2024



8 Configuration and operation with 8.5 10-Link Device Parameterization

SIEMENS TIA Portal®

Bit7 |Bit6 |Bit5 |Bit4 |Bit3 Bit2 Bit 1 | Bit0 | Definition of Control octets

0 0 0 0 0 0 0 0 Cancel / Release IOL_CALL

0 0 0 0 0 0 0 1 IDLE Sequence

0 0 0 0 0 0 1 0 Write On-request Data or Port
function

0 0 0 0 0 0 1 1 Read On-request Data

Other codings

Reserved

Table 16: Control Parameter

Bit7 |Bit6 |Bit5 |Bit4 |Bit3 |Bit2 Bit1 |Bit0

Definition of Status octets

0 0 0 0 0 0 0 0 Done / Transfer terminated
0 0 0 0 0 0 0 1 IDLE Sequence
1 0 0 0 0 0 0 0 IOL_Error PDU
Other codings Reserved
Table 17: Status Parameter
%WDB6
"WRREC_DB"
2 TR WRREC
i i Variant
FALSE | 1
“PNIC_I&N Wir_REQ | H tre —Enl FALSE
ST SN 1 EEEELEREE R R REQ "PNIO_I&N" Wir_
WM703 DONE == Dane
"Tag_30
= FALSE
FHEEE "PIO_I&N" Wir_
BUSY —=- Busy
281 FALSE
“PHIC_IEN" Wr_ID =D "PHIO_I&N" Wir_
——E
16#0000_B400 ERROR mer
"PNIO_I&NT Wir_ 1640070 0000
Index —|INDEX PNIO_I&NT Wir_
STATUS — Status
"PMIO_I&N" .data — RECORD - ENO
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*DBS
“RDREC_DE"

FALSE
“PNIO_I&M" Rd_REQ |

281
*PNIO_I&N" Rd_ID —

16#0000_B400
"PNIC_I&N" Rd_
Index —

0

"PNIO_IGNT data

RDREC
Variant

FALSE
WM143
EM -="n2"

REQ

VALID

FALSE
w144
BUSY == "n3"

FALSE
WO 5
ERROR-= "n4"

I 16#0000_0000

%MD26
STATUS — "Tag_5"
INDEX

MLEM

16#0008
a2

LEN}— "Tag_7"

ENO

RECORD
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<0 * Static

4] = Rd_REQ Bool | fals FALSE

< = Rd_Index DWiord 1680 1650000_B400
4] = Rd_ID HW_IO 0 281

<] = Rd_Valid Bool false FALSE

4] = Rd_Busy Bool false FALSE

] = Rd_Error Bool false FALSE

< = Rd_Status DWiord 1680 1650000_0000
] = Rd_Len Uint 0 0

<] = WWr_REQ Bool false FALSE

4 = Wr_Index DWord 1680 1680000_B400
4] = Wr_ID HW_IO 0 281

] = Wr_Done Bool false FALSE

4] = Wr_Busy Bool false FALSE

] = Wr_Errar Bool false FALSE

< = Wr_Status DWord 1680 1650000_0000
- = Wr_Len Ulnt 0 ]

<0 & * data Array[0..39] of Byte

4 = data[0] Byte 16#0 16408

4] = data[1] Byte 1640 16405

4 = data[2] Byte 16#0 16#FE

4] = data[3] Byte 1640 16844

4 = data[4] Byte 16#0 16403

4] = data[5] Byte 1640 16400

4 = data[6] Byte 16#0 16418

4] = data[7] Byte 1640 16400

4 = data[8] Byte 16#0 16400

4] = data[9] Byte 1640 16400

4 = data[10] Byte 16#0 16400

4] = data[11] Byte 1640 16400

4 = data[12] Byte 16#0 16400

4] = data[13] Byte 1640 16400

4 = data[14] Byte 16#0 16400

4] = data[15] Byte 1640 16400

4 = data[16] Byte 16#0 16400

4] = data[17] Byte 1640 16400
Figure 40: Example of data before reading
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] = Wr_REQ Bool TRUE
<1 = Wr_Index DWord 1680000_E400
] = Wr_ID HW_IO 0 281
g = Wr_Done Bool f FALSE
4] = Wr_Busy Bool FALSE
< = Wr_Error Bool FALSE
<1 = Wr_Status DWord 1680000_0000
] = Wr_Len Ulnt 0 0
4] = - data Array[0..39] of Byte
q = data[0] Byte 1640 16808
qa = data[1] Byte 16#0 16805
q = data[2] Byte 1640 16%FE
qa = data[3] Byte 16#0 16844
q = data[4] Byte 1640 16203
qa = data[5] Byte 16#0 16#00
q = data[6] Byte 1640 16818
qa = data[7] Byte 16#0 16#00
q = data[8] Byte 1640 16800
qa = data[9] Byte 16#0 16#00
q = data[10] Byte 1640 16800
qa = data[11] Byte 16#0 16#00
q = data[12] Byte 1640 16800
qa = data[13] Byte 16#0 16#00
q = data[14] Byte 1640 16800
qa = data[15] Byte 16#0 16#00
q = data[16] Byte 1640 16800
qa = data[17] Byte 16#0 16#00
Figure 41: Example of data after reading
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Name Data type Start value Manitor value
<1 * Static
4] = Rd_REQ Bool TRUE
< = Rd_Index DWord 16#0000_B400
4] = Rd_ID HW_IO 0 281
<] = Rd_Valid Bool false FALSE
4] = Rd_Busy Bool false FALSE
<] = Rd_Error Bool false FALSE
<[ = Rd_Status DWord 1680 165 0000_0000
<] = Rd_Len Uint 0 ]
<] = ~ data Array[0..39] of Byte
qa = data[0] Byte 16#0 16#08
q = data[1] Byte 1640 16205
qa = data[2] Byte 16#0 16#FE
q = data[3] Byte 1640 16844
qa = data[4] Byte 16#0 16#00
q = data[s] Byte 1640 16800
qa = data[6] Byte 16#0 16#18
q = data[7] Byte 1640 16800
qa = data[8] Byte 16#0 16854
4 = data[9] Byte 1640 16845
q = data[10] Byte 16#0 16853
q = data[11] Byte 1640 16854
q = data[12] Byte 16#0 16#00
q = data[13] Byte 1640 16800
qa = data[14] Byte 16#0 16#00
q = data[15] Byte 1640 16800
qa = data[16] Byte 16#0 16#00
4 = data[17] Byte 1640 16800
Figure 42: Read data after reading
Manual PROFINET 101

Version 1.0 10/2024



8.5 |O-Link Device Parameterization 8 Configuration and operation with
SIEMENS TIA Portal®

8.5.2.3 Error PDU for the Read/Write sequence

0 Port Error Error Codes detected by the Linking Module Unsigned16
or Client
2 Error Code 10-Link Error codes according AL_Read/ Unsigned8

AL_Write services

3 Additional Code 10-Link Error codes according AL_Read/ Unsigned8
AL_Write services

Table 18: Error PDU

No error No error detected 0x0000 Server

Reserved - 0x0001 to OXO6FFF | —

IOL_CALL conflict Inconsistent Header information | 0x7000 Server and/or

Client

Incorrect IOL_CALL Inconsistent Header information | 0x7001 Server and/or
(send-/response) Client

Port blocked Port temporary not available 0x7002 Server

Reserved - 0x7003 to OX7FFF -

Timeout No correct termination of 0x8000 Client
IOL_CALL (Resource Busy
detection)

Invalid port number Invalid port Number or port not 0x8001 Client and/or
supported Server

Invalid IOL_Index Invalid Index 0x8002 Client

Invalid IOL_Subindex Invalid Subindex 0x8003 Client

No Device No device 0x8004 Client

Reserved - 0x8005 to 0x8051 -

RDREC Fault Fault during Read record 0x8052 Client
invocation

WRREC Fault Fault during Write record 0x8053 Client
invocation

Unexpected Error Unspecific Error detected 0x8054 Client

Port Function error Port function failed 0x8055 Server
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Port Function not Port function is not available (in | 0x8056 Server
available this state)
Port Function not Port function (for this port) not 0x8057 Server
supported supported
Manu Manufacturer specific 0x8058 to OxFFFF Server

Table 19: Port Error of Error PDU
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8.6 Media Redundancy Protocol (MRP)

Redundant PROFINET communication can be implemented with the
UNITRONIC® ACCESS devices via a ring topology without the use of
additional switches. An MRP redundancy manager terminates the ring,
detects individual failures, and transmits the data packets on the redundant
path in case of error.

The following conditions must be met to use MRP:

All devices must support MRP.
MRP must be enabled on all devices.

Connections to the devices are only possible via the ring ports. A mesh
topology is not permissible.

A max. of 50 devices are permissible in the ring.

All devices share the same redundancy domain.

One device must be configured as the redundancy manager.

All other devices must be configured as redundancy clients.

Prioritized boot (FSU) is permissible.

The response monitoring time of all devices must be greater than the

reconfiguration time (typically 200 ms, min. 90 ms for UNITRONIC®
ACCESS devices).

It is recommended to use automatic network settings on all devices.
The following figures show a possible MRP ring configuration. The PLC is

used as the redundancy manager while all other devices are clients. To detect
an individual failure, it is advisable to use the diagnostics alerts.

J General " 10 tags H System constants ” Texts |

* General
> Media redundancy

Catalog information
~ PROFINETinterface [X1]

General MRP domain | mrpdomain-1 [+]

Hiomls Wi redundancy role: -

Identification & Maintenance

S Ring port 1: | PNAO [X1]\Port X01 101100 MBit's [X1 F1 R] [+]
Interface options Ring port 2: | PNAO [X1]IPort X02 10/100 MBitls [X1 P2 R] [+
Media redundancy [ piagnostics interrupts

b Real time settings
» Port X01 101100 MBitls . : :
» Port X02 101100 MBitls .

Identification & Maintenance
Shared Device

Figure 43: Example of setting up an MRP redundancy client in TIA Portal®
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J General ” 10 tags ” System constants || Texts
v General [l Real f "
>
Catalog information al ime setings
* PROFINETinterface [X1
1l > > |0 cycle
General
Ethemet addresses Shared Device
Identification & Maintenance
~ Advanced options 10 centroller outside project
with sccess to this 10 device | 0 [~
Interface options
Media redundancy 10 device send clock | 1 000 ms [~ |
~ Real ime settings.
10 cycle Update time
~ Port X01 10/100 MBitis [...
Generml (®) Calculate update time automatically
Portinterconnection (O) setupdate time manually
Port options
b Update time: | 2.000 ms [=]
b PortX02 10100 MBit's [... [
Identification & Maintenance il
Shared Device . Adapt update time when send clock changes
Watchdog time:
Accepted update cycles without
10 data: [
Watchdog time: | 200.000 ms |

Figure 44; Example of setting up the Watchdog time monitoring in TIA
Portal® for using MRP
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8.7 Ildentification & maintenance (1&M)

The PROFINET IO-Link Master has the ability to uniquely identify the devices
installed in the system via an electronic nameplate. This device-specific data
can be read acyclic by the user at any time. Furthermore, the installation
date, location code and further descriptions can be stored in the device during
installing the system. The I&M functions provide the following functionality.

8.7.1 Supported I1&M features

8.7.1.1 1&M data of the PN-IO Device

For reading (I&M 0 - 3) and writing (I&M 1 - 3) I&M data, the appropriate
Hardware identifier for Slot 0: PROFINET Interface X1 must be chosen:

0 B4Lr 3 [

2 e e T . T T—
» LakOBOLABES: o om GBOL_ MIENT Vids
0 i a L
= @ 1 e r
— L2 ] 1 -
- ‘ [ 110
E 1 Ees
- b [ K -
E -

P
]

Figure 45: TIA Portal® hardware identifier of PROFINET interface for I&M
0-3 RDREC/WRREC
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The device-specific I&M features can be read (0-3) or written (1-3) via slot 0.
The specified index is used for mapping the data sets.

MANUFACTURER_ID 2 Read | 0x18F (U.l. Lapp GmbH)
ORDER_ID 20 Read Order number of module in ASCII
SERIAL_NUMBER 16 Read Defined in production process in ASCII
HARDWARE_REVISION 2 Read Hardware revision of device
SOFTWARE_REVISION 4 Read Software revision of device
REVISION_COUNTER 2 Read Incremented for every statically stored

parameter change on 10-Link Master (e.g.,
device name or IP address)

PROFILE_ID 2 Read 0xF600 (Generic device)
PROFILE_SPECIFIC_TYPE 2 Read 0x0003 (10 modules)

IM_VERSION 2 Read 0x0101 (I&M Version 1.1)
IM_SUPPORTED 2 Read 0x000E (I&M 1 ... 3 & 5 is supported)

Table 20: 1&M 0 (Slot 0: PROFINET Interface X1, Index OXAFFO)

TAG_FUNCTION 32 Read/ | 0x20 ff. (empty)
Write

TAG_LOCATION 22 Read/ | 0x20 ff. (empty)
Write

Table 21: 1&M 1 (Slot 0: PROFINET Interface X1, Index OXAFF1)
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INSTALLATION_DATE 16 Read/ 0x20 ff. (empty); Supported data format is a
Write visible string with a fix length of 16 byte;

“YYYY-MM-DD hh:mm” or
“YYYY-MM-DD” filled with blank spaces

Table 22: 1&M 2 (Slot 0: PROFINET Interface X1, Index OXAFF2)

DESCRIPTOR 54 Read/ | 0x20 ff. (empty)
Write

Table 23: 1&M 3 (Slot 0: PROFINET Interface X1, Index OXAFF3)
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8.7.1.2 I&M data of the IOL-Master proxy (Status/Control Module)

For reading /&M 0 data, the appropriate hardware identifier for Slot 1: 10
System 1.1 must be chosen:

e e SR el A AT ] [
= W s . B s O shews Bas [P S——
Ol v wmadmisin smied: s L R ACTIS WL 71T WAl
e : we P
Tl = oneh s o e 2 o AL i .
[ - T (0]
I 7] : - O Duibh T A D by o PR
=] # o LT g 8
— o S ' o Bneniiind 40
'] = = @ i - am
L o i @ L] ]
HEm =] 0 tmncamd ab
o L] F———
o @ Smnrtaied il
¥ oy - (5 @ 5
Livepurses [N | o D

Gmeint | Winegn | e cemtasts | Tess

oy car iy deen ol e Fammere
o PO R ABIEA) s ARG STHTL | Baane, (Lo ln Lo - "

Figure 46: Hardware identifier of the Status/Control Module for RDREC "IO
System 1"

MANUFACTURER_ID 2 Read 0x18F (U.I. Lapp GmbH)

ORDER_ID 20 Read Order number of module in ASCII
SERIAL_NUMBER 16 Read Defined in production process in ASCII
HARDWARE_REVISION 2 Read Hardware revision of device
SOFTWARE_REVISION 4 Read Software revision of device
REVISION_COUNTER 2 Read Incremented for every statically stored

parameter change on 10-Link Master (e.g.,
device name or IP address)

PROFILE_ID 2 Read 0x4E01 (IOL-Master proxy)
PROFILE_SPECIFIC_TYPE 2 Read 0x0000 (unspecified)
IM_VERSION 2 Read 0x0101 (I&M Version 1.1)
IM_SUPPORTED 2 Read 0x0000

Table 24: 1&M 0 (Slot 1: 10 System 1.1, Index OXAFFO0)
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(1&M)

8.7.1.3 I&M data of the IOL-Device proxy

8 Configuration and operation with

SIEMENS TIA Portal®

The IO-Link Device-specific I&M 0 and I&M 5 data can be read via slot 1 and
the appropriate sub-slot (1.2/Port X1 .. 1.9/Port X8). The specified index is
used for mapping the data sets. Only data not equal to zero are received if a
connection to an 10-Link Device can be established.

¥
|
|

IR
P

—
BE S

[ — T fr—

Figure 47: Hardware identifier of the Status/Control module for RDREC "IO

System 1.2"
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SIEMENS TIA Portal® (I1&M)
VendorlD 2 Unsigned16 10-Link Direct parameter page 1:
VendorlD. Direct mapping, for example
"0x136". Exceptions: 1 — 93; 26 — 257;
87 — 467.
OrderID 20 Visible String "Product Name" or "DevicelD".
IM_Serial_Number 16 Visible String Insert SerialNumber of Device (IO-Link
Index 21). If it is not available set to "Not
accessible".
IM_Hardware_Revision 2 Unsigned8 Set to 0x0000 (Default value)
IM_Software_Revision 4 Char,3 x Set to V0.0.0 (official release but not
Unsigned8 detectable)
IM_RevisionCounter 2 Unsigned16 Set to "0" (0x0000)
IM_Profile_ID 2 Unsigned16 10-Link (API = O0x4E01)
IM_Profile_Specific_Type 2 Unsigned16 Set to "0" (0x0000)
IM_Version 2 2 x Unsigned8 Octet 1 (MSB): set to 0x01
Octet 2 (LSB): set to 0x00
IM_Supported 2 Unsigned16 Profile specific 1&M: 0x0000 (Bit O for I&MO
(Bit Array) is always 0)

Table 25: 1&M 0 (Slot 1: 10 System 1.2 - 1.9, Index OxAFFO0)

Manual PROFINET 111
Version 1.0 10/2024



8.7 Identification & maintenance 8 Configuration and operation with
(1&M) SIEMENS TIA Portal®

IM_Annotation 64 String (UTF8) "lO-Link Devices"

IM_OrderID 64 Visible String "Product Name" or "DevicelD".

IM_VendorID 2 Unsigned16 "VendorID"

IM_Serial_Number 16 Visible String Insert SerialNumber of device (IO-Link
Index 21). If it is not available, set to "Not
accessible".

IM_Hardware_Revision 2 Unsigned8 Set to 0x0000 (default value)

IM_Software_Revision 4 Char,3 x Set to V0.0.0 (official release but not

Unsigned8 detectable)

Table 26: 1&M 5 (Slot 1: 10 System 1.2 - 1.9, Index OXAFF5)

= =k B, B = Keepactusl values (gg = Snapshot @ B . Copysnapshots tostartvalues @ (. Load startvalues as actual values By, Bl
ReadDatalM5 (snapshot created: 11/27/2020 6:00:10 PM)
Name Data type onitor value Retain Comment
1 4@ v Static [
2 @e Rd_Req Bool FALSE 0
3 @@= Rd_Index DWord 16#0000_AFFS (]
4 @m RD_Id HW_I0 282 (]
5 |la= Rd_Req_Len Uint 0 =
6 @ m Rd_valid Bool FALSE 0
7 @@= Rd_Busy Bool FALSE =
8 |am Rd_error Bool FALSE 0
9 @@=  Rd_Status DWord 16#0000_00AG 0
10 @ = Rd_Res_Len uint 0 0
11 = v byte Array0.329] of Byte 0
2a = byte[0] Byte 16200 BlockType High: I&MS5 = 00025
Bla . byte[1] Byte 16825 BlockType Low: I&MS = 0x0025
4@ = byte[2] Byte 16200 BlockLength High: 1&M=0x00A2
5@ . byte[3] Byte 16842 BlockLength Low: I&MS5 = 0x00A2 (162 dez)
6@ = byte[4] Byte 16801 BlockVersion High: 1
via . byte[s] Byte 16800 Blockversion Low: 0
Bla@ - byte[6] Byte 16800 NumberOfEntries High
1wla = byte[7] Byte 16801 NumberOfEntries: Low
0@ = byte[8] Byte 16800 BlockType Low IBMS Dats
2@ = byte[9] Byte 16834 BlockType High I&M5 Data
2@ = byte[10] Byte 16800 BlockLength Low I&MS Data = 0x009A
3@ byte[11] Byte 16894 BlockLength Low I%MS Data = 0x009A (154 dez)
24 l@ = byte[12] Byte 16801 Blockversion High: 1
EER o byte[13] Byte 16800 Blockversion Low: 0
%@ = byte[14] Byte 16849 Il Annotatien *10-Link Devices”
7@ - byte[15] Byte 1684F
zla = byte[16] Byte 16820

Figure 48: Read example 1&M5 on port X1 with connected I0L-Device
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8.7.2 Reading and writing 1&M data

In its standard library, SIEMENS offers TIA Portal® system function modules
that allow I&M data to be read and written. A data set contains a 6-byte
BlockHeader and the I&M record.

The data requested on reading, or the data to be written thus only start after
the existing header. For writing, the header content must additionally be taken
into account. Table 27: Data set with BlockHeader and I&M Record on page
113 shows the structure of a data set.

For reading 1&M 0..3, the RDREC block must be configured with LEN =

6 Byte Bl ock Header + | &M data | ength.

For reading I&M 5, the RDREC block must be configured with LEN = 6
Byte Bl ock Header + 8 Byte 1&V + | &M data | engt h.

BlockType 2 Word 1&M 0: 0x0020 BlockHeader
1&M 1: 0x0021
1&M 2: 0x0022
1&M 3: 0x0023
1&M 5: 0x0025
BlockLength 2 Word 1&M 0: 0x0038
1&M 1: 0x0038
1&M 2: 0x0012
1&M 3: 0x0038
1&M 5: 0x0098
BlockVersionHigh 1 Byte 0x01
BlockVersionLow 1 Byte 0x00
I1&M Data 1&M 0: 54 Byte 1&M Record
1&M 1: 54
1&M 2: 16
1&M 3: 54
1&M 5: 152

Table 27: Data set with BlockHeader and I1&M Record

Manual PROFINET 113
Version 1.0 10/2024
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8.7.2.1 1&M Read Record

8 Configuration and operation with

SIEMENS TIA Portal®

I&M data can be read via the standard RDREC (SFB52) function block in the
Siemens PLC. The logical address of the slot/sub-slot (ID) and the I&M index

(INDEX) must be used as handover parameters.
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Drvauid TemOoirrg  REadOng AFG
L w| 2 )
L Lo L]
wosl FALSL
Basl FALLE
L FaLTE
Ot 1EED000, 0003
L 1| Uit &0
s = by Al 2y <f By
g . Eyeefa] 2yir 14000 16800
g s e[l ] e 1682 Rl
Ha = Eyie2] Exie 16800 1EEOD
15 Q0 L] e8] e 16858 Rl
a - Epreld| By 1681 g
mra - Eyeal3] L RLT ]
B v el L : Eadi
wa - Epie[7| By LT
S s B[] Bae 1 (it
ana . Eyrel®| Epe (T30 )
2@ = Eya[10] L0 neast
a4 - {1 1] e r (T
Ha = el tyn eEdE
Hag v maly e d 16834
O - B[] Bpe Lo
@ = Eyal18] L neasn
dFO - e[14] e r EE0T
#a = bl Eyie 16830
W|g o= Eya[18] B ¥ 18820
mna - B[] Eye 1820
i = Eya[20] By LR

IDDDDODDODDO

Ll o]

Btk Type Migh: HEMD = Sud 30

BlosiLength Figh: BM = 00008

Boinan bigh: 1
Blochvernion Low: &

Do Wendos D Hagh

Duda; Wenddor IO Low

Dai - Order 10 1 (81 168717)
Dawe: Qrder D

Data: Order D

Dan: Dvder

Dua; Order D

Data: Order 0

Dawe: Qrder D

Data: Order D

Dane: Srder D
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Data: Order D

Dawe: Qrder D

Figure 49: Read example I&MO0 of PROFINET 1O device
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8 Configuration and operation with
SIEMENS TIA Portal®

8.7 ldentification & maintenance
(1&M)

= i, B = Keep actualvalues [gg Snapshot 5 ¥

ReadDatalMO (snapshot created: 12/1/2020 5:08:26 PM)
Name Data type Start value

1 40 ~ Static

2 e Rd_Req Bool

3 lan Rd_index DViord

4 @@= RD_Id HW_IO

5 lam Rd_Req_Len Uint 0

6 a@n= Rd_valid Bool fe

7 . Rd_Busy Bool

8 lan Rd_error Bool

S a@-= Rd_Status DWord

10 g = Rd_Res_Len Uint

114 = v bye Array[0.60] of Byte

12l = byte[0] Byte 16500

3la = byte[1] Byte 16%20

14l = byte[2] Byte 16500

i5lam = byte[3] Byte 16%38

16l = byte[4] Byte 16501

17l = byte[5] Byte

18 <@ = byte[6] Byte

19l = byte[7] Byte

20 <@ = byte([8] Byte

21|la = byte[3] Byte

2@ = byte[10] Byte

Blaq = byte[11] Byte

2lam = byte[12] Byte

Elaq = byte[13] Byte

Copysnapshots tostartvalues g [ Loadstartvalues as actualvalues W )

Monitor value Comment

FALSE

165 0000_AFFO

282

o

FALSE

FALSE

FALSE

16%#0000_0000

80

16500 BlockType High: I&M0 = 0x0020
16820 Block Type Low: 1&MO = 0x0020
16500 BlockLength High: 1&MO = 0x0038
16838 BlockLengthn Low: |&MO0 = 0x0038
16801 BlockVersion High: 1

16800 BlockVersion Low: O

16500 Data: Vendor ID High of connected IOL-Device
16802 Data: Vendor ID Low: of connected |OL-Device
16831 Data: Order ID 1 (17324L....)
16%37 Data: Order ID

16833 Data: Order ID

16832 Data: Order ID

16849 Data: Order ID

1684C Data: Order ID

Figure 50: Read example 1&MO on I/O port with connected I0L-Device
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8.7 Identification & maintenance 8 Configuration and operation with
(1&M) SIEMENS TIA Portal®

= s, B E Keepactuzlvalues (g Snapshot ™ B Copysnapshots toswmrtvalues g . Load startvalues as actual values
ReadDatalM5 (snapshot created: 11/27/2020 6:00:10 PM)
Name Data type stertvalue Snapshet Menitor value Retain Comment
1 40~ Static [
2 @@=  RdReq Bool FALSE FALSE (]
5 40=  Rd_ndex DWord 16400004FFS  16#0000_AFFS  16#0000_AFFS ]
4 |lam= RO HW_Io 282 282 282 |
5 4= Rd_Req_Len Ulnt 0 0 5} (m]
6 @@=  Rd_Vvalid Bool FALSE FALSE (]
7 @@=  Rd_Buzy Bool FALSE FALSE (]
& @@=  Rd_emor Bool FALSE FALSE (]
9 @@=  Rd_Status DWord 16£0000_0046 | 16¥0000_00AS (]
10 @@= Rd_Res_Len uint 0 0 0
11,40 = ~ byte Array]0..165] of Byte 0
2@ = byelo] Byte 16200 16£00 16400 BlockType High: ISMS = 0x0025
i3l@ = byel] Byte 1640 16#25 16425 BlockType Low: &M = 0x0025
4@ = bytz[2] Byte. 16300 16800 16200 BlockLength High: 1&h = 0x00A2
5@ = byte[3] Byte. 1620 16842 16%A2 BlockLength Low: I&MS5 = Dx00A2 (162 dez)
6@ = bye[] Byte 1640 16£01 16201 Blockversion High: 1
7@ = byte[s] Byte 16£00 16400 Blackversion Low: 0
184 = byte[s] Byte 1640 16#00 16500 NumberOfEntries High
194 = bye[7] Byte 160 16#01 16401 NumberOfEntries: Low
20l = byelsl Byte 1640 16£00 16400 BlockType Low I&M5 Data
3il@m = byl Byte 16#34 16434 BlockType High IEMS Data
2@ = bytz[10] Byte. 16800 16200 BlockLength Low I&MS Data = 0x009A
2@ =» byte[11] Byte. 16894 16%9A BlockLength Low %NS Data = Ox009A (154 dez)
24 @ = bye[12] Byte 16£01 16201 Blockversion High: 1
25 @ = bye[13] Byte 16£00 16400 Blockversion Low: 0
26 @ = bye[14] Byte 16849 16549 IM Annotation "IC-Link Devices”
27 @ = bye[15] Byte 1684F 1654F
25 40 = bye[18] Byte 16#2D 16420
29|l = byel7)] Byte 168#4C 1654C
30l@@ =  byefs Byte 16#69 16469
1@ = bytz[19] Byte. 16%6E 16%6E
2@ = bytz[20] Byte. 16268 16%68
3@ = bye[21] Byte 16814 16420
4@ = bye[22] Byte 16844 16844

Figure 51: Read example 1&M5 on 1/O port with connected IOL-Device
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8 Configuration and operation with 8.7 Identification & maintenance
SIEMENS TIA Portal® (1&M)

8.7.2.2 1&M Write Record

I&M data can be written via the standard WRREC (SFB53) function block in
the Siemens PLC. The logical address of the slot/sub-slot (ID), the I&M index
(INDEX) and the data length (LEN) must be used as handover parameters.
The return parameters contain a status or error message.

=, = Keepactualvalues [gg Snapshot ™ ™, Copysnapshots tostartvalues [ H- Load startvalues as actualvalues [y, Bl
WriteDatalM1 (snapshot created: 12/1/2020 5:21:20 PM)
Name Data type Start value Maniter value Comment
1 @ v smtic
2 as Vir_Regq Bool false FALSE
3 a@a. Vir_Index DWord 16#0000AFF1 | 16#0000_AFF1
4 as vir_ld HW_IO 279 279
5 @= Vir_Req_Len uint 0 0
6 . Vir_Done Bool FALSE
7 a@as Vir_Busy Bool FALSE
8 = Vir_Error Bool FALSE
9 as Vir_Status Dword 640 16#0000_0000
10 4@ = Vir_Res_Len Ulnt 0
1|@s v bye Array[0.59] of Byte
12l@ = byte[0] Byte 16200 16200 BlockType High: 1&M1 = 0x0021
13l = byte[1] Byte 16221 16421 Block Type Low: I&M1 = 0x0021
4la = byte[2] Byte 16200 16200 BlackLength High: 0 for 1& 1
5@ = byte[3] Byte 16#38 16%38 BlockLengthn Low: 0x38 for I&M 1
16l = byte[4] Byte 1 16201 BlockVersion High: 1
17 = byte[S] Byte 640 16%00 BlockVersion Low: 0
18l = byte[6] Byte 16261 16261 Data: “a"
9@ = byte[7] Byte 16262 16#62 Data: *b*
0@ = byte[8] Byte 16263 16#63 Data: “c”
1@ = byte[9] Byte 16264 16464 Data: *d’
2@ = byte[10] Byte 1620 16200
2 a = byte[11] Byte #0 16%00
4@ = byte[12] Byte #0 16200

Figure 52: Example of a completed I&M1 write action of a PROFINET IO
device
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8.8 Fast Start Up (FSU) / Prioritized 8 Configuration and operation with
Startup SIEMENS TIA Portal®

8.8 Fast Start Up (FSU) / Prioritized Startup

Devices with Fast Start-Up (FSU) support an optimized system start-up. This
guarantees a faster restart after the power supply is restored.

Fast Start-Up can be activated via PROFINET interface [X1] > Advanced
options > Interface options with the option Prioritized start-up.

J General || 10 tags || System constants || Texts |

« General
> Interface options

Catalog information
w PROFIMNETinterface [X1]
General [#) Pricritized startup
Efemicilieesss [7] Use IECV2.2 LLDP mode
« Advanced options
Interface options
Media redundancy
* Real time settings

10 cycle

For better FSU performance, the transmission settings of ports X01 and X02
should be set to:

[EProperties  [*iinfo [ % Diagnostics

| General | 10 tags [ System constants | Texts

~ General [

Catalog information
~ PROFINET interface [x1] [
General

Ethernetaddresses
> Portoptions

~ Advanced options
Interface options et
Media redundancy

» Real time settings [¥ Activate this port for use

» PortX01 101100 MBitis

¥ Port X02 101100 MBitls Connection
dentification & Meintenance

Shared Device Transmission rate | duplex: | TF 100 hbps full duplex

) vionitor

[T Enable autonegotiation

Attention: The settings for the local and the partner port must be
identical.

o
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8 Configuration and operation with 8.8 Fast Start Up (FSU) / Prioritized
SIEMENS TIA Portal® Startup

Measured boot times

PROFINET FSU time:"
<2200 ms

Start time with FSU activated:?
MPO8... variants: ~2400 ms
PNO.../EIPO../ECO.../MTCPO.../CCLO... variants: ~12000 ms

Start time without FSU activated:?
MPO8... variants: ~5400 ms
PNO.../EIPO.../ECO.../MTCPO.../CCLO... variants: ~16000 ms

1) Measured according to specification: Internal switch is able to forward
telegrams.

2) PLC reads one digital input and sets one digital output on 10-Link Master
after power-up of the DUT (IO-Link Master). PLC is connected directly to DUT
port X01 without any additional switch between PLC and DUT.
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8.9 Suspend / Resume of |O-Link port 8 Configuration and operation with
operation SIEMENS TIA Portal®

8.9 Suspend / Resume of 10-Link port operation

8.9.1 Automatic tool changer application use case

Depending on the state of a production process, a tool change inside of a
machine is required by undocking a particular tool, for example a gripper, in
a magazine and docking another one. This docking and undocking comprise
mechanical joint and electrical connections for power supply as well as for
communication.

With the following IO-Link calls (e.g. via a Siemens FB50001)

Suspend port operation
Resume port operation

the 1O-Link port operation can be changed dynamically during the cyclic data
exchange.

8.9.2 Concept

The basic concept of the user function "Suspend Port operation" is to
suppress the entire PROFINET fault indications to the system/user, since it
concerns an intended action. In essence, after the suspension all pending
diagnosis messages of the related Port and device are deleted.

The current Port status is always visible to the user via the flag bit "PortActive"
in the "Port Qualifier Information — PQI". Three activities characterize the port
operations:

Automatic Port operation
Suspend Port operation
Resume Port operation

Automatic Port operation

The following activities will turn a port automatically into state "Port operation
resumed", indicated by flag bit "PortActive" = 1:

Power-on of the 10-Link Device or Master
Configuration change of the IOL-Master port
Port configuration mode set to Digital Input or Digital Output
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8 Configuration and operation with 8.9 Suspend / Resume of 10-Link port
SIEMENS TIA Portal® operation

Suspend/Resume Port operation

Figure 53: Suspend/Resume Port operation on page 121 provides an
overview of the mechanisms and serves as visualization of the following
actions:

Successfully suspended Port operation leads to flag bit indication
"PortActive" = 0 and “DevErr” = 0.

Undocking of the Tool/Device leads to flag bits "PQ" = 0 and "DevCom" =
Docking of a "new" Tool/Device leads to flag bits "PQ" = 1 and "DevCom"
=1

Successfully resumed Port operation leads to flag bit indication
"PortActive" = 1

Controller Mechanics
IOL-CALL: Suspand Port operation PortActive = 0 undocking
PQ =0, DevCom =0 @ *
> ol
J docking hanger
PQ =1, DevCom =1 |+« \o
IOL-CALL : Resume Port operation PortActive = 1
Figure 53: Suspend/Resume Port operation
Manual PROFINET 121
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8.9 Suspend / Resume of |O-Link port

operation

8.9.3 Use cases

8 Configuration and operation with

SIEMENS TIA Portal®

No. 1: A Device will be replaced
by a Device of the same type
with identical parameters.

0: no Device check
1: type compatible Device (V1.0)
2: type compatible Device (V1.1)

3: type compatible Device (V1.1)
with Backup + Restore

4: type compatible Device (V1.1)
with Restore

All Inspection Levels are
permitted in use case No. 1.

Recommended: type compatible
Device V1.1 with Backup +
Restore

No. 2: A Device will be replaced
by a Device of the same type
with different parameters.

0: no device check
1: type compatible Device (V1.0)
2: type compatible Device (V1.1)

Backup and Restore not
reasonable in use case No. 2.

Recommended: type compatible
Device (V1.0 or V1.1)

No. 3: A Device will be replaced
by a Device of a different type.

0: no Device check
1: type compatible Device (V1.0)
2: type compatible Device (V1.1)

Backup and Restore not
reasonable in use case No. 3.

Recommended: type compatible
Device (V1.0 or V1.1)

Port configuration can be adapted while in state "Port operation
suspended" (use case no. 3).
Additionally, the parameterization of the Device can be adapted after
active Communication (DevCom =1) through control program (use case

no. 2).

Especially in use case no. 2 and no. 3 it is recommended to deactivate
the Backup & Restore function for a better transparency and start-up

performance.
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8 Configuration and operation with 8.9 Suspend / Resume of 10-Link port
SIEMENS TIA Portal® operation

8.9.4 Suspend and Resume cycle

For a complete Suspend and Resume cycle the following read and write
requests must be performed step by step.

After writing the commands Suspend or Resume, the successful execution of
the command must be verified by the appropriate read request.

8.9.4.1 Write Record Suspend — port command

The following example illustrates how to suspend an IO-Link port operation
with the TIA WRREC function block:

%DB23
“WRREC_PF"
WRREC
Any
P_TRIG TR
TRUE _M320 FALSE
%330 Tag_58" —{EN “%DE23.DBX10.0
"Tag_59" CLE Q REQ DOME == "WRREC_PF".DOMNE
380 FALSE
T29_60 %DB23 DBX10.1
TRUE BUSY == "WRREC_PF" BUSY
FALSE
o “DE23.DBX10.2
SEL—ID "WRREC_PF".
165 B400 = |NDEX ERROR/-- ERROR
8 —LEN
16#0070_0000
“DE23.DBD12
PIDB22 DBX0.0 “VIRREC_FF".
“WR_PF_SUSP". STATUS — STATUS
Data —|RECORD ENO
ID = 0 for addressing the 10-Link Master proxy
INDEX = 0xB400
LEN = 8 Bytes for command
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8.9 Suspend / Resume of |O-Link port 8 Configuration and operation with

operation SIEMENS TIA Portal®
MNarmne Data type Offcet Start value Comrnent

1 <@ * Static

2 |4 = ~ Data Array[0..59] of Byte 0.0

= T = Data[0] Byte 0.0 16#8 Call Header

4 - = Data[1] Byte 1.0 1681 Port Murmber (1... 8)

5 |1 = Data[2] Byte 20 16#FE Call Fixed

[ | = Data[3] Byte 3.0 168544 Call Fixed

T a Datal4] Byte 4.0 168%02 Call write

8 |1 = Data[5] Byte 5.0 16#FF Index Port Command

I | = Data[6] Byte 6.0 16#FF Index Port Command

10 <41 L Data[7] Byte 7.0 16#3 Command Suspend

Figure 54: WRREC data

8.9.4.2 Read Record Suspend — port status

Use this read request to verify that the previous writing of the suspend port
command has been performed successfully.

%DB21
“ROREC_PF"
RDREC
Any
BRI TRUE FALSE
TRUE WM32.0 %DB21.DBX10.0
w331 "Tag_58" —EN VALID == "RDREC_FF" VALID
"Tag_62" — CLK Q REQ FATEE
sl %DB21.DBX10.1
Tag_61 BUSY ~—- “RDREC_PF" BUSY
TRUE
FALSE
%DB21.DBX10.2
ERROR-—- “RDREC_PF* ERROR
1680 10
R 16#0070_0000
6#8400 —/INPER %DB21.DBD12
2 —|MLEN “RDREC_PF".
STATUS — STATUS
PDB24.DBX0.0
"RD_PF_SUSP". LEM
Data —|RECORD ENO

ID = 0 for addressing the 10-Link Master proxy
INDEX = 0xB400
LEN = 12 bytes, 8 bytes for command + 4 bytes for error PDU
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8 Configuration and operation with

SIEMENS TIA Portal®

8.9 Suspend / Resume of |O-Link port

operation

If the suspend port command has been performed successfully, the read data

look the following:

Name Data type

1 ||~ Static

2 40 = ™ Data Array[0..11] of Byte
3 | Datal0] Byte

4 4 = Data[1] Byte

5 4 L} Data[2] Byte

6 |40 L Data[3] Byte

7 <l Datal4] Byte

8 4o = Data[5] Byte

S 4 L} Data[6] Byte

10 <0 L Data[7] Byte

11 <1 Data[8] Byte

12 |40 = Data[9] Byte
13l = Data[10] Byte

14 <0 L Data[11] Byte

Offset

0.0
0.0
1.0
20
30
4.0
5.0
6.0
7.0
8.0
9.0
100
1.0

Start value

The 10-Link Device can be disconnected now.

Monitor value

16%08
16#01
16#FE
16#4A
16%00
16#FF
16#FF
16#03
16%00
16#00
16#00
16%00

Comment

Call Header

Port Mumber (1..8)
Call Fixed

Call Fixed

Status Ox00 = Ok, 0xB0 = Error FDU
Index Port Command
Index Port Command
Command Suspend
Error PDU

Error PDU

SMI Job Error

SMI Job Error

If the suspend process has not been finished on the 10-Link Master before
the read record is received, a negative PROFINET response will be sent with

the code "Resource busy — 0x80C2".

Possible error PDU codes:

NO_ERROR
IOL_CALL_CONFLICT
INCORRECT_IOL_CALL
PORT_BLOCKED
TIMEOUT
INVALID_PORT_NUMBER
INVALID_IOL_INDEX
INVALID_IOL_SUBINDEX
NO_DEVICE
DECODE_ERROR
RDREC_FAULT
WREC_FAULT

UNEXPECTED_ERROR_SEQ

Manual PROFINET
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0x0000
0x7000
0x7001
0x7002
0x8000
0x8001
0x8002
0x8003
0x8004
0x8051
0x8052
0x8053
0x8054
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8.9 Suspend / Resume of |O-Link port 8 Configuration and operation with
operation SIEMENS TIA Portal®

Possible error PDU codes:

FUNCTION_ERROR 0x8055
FUNCTION_NOT_AVAILABLE 0x8056
FUNCTION_NOT_SUPPORTED 0x8057

8.9.4.3 Write Record Resume — port command

The following example illustrates how to resume an I0-Link port operation
with the TIA WRREC function block (after the 10-Link Device has been
connected successfully):

DB 25
“WRRE_PF_
Resume”
WRREC
Any

FALSE
“WDB25.DBX10.0
TRUE “WWRRE_FF_
—— Resume”.DONE
e .w32_9 DONE
%M33.2 Tag_58" —EN ERIEE
Tag_63" —alk Q REQ %DB25.DBX10.1
W34.2 “VWRRE_FF.
"Tag_64" BUSY == Resume” BUSY
TRUE

P_TRIG

FALSE
%DB25.DBX10.2
“VIRRE_FF_
1640 —ID ERROR - Resume” ERROR
16#B400 — INDEX,
8 —lLEn 16#0070_0000
N %DB25.DBD12
“VIRRE _FF_
PADB26 DBXD.0 STATUS — Resume” STATUS
"WR_PF_REZ".Data RECORD ENO
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SIEMENS TIA Portal®

= B TN TR R, RS Y R VR

[=1

Figure 55: WRREC data

Mame

<0 ~ Static

< = ~ Data

-0 = Data[0]
- = Data[1]
S| = Data[2]
-0 s Data[3]
-2 L Data[4]
-0 = Data[5]
-0 L] Data[6]
S| = Data[7]

Data type

Array[0..31] of Byte
Byte
Byte
Byte
Byte
Byte
Byte
Byte
Byte

Offset

0.0
0.0
1.0
20
3.0
4.0
5.0
6.0
7.0

Start value

1688
16%#1
16%FE
16844
16802
16%FF
16#FF
1654

8.9.4.4 Read Record Resume — port status

8.9 Suspend / Resume of |O-Link port

operation

Comment

Call Header

Port Murmnber {1...8}
Call Fixed

Call Fixed

Call Write

Index Port Command
Index Port Command

Command Resume = Ox04

Use this read request to verify that the previous writing of the resume port
command has been performed successfully.

%WB27
"RDREC_PF_RES”

P_TRIG TRUE
TRUE l°{:h132.[:
%333 Tag_ 58" —
"Tag_65" —|CLK
343
"Tag_66"
TRUE
GFBE400
PEDB28 DBXD .0
“RD_PF_

Manual PROFINET
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RESUME" .Data

EN
REQ

— INDEX

MLEM

RECORD

RDREC
Any

FALSE

“WB27 DBX10.0
"RDREC_FF_
VALID == RES™ VALID

FALSE

“WB27 DBX10.1
"RDREC_FF_
BUSY == RES™ BUSY

FALSE

“WB27 DBX10.2
"RDREC_FF_
ERROR == RES".ERROR

16&0070_0000
“WB27 DBD12
"RDREC_FF_
STATUS = RES™.STATUS

LEN o
ENO —
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8.9 Suspend / Resume of |O-Link port 8 Configuration and operation with
operation SIEMENS TIA Portal®

ID = 0 for addressing the 10-Link Master proxy
INDEX = 0xB400
LEN = 12 bytes, 8 bytes for command + 4 bytes for error PDU

If the resume port command has been performed successfully, the read data
look the following:

Name Data type Offset Start value Maonitor value Comment
1 |4 ~ Static
2 @ = v Data Array[0.231] of Byte 0.0
3 |4 L] Data[0] Byte 0.0 B 16208 Call Header
4 @@ = Data[1] Byte 10 £ 16401 Port Number (1.8)
5 4 L Datal2] Byte 20 = 16%#FE Call Fixed
& <l Data[3] Byte 30 1 16844 Call Fixed
7 |4 L] Data[4] Byte 4.0 B 16200 Status 0x00=0K, 0x80 = Error FDU
8 | L] Data[5] Byte 50 # 16#FF Index Port Command
9 40 L Data[6] Byte 6.0 = 16%#FF Index Port Cormmand
10 <40 Data[7] Byte 7.0 1 16#04 Command Resume
11 < L] Data[8] Byte 8.0 B 16200 Error FDU
12 |0 L] Data[9] Byte S0 # 16200 Error PDU
12 |40 L Data[10] Byte 10,0 = 16200 SMI Job Error
14 |41 #

Data[11] Byte 1.0

16%00 SMI Job Error

If the resume process has not been finished on the IO-Link Master before the
read record is received, a negative PROFINET response will be sent with the
code "Resource busy — 0x80C2".

Possible error PDU codes:

NO_ERROR 0x0000
IOL_CALL_CONFLICT 0x7000
INCORRECT_IOL_CALL 0x7001
PORT_BLOCKED 0x7002
TIMEOUT 0x8000
INVALID_PORT_NUMBER 0x8001
INVALID_IOL_INDEX 0x8002
INVALID_IOL_SUBINDEX 0x8003
NO_DEVICE 0x8004
DECODE_ERROR 0x8051
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8 Configuration and operation with 8.9 Suspend / Resume of 10-Link port
SIEMENS TIA Portal® operation

Possible error PDU codes:

RDREC_FAULT 0x8052
WREC_FAULT 0x8053
UNEXPECTED_ERROR_SEQ 0x8054
FUNCTION_ERROR 0x8055

FUNCTION_NOT_AVAILABLE 0x8056
FUNCTION_NOT_SUPPORTED 0x8057
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9.1 Process data Status/Control 9 Process data assignment
Module, 1/O system 1.1

9 Process data assignment

The UNITRONIC® ACCESS |O-Link-Master uses a modular device model.
Slot 1/sub-slot 1 contains the Status/Control module of the IO-Link Master.
The module has 2 bytes of input data and 2 bytes of output data. It is
always statically configured when selecting a UNITRONIC® ACCESS I0-
Link-Master from the GSD file.

The IO-Link ports use the following sub-slots 2 through 9 of slot 1; they
can have a different operating mode and data length depending on the
configuration.

9.1 Process data Status/Control Module, 1/0
system 1.1

The Status/Control Module has one Unsigned16 (UINT16/Word) for digital
input data and one Unsigned16 (UINT16/Word) for digital output data.

Status Data (input)

The two input bytes (Unsigned16) contain the status of the digital inputs. For
the digital A-channel inputs, the data are also available in the input byte of
the appropriate sub-slot module.

Control Data (output)

The two output bytes (Unsigned16) contain the control bits for the digital
outputs of the B-channels.

For controlling the digital A-Channels, the output Byte 1/Bit 0 of the
appropriate sub-slot module must be used.

With the General Device Settings parameter Digital Out Ch. A Controlled By:
Status/Control Module the control can be switched to the Control Bits. In this
case, the outputs cannot be controlled by the sub-slot output Byte 1/Bit 0.

The digital output can be controlled only by one data source.
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9 Process data assignment

9.1 Process data Status/Control
Module, I/O system 1.1

Parameter Dependencies for Digital-l/O data mapping

Please refer to chapter 1/O mapping configuration of Status/Control data on
page 57 for the Bit Mapping

[ Properties |4 Info_1)| %) Diagnostics

| General | 10 tags [ Systemconstants | Texts |

~ General
Catalog information

~ Module parameters
General Device Settings

10 Mapping Configuration of Status/Co...

General Diagnostic Settings.
Medule failure
110 addresses
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10 Mapping Configuration of Status/Control Data

10 Mapping Cenfiguration of Status/Control Data

Byte/Channel Order of
StatusiCentrel 10 Data:

Port X1 { Ch. A (IOLIDIDO): | UINT16 High-Byte | Bit 0
Port X1 { Ch. B (—IDIDO): | UINT16 High-Byte | Bit 1

Port X2 { Ch. A (IOLIDIDO): | UINT16 High-Byte | Bit 2
Port %2 { Ch. B (—IDIDO): | UINT16 High-Byte | Bit 3

Port X3 { Ch. A (IOLIDIDO): | UINT16 High-Byte | Bitd
Port 33 { Ch. B (—IDIDO): | UINT16 High-Byte | Bit 5

Port X4 { Ch. A (IOLIDIDO): | UINT16 High-Byte | Bit 6
Port X4 { Ch. B (—IDIDO): | UINT16 High-Byte | Bit 7

Port X5 { Ch. A (IOLIDIDO): | UINT16 Low-Byte |Bit0
Port %5 { Ch. B (—IDIDO): | UINT16 Low-Byte | Bit 1

Port X6 { Ch. A (IOLIDIDO): | UINT16 Low-Byte | Bit 2
Port X6 { Ch. B (—IDIDO): | UINTI6 Low-Byte |Bit3

Port X7 { Ch. A(IOLIDIID@): | UINTI6 Low-Byte | Bitd
Port X7 { Ch. B (—IDIIDG): | UINTI6 Low-Byte |BitS

Port X8 { Ch. A(IOLIDIID@): | UINTI6 Low-Byte | Bit6
Port X8 { Ch. B (—IDIIDO): | UINTI6 Low-Byte | Bit7
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9 Process data assignment

9.1.1 Status/Control data with Bit Mapping

The described bit mapping status/control examples are exclusively valid for

the following device variants:

UNITRONIC® ACCESS MP08IOLA08DIO

For details on bit mapping configuration, see chapters /O mapping
configuration of Status/Control data on page 57 and 1/O port overview on

page 20.
Key
X1A = Port 1, Channel A

UINT16 High-Byte = 1%/ low address byte in a Siemens PLC

UINT16 Low-Byte = 2"y high address byte in a Siemens PLC

(applicable for a Siemens PLC using Big-Endian format)

9.1.1.1 Mode 5

The mapping for this mode depends on the user settings.

9.1.1.2 PROFINET channel diagnostics mapping

Port X8 X7 X6 X5 X4 X3 X2 X1
1/0 Pin 2/4 2/4 2/4 2/4 2/4 2/4 2/4 2/4
1/O Channel B/A B/A B/A B/A B/A B/A B/A B/A
PN Diagn. 8 7 6 5 4 3 2 1
Channel

Table 28: PROFINET channel diagnostics mapping

9.2 Process data 10-Link ports, Slot 1.2 - 1.9

The process data lengths of the IO-Link ports in COM mode depend on the
IO-Link port configurations X1 — X8. Data lengths between 1 — 33 bytes of

input data and/or 1 — 32 bytes of output data are configurable.
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9 Process data assignment 9.2 Process data 10-Link ports,
Slot1.2-1.9

The data content can be taken from the descriptions of the 10-Link Devices.
If a precise data length is not available for the 10-Link Device configuration,
always select the next larger data length.

The last byte of the port input data contains the PQI byte (Port Qualifier
Information). This byte is added to the IOL-Device input data by the I0OL-
Master.

Ch. A configuration as Digital Input

If the Port is configured as digital input, the port data length is one byte and
the digital input status will be set on bit 0. The digital input status will also be
mapped to the status bytes of the Status/Control Module.

The mapping mode selected for the Status/Control Module has no influence
on the process data of the 10-Link ports.

Slot 1.2 X1 Byte 1-33 If the 10-Link Port is in “Digital-In” Mode, the “DI-C/Q” state
(Channel A, Pin 4) will be set in Bit 0 of Byte 1. In this case no

Slot 1.3 X2 Byte 133 PQI Byte is available.

Slot 1.4 X3 Byte 1 —33 The last Byte contains the PQI (Port Qualifier Information).

Slot 1.5 X4 Byte 1 - 33

Slot 1.6 X5 Byte 1 —33

Slot 1.7 X6 Byte 1 — 33

Slot 1.8 X7 Byte 1 -33

Slot 1.9 X8 Byte 133

Table 29: Input data: Sub-slots 1.2 — 1.9
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9.2 Process data 10-Link ports, 9 Process data assignment
Slot1.2-1.9

0 - Reserved 0 Reserved
1 - Reserved 0 Reserved
2 NewParam New parameter 0 Not supported yet, don’t evaluate
this bit!
1 Not supported yet, don’t evaluate
this bit!
3 SubstDev Substitute Device 0 Not supported yet, don’t evaluate
detection this bit!
1 Not supported yet, don’t evaluate
this bit!
4 PortActive Port operation 0 port deactivated via port function
1 port activated (default)
5 DevCom Device communication 0 no IOL-Device available
1 I0OL-Device detected and is in
PREOPERATE or OPERATE state
6 DevErr Port/Device error 0 no error/warning occured
indication
1 error/warning assigned to IOL-
Device or IOL-Master port occured
7 PQ Device Process Data 0 invalid 1/0O process data from 10OL-
validity Device
1 valid I/O process data from device

Table 30: PQI description
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Slot1.2-1.9

levemw Jleron [0 [z Jlms [0 [Ems E [Emd [0

Slot 1.2 X1 Byte 1-32 optional / If 10-Link Port is in “Digital-Out” Mode, the “DO-C/Q”

SIot13 X2 Byte 1 32 state (Channel A, Pin 4) will be set in Bit 0 of Byte 1.

Slot 1.4 X3 Byte 1 — 32

Slot 1.5 X4 Byte 1 — 32

Slot 1.6 X5 Byte 1 — 32

Slot 1.7 X6 Byte 1—32

Slot 1.8 X7 Byte 1 - 32

Slot 1.9 X8 Byte 1 —32

Table 31: Output data: Sub-slots 1.2 - 1.9

Ch. A configuration as Digital Output

If the Port is configured as digital output, the port data length is one byte (one
byte with digital output control in bit 0).

If the General device parameter Digital Out Ch. A Controlled by is set to
"Status/Control Module", the output cannot be controlled by bit O in the port
output byte.
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10 Diagnostics

10.1 Detailed diagnostics description

10.1.1 Detected error of the system/sensor power
supply Us

The voltage value for the incoming system/sensor power supply is monitored
globally for the PROFINET device. If the voltage drops below approx. 18V,
or exceeds approx. 30V, an error message is generated. The [O-Link
specification requires at least 20V at the L+ (pin1) output supply of the I/O
ports. At least 21V of Ug supply voltage for the IO-Link Master are required

to minimize the risk of internal voltage drops in the IO-Link Master.

Caution: Ensure that the supply voltage measured at the most remote
participant is not below 21V DC from the perspective of the system
power supply.

The following 10-Link Master diagnostic is generated:

Channel number of diagnostic 0x8000 (diagnostic not channel-specific)

Channel related diagnostic code 0x0002

Channel related diagnostic code message | Under vol t age

For disabled Ug supply voltage fault alarms, the Ug indicator LED is "off"
in case of voltage drops below approx. 18 V. No PROFINET diagnosis will
be generated.

For enabled Ug supply voltage fault alarms, the Ug indicator LED is "red"
in case of voltage drops below approx. 18 V.
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10.1.2 Error of the actuator power supply U
For the following device variants, the digital outputs are supplied by U, power:

MPO8IOLAO8DIO

The voltage value for the incoming U, power supply is monitored globally for
the 10-Link Master. If U| supply voltage alarms are enabled, an error message

is generated in case the voltage drops below approx. 18 V or exceeds approx.
30 V.

If output channels are active, additional error messages caused by the voltage
failure are generated on the 1/O ports. U supply voltage alarms are disabled

by default and can be enabled via parameterization.

The following 10-Link Master diagnostic is generated:

Channel number of diagnostic 0x8000 (diagnostic not channel-specific)

Channel related diagnostic code 0x0118

Channel related diagnostic code message | Low vol t age or over vol tage of actuator
power supply (U)

Extended description Check wire connection and U_ power supply
inclusive tol erance

For disabled U, supply voltage fault alarms, the U indicator LED is "off"
in case of voltage drops below approx. 18 V.
For enabled U, supply voltage fault alarms, the U, indicator LED is "red"
in case of voltage drops below approx. 18 V.
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10.1.3 Overload/short-circuit of the 1/0 port sensor
supply outputs

In case of an overload or a short circuit between pin 1 (L+) and pin 3 (GND)
on the ports (X1 .. X8), the following channel-specific diagnostic messages
are generated:

Channel number of 0x01 .. 0x08
diagnostics

Channel related diagnostic 0x1806
code

Channel related diagnostic Short circuit at L+
code message

Extended description Short circuit on sensor power supply at pin 1 (L+)
of 1/O port. Check wre connection.

The dedicated red port DIA indicator is active when an error is detected.
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10.1.4 Overload/short circuit of the 1/0 port Ch. A as
actuator outputs

The digital outputs on the Channel A (C/Q / pin 4) are protected against
short circuits and overloads. In case of a fault, the output is automatically
switched to "inactive" and then cyclically switched back to "active" when the
default setting is used (DO Restart Mode Parameter = “Automatic Restart
after Failure”).

In DO Restart Mode Parameter = “Restart after Output Reset”, the output
must be set to "low" via PLC, before the output can be set again to "high".

When an output channel is activated (rising edge of the channel state), the
channel errors are filtered for the period that you set using the Surveillance-
Timeout parameter during the configuration of the device. The value of this
parameter can range from 0 to 255 ms; the factory setting is 80 ms.

The filter is used to avoid premature error messages when a capacitive load
is activated.

The device sends the following PROFINET diagnostic message in the case
of a fault:

Channel number of 0x01 .. 0x08
diagnostics

Channel related diagnostic 0x1811
code

Channel related diagnostic Short circuit at ¢ Q
code message

Extended description Short circuit or overload on digital output at
pin 4/ Ch.Aof 1O port in D O node. Check wire
connection and al so power supply

The dedicated red port DIA indicator is active when an error is detected.

i Attention: For variant MPO8IOLAO8DIO, the digital output is
supplied by the U_ power.
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Attention: For variant PNO8IOLAO08DIO, the digital output is
supplied by the Ug power.

jmd o
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10.1.5 Overload/short circuit of the 1/0 port Ch. B as
actuator outputs

Digital outputs on Channel B (I/Q / pin 2) are only applicable for the following
device variants:

MPO8IOLAOSDIO

The digital outputs on the Channel B (I/Q / pin 2) are protected against
short circuits and overloads. In case of a fault, the output is automatically
switched to "inactive" and then cyclically switched back to "active" when the
default setting is used (DO Restart Mode Parameter = “Automatic Restart
after Failure”).

In DO Restart Mode Parameter = “Restart after Output Reset”, the output
must be set to "inactive" via PLC, before the output can be set again to
"active".

When an output channel is activated (rising edge of the channel state), the
channel errors are filtered for the period that you set using the "Surveillance-
Timeout" parameter during the configuration of the device. The value of this
parameter can range from 0 to 255 ms; the factory setting is 80 ms.

The filter is used to avoid premature error messages when a capacitive load
is activated.

The device sends the following PROFINET diagnostic message in the case
of a fault:

Channel number of 0x01 .. 0x08
diagnostics

Channel related diagnostic 0x1810
code

Channel related diagnostic Short circuit at 1/Q
code message

Extended description Short circuit on digital output at pin 2 / Ch.B of
I/O port in DO node. Check wire connection and al so
power supply

The dedicated red port DIA indicator is active when an error is detected.
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Attention: For variant MPO8IOLAO8DIO the digital output of Channel
B is supplied by the U, power.

jmd o
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10.1.6 10-Link C/Q error

If an 10-Link Device in COM mode is unplugged, an incorrect IO-Link Device
is plugged in, or an electrical fault occurs (for example due to a short circuit),
an error message is generated.

If parameter Pull Plug Alarms is enabled (default):

A pull sub-module alarm will be send to the PROFINET controller. A message
text like the following will be visible in the controller diagnostic buffer:
“Hardware component removed or missing”.

The dedicated green port IO-Link indicator is blinking when a device is
missing.
The dedicated red port DIA indicator is off when a device is missing.

If parameter Pull Plug Alarms is disabled & parameter Port Diagnostics
is enabled:

The following diagnostic alarm will be sent to the PROFINET controller:

Channel number of diagnostics 0x01 .. 0x08

Channel related diagnostic code | 0x1800

Channel related diagnostic code | No Devi ce/ conmuni cati on | ost
message

The dedicated green port IO-Link indicator is blinking when a device is
missing.
The dedicated red port DIA indicator is off when a device is missing.
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10.1.7 Generic parameter error

When an 10-Link Master parameter will be written to an invalid address (e.g.
Sub-Slot / Index) or the parameter data content is detected as invalid for the
IO-Link Master, the following I0-Link Master specific diagnostic messages
will be generated:

Channel number of 0x8000 (diagnostics not channel-specific)
diagnostics

Channel related diagnostic 0x0010
code

Channel related diagnostic Par aneter error
code message

10.1.8 1/0 mapping parameter error

The individual 1/0 data mapping parameter of the Status/Control data will
be checked by the 10-Link Master. When an error is detected inside this
parameter block (e.g. a bit is mapped twice), the following message will be
generated:

Channel number of 0x8000 (diagnostics not channel-specific)
diagnostics

Channel related diagnostic 0x011A
code

Channel related diagnostic I/ O mappi ng configuration faulty
code message
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10.1.9 Process data mismatch error

The IO-Link Master checks the configured 10-Link Sub-module data length
with the detected IO-Link Device data length. In dependency of the parameter
Input Fraction, the 10-Link Master generates the following diagnostic
message in case of an error:

Channel number of 0x8000 (diagnostics not channel-specific)
diagnostics

Channel related diagnostic Ox17FF
code

Channel related diagnostic Process Data m smatch
code message

10.1.10 Force mode diagnostic

Forcing of the I/O data is possible via the Web interface for the following
device variant:

MPO8IOLAO8DIO

In case of activated forcing, the following diagnostic message will be
generated:

Channel number of 0x8000 (diagnostics not channel-specific)
diagnostics

Channel related diagnostic 0x000A
code

Channel related diagnostic Si mul ation active
code message

10.1.11 Internal module error detected

Internal module error states (e.g. internal abnormal states) will be reported by
the following diagnostic message. For detailed information also use the Web
interface of the device.
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10 Diagnostics

Channel number of

0x8000 (diagnostics not channel-specific)

diagnostics

Channel related diagnostic 0x0009
code

Channel related diagnostic Error

code message
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10.2 Table of 10-Link Master diagnostic codes

The following table gives an overview of the defined diagnostic codes in
PROFINET (0x0000 — 0x17FF) and IO-Link (0x1800 — OxFFFF) specification.
Not all listed codes are used.

0x0000 Reserved -
0x0002 Undervoltage Error detection
0x0009 Error detected Error detection
0x000A Simulation active Error detection
0x0010 Parameter error detected Error detection
0x0118 Low voltage of actuator power supply (U, ). Check power Error detection
supply
0x011A 1/0 mapping configuration faulty Error detection
0x0120 Internal test pulse error detected on Channel A/ Pin 1 Error detection
0x0121 Internal test pulse error detected on Channel B/ Pin 5 Error detection
0x0122 Short circuit of sensor supply on Channel A/ Pin 1 Maintenance
0x0123 Short circuit of sensor supply on Channel B / Pin 5 Maintenance
0x0124 Test pulse overload on Channel A/ Pin 1 Error detection
0x0125 Test pulse overload on Channel B/ Pin 5 Error detection
0x0126 Discrepancy error detected on digital input port Error detection
0x0127 Short circuit error detected by signal read back on Channel Error detection
A/Pin4
0x0128 Short circuit error detected by signal read back on Channel Error detection
B/Pin2
0x0129 Short circuit of test pulse on Channel A/ Pin 1 Error detection
0x012A Short circuit of test pulse on Channel B/ Pin 5 Error detection
Manual PROFINET 147

Version 1.0 10/2024



10.2 Table of I0-Link Master 10 Diagnostics
diagnostic codes

0x012B Overload on Channel A/ Pin 4 Error detection
0x012C Overload on Channel B / Pin 2 Error detection
0x012D Overtemperature of 1/O device Error detection
0x012E Undervoltage of Sensor / System supply Error detection
0x012F Functional safety controller error 1 Error detection
0x0130 Functional safety controller error 2 Error detection
0x0131 Functional safety controller error 3 Error detection
0x0133 Internal Module Error detected Error detection
0x0134 Safety program: F-I/O passivated Error detection
0x17FF Process Data mismatch — check submodule configuration Error detection
0x1800 No Device Error detection
0x1801 Startup parametrization error detected - check parameter Error detection
0x1802 Incorrect VendorlD - Inspection Level mismatch Error detection
0x1803 Incorrect DevicelD — Inspection Level mismatch Error detection
0x1804 Short circuit at C/Q — check wire connection Error detection
0x1805 PHY over temperature — Check master temperature and load | Error detection
0x1806 Short circuit at L+ - check wire connection Error detection
0x1807 Overcurrent at L+ - check power supply (e.g. L1+) Error detection
0x1808 Device Event overflow Error detection
0x1809 Backup inconsistency - memory out of range Error detection
0x180A Backup inconsistency — identity fault Error detection
0x180B Backup inconsistency — parameter storage unspecific error Error detection
detected
0x180C Backup inconsistency — upload fault Error detection
0x180D Parameter inconsistency — download fault Error detection
0x1810 Short circuit at 1/Q — check wiring Error detection
0x1811 Short circuit at C/Q (if digital output) — check wiring Error detection
0x1812 Overcurrent at 1/Q — check load Error detection
0x1813 Overcurrent at C/Q (if digital output) — check load Error detection
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10.3 IO-Link Device diagnostics in

PROFINET

0x1814 to
Ox1EFF

Reserved

0x1F00 to Ox1FFF

Vendor specific

0x2000 to 0x2FFF

Safety extensions

0x3000 to 0x3FFF

Wireless extensions

0x4000 to Ox5FFF

Reserved

0x6000 Invalid cycle time Error detection
0x6001 Revision fault Error detection
0x6002 ISDU batch failed Error detection
0x6003 to OxFF20 | Reserved Error detection
OxFF21 Reserved Notification
O0xFF22 Reserved Notification
O0xFF23 Reserved Notification
OxFF23 Reserved Notification
OxFF24 Reserved Notification
0xFF25 Reserved Notification
OxFF26° Port status changed Notification
OxFF272 Data Storage upload completed and new data object Notification
available
0xFF28 to OxFF30 | Reserved
O0xFF31 Reserved Notification
0xFF32 to OXFFFF | Reserved Notification

10.3 10-Link Device diagnostics in PROFINET

Diagnostics (Events) of the I0-Link Device which are sent to the |O-Link-
Master, are reported to the PROFINET controller via a standard channel
diagnostic or an extended channel diagnostic.

3 For IO-Link Master internal use
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10.3 IO-Link Device diagnostics in 10 Diagnostics
PROFINET

Standard channel diagnostic message:

Channel number of 0x01 - 0x08

diagnostics

Channel related diagnostic Depends on 10-Link Device diagnostics
code

Channel related diagnostic Depends on 10-Link Device diagnostics
code message

Extended channel diagnostic message:

Channel number of 0x01 - 0x08

diagnostics

Ext. channel related 10-Link Device event code
diagnostic code

For IO-Link event codes in the range of 0x8000 - Ox7FFF, the MSB bit will be
set to "0" in the PROFINET extended channel diagnostic code.

Event Code

Diagnostic code reported by the IO-Link Device. Use the I0-Link Device
documentation to interpret the error message.

Channel Number

1 - 8 of the IO-Link Master port whose connected device is reporting an error.
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10.4 Table of 10-Link Device diagnostic codes

The following table shows the defined diagnostic codes (events) of the 10-
Link specification. Use the |0-Link Device documentation for vendor specific
codes.

0x0000 No malfunction Notifcation

0x1000 General malfunction — unknown error detected Error detection

0x1001 to Ox17FF | Reserved

0x1800 to Ox18FF | Vendor specific

0x1900 to Ox3FF Reserved

0x4000 Temperature fault detected — Overload Error detection

0x4001 to 0x420F | Reserved

0x4210 Device temperature overrun — Clear source of heat Warning

0x4211 to 0x421F | Reserved

0x4220 Device temperature underrun — Insulate Device Warning

0x4221 to Ox4FFF | Reserved

0x5000 Device hardware fault detected — Device exchange Error detection

0x5001 to 0x500F | Reserved

0x5010 Component malfunction — Repair or exchange Error detection
0x5011 Non volatile memory loss detected — Check batteries Error detection
0x5012 Batteries low — Exchange batteries Warning

0x5013 to Ox50FF | Reserved

0x5100 General power supply fault detected — Check availability Error detection

0x5101 Fuse blown/open — Exchange fuse Error detection

0x5102 to 0x510F | Reserved

0x5013 to 0x50FF | Reserved
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0x5100 General power supply fault detected — Check availability Error detection
0x5101 Fuse blown/open — Exchange fuse detection
0x5102 to 0x510F | Reserved

0x5110 Primary supply voltage overrun — Check tolerance Warning
0x5111 Primary supply voltage underrun — Check tolerance Warning
0x5113 to Ox5FFF | Reserved

0x6000

0x6001 to 0x631F | Reserved

0x6320 Parameter error detected — Check data sheet and values Error detection
0x6321 Parameter missing — Check data sheet Error detection
0x6322 to 0x634F | Reserved
0x6350 Reserved
0x6351 to Ox76FF | Reserved

0x7700

Wire break of a subordinate device — Check installation

Error detection

0x7701 to 0x770F

Wire break of subordinate device 1 ...device 15 — Check
installation

Error detection

0x7710

Short circuit — Check installation

Error detection

0x7711

Ground fault detected — Check installation

Error detection

0x7712 to Ox8BFF

Reserved

0x8C00 Technology specific application fault detected — Reset Error detection
Device

0x8C01 Simulation active — Check operational mode Warning

0x8C02 to 0x8COF | Reserved

0x8C10 Process variable range overrun — Process Data uncertain Warning

0x8C11 to 0x8C1F

Reserved

0x8C20

Measurement range exceeded — Check application

Error detection

0x8C21 to 0x8C2F

Reserved

0x8C30 Process variable range underrun — Process Data uncertain
0x8C31 to 0x8C3F | Reserved
0x8C40 Maintenance required — Cleaning Warning
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0x8C41 Maintenance required — Refill Warning

0x8C42 Maintenance required — Exchange wear and tear parts Warning

0x8C43 to Ox8C9F | Reserved

0x8CAO0 to Vendor specific
0x8DFF

0x8EQ0 to OXAFFF | Reserved

0xB000 to 0xBOFF | Reserved for Safety extensions

0xB100 to OXBFFF | Reserved for Profiles

0xC000 to 0xFF90 | Reserved

OxFF91 Internal Notification

0xFF92 to OXFFAF | Reserved

0xFFBO to Reserved for Wireless extensions
OxFFB7
0xFFB8 to Reserved
OxFFFF
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11 lloT functionality

The UNITRONIC® ACCESS variants offer a number of new interfaces and
functions for the optimal integration into existing or future lloT (Industrial
Internet of Things) networks. The devices continue to work as field bus
devices which communicate with and are controlled by a PLC (Programmable
Logic Controller).

In addition, the devices offer common lloT interfaces, which enable new
communication channels besides the PLC. The communication is performed
via lloT-relevant protocols MQTT and OPC UA. With the help of these
interfaces not only all information in a UNITRONIC® ACCESS device can be
read. They also enable its configuration and control, if the user wishes. All
interfaces can be configured extensively and offer read-only functionality.

All UNITRONIC® ACCESS variants provide user administration, which is also
applicable for accessing and configuring the lloT protocols. This allows you
to manage all modification options for the device settings via personalized
user authorizations.

All lloT protocols can be used and configured independently of the field bus.
It is also possible to use the devices completely without the help of a PLC
and control them via lloT protocols.

i Attention: When using the lloT functionality, a protected local
network environment without direct access to the Internet is

recommended.

i Attention: Only activate one of the IlloT protocols at a time.
Exclusively use MQTT or OPC UA.
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11.1 MQTT

MQTT functions are only applicable for the following UNITRONIC® ACCESS
variants:

MPO8IOLAO8DIO

The MQTT (Message Queuing Telemetry Transport) protocol is an open
network protocol for machine-to-machine communication, which provides the
transmission of telemetric data messages between devices. The integrated
MQTT client allows the device to publish a specific set of information to an
MQTT broker.

The publishing of messages can either occur periodically or be triggered
manually.

i Attention: When using MQTT, the OPC UA protocol must be
disabled.

11.1.1 MQTT configuration

In delivery state, MQTT functions are disabled. The MQTT client can be
configured either using the Web interface or directly via a JSON object
sent in an HTTP/HTTPS request. For more information see chapter MQTT
configuration - Quick start guide on page 170.

The configuration URL is:
http://[ip-address]/w config/ngtt.json
The configuration can also read back as a JSON file:
http://[ip-address]/r/config/nmytt.json

The configuration is a JSON object. Each JSON member is a configuration
element. The object must not contain all elements. Only the provided
elements will be changed. The configuration changes apply only after a
device restart.
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11 lloT functionality

The following configuration elements are available (default values in bold):

mqtt-enable boolean | Master switch for the MQTT client. true / false
broker string IP address of the MQTT Broker "192.168.1.1"
login string Username for MQTT Broker "admin" (Default: null)
password string Password for MQTT Broker "private" (Default: null)
port number | Broker port 1883
base-topic string Base topic "iomodule_[mac]"
(Default: "unitronic")
will-enable boolean | If true, the device provides a last will true / false
message to the broker
will-topic string The topic for the last will message. (Default: null)
auto-publish boolean | If true, all enabled domains will be true / false
published automatically in the specified
interval.
publish-interval number | The publish interval in ms if auto- 2000
publish is enabled. Minimum is 250 ms.
publish-identity boolean | If true, all identity domain data will be true / false
published
publish-config boolean | If true, all config domain data will be true / false
published
publish-status boolean | If true, all status domain data will be true / false
published
publish-process boolean | If true, all process domain data will be true / false
published
publish-devices boolean | If true, all IO-Link Device domain data true / false
will be published
commands-allowed boolean | Master switch for MQTT commands. true / false
If false, the device will not subscribe
to any command topic, even if specific
command topics are activated below.
force-allowed boolean | If true, the device accepts force true / false
commands via MQTT.
reset-allowed boolean | If true, the device accepts restart and true / false
factory reset commands via MQTT.
config-allowed boolean | If true, the device accepts configuration | true / false
changes via MQTT.
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qos number | Selects the "Quality of Service" status 0 = At most once
for all published messages.

1 = At least once
2 = Exactly once

Table 32: MQTT configuration

MQTT response:

The resulting response is a JSON object with a "status" field. Status should
be "0" if no error occurred and "-1" if there is an error.

In case of an error, the response contains an error array.

The error array contains an error object for each error occurred. The object
consists of a field "Element" which names the config element which caused
the error, and a field "Message" for the error message.

A malformed JSON object produces an error.
Not existing parameters produce an error.
Parameters with a wrong data type produce an error.

It is not allowed to write all available parameters at once. You may write only
one or a limited number of parameters.

Examples:

{"status": -1, "error": [{"Elenment": "publish-interval", "Message": "Integer
expected"}]}

{"status": 0}

{"status": -1, "error": [{"Elenent": "root", “Message": "“Not a JSON
object"}]}

For more information see chapter MQTT topics on page 158.
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11.1.2 MQTT topics

MQTT mainly relates to topics. All messages are attached to a topic which
adds context to the message itself. Topics may consist of any string and they
are allowed to contain slashes (/) as well as wildcard symbols (*, #).

11.1.2.1 Base topic

For all UNITRONIC® ACCESS variants there is a configurable Base topic
which is the prefix for all topics. The Base topic can be chosen freely by the
user. The Base topic can also contain selected variables as shown in Table
33: Base topic variables on page 158.

Variables in the Base topic have to be written in brackets ("[ ]"). The following
variables are possible:

mac The MAC address of the device
name The name of the device

order The ordering number of the device
serial The serial number of the device

Table 33: Base topic variables

Example:
The Base topic"i o_[ mac] " translates to "i o_ ASB6F3FOF2F1" .

All data is organized in domains. The domain name is the first level in the
topic after the Base topic. Note the following notation:

Base- Topi ¢/ donai n/ . ...
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There are the following domains:

identity All fixed data which is defined by the Device name, ordering number, MAC
used hardware and which cannot be address, port types, port capabilites
changed by configuration or at runtime. | and more.

config Configuration data which is commonly IP address, port modes, input logic,
loaded once at startup, mostly by a failsafe values and more.
PLC.

status All (non-process) data which changes Bus state, diagnostic information, 10-
quite often in normal operation. Link Device status and data.

process All process data which is produced and | Digital inputs, digital outputs, cyclic IO-
consumed by the device itself or by Link data.
attached devices.

iold 10-Link Device parameters according to | Vendor name, product name, serial
the 10-Link specification. number, hardware revision, software

revision and more.

Table 34: Data domains

There is often one topic used for all gateway related information and topics
for each port. All identity topics are published just once at start-up, because
this information should never change. All other topics are published either in
a fixed interval or just triggered manually, according to the configuration.
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[base-topic]/identity/ Name, ordering number, MAC, vendor, I1&M Startup
gateway etc.

[base-topic]/identity/ Port name, port type Startup
port/n

[base-topic]/config/ Configuration parameters, ip address etc. Interval
gateway

[base-topic]/config/port/ | Port mode, data storage, mapping, direction Interval
n

[base-topic]/status/ Bus state, device diagnosis, master events Interval
gateway

[base-topic]/status/port/ | Port or channel diagnosis, 10-Link state, 10- Interval
n Link Device events

[base-topic]/process/ All Digital IN/OUT Interval
gateway

[base-topic]/process/ Digital IN/OUT per port, IOL-data, pdValid Interval
port/n

[base-topic]/iold/port/n 10-Link Device parameter Interval

Table 35: Data model

An MQTT client which wants to subscribe to one or more of these topics can

also use wildcards.

[base-topic]/identity/gateway

Receive only indentity objects for the gateway

[base-topic]/identity/#

Receive all data related to the identity domain

[base-topic]/status/port/5

Receive only status information for port number 5

[base-topic]/+/port/2

Receive information of all domains for port
number 2

[base-topic]/process/port/#

Receive only process data for all ports

[base-topic]/config/#

Receive config data for the gateway and all ports.

Table 36: Use case examples
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11.1.2.2 Publish topic
Overview of all publish JSON data for the defined topics:

product_name json_string
ordering_number json_string
device_type json_string
serial_number json_string
mac_address json_string
production_date json_string
fw_name json_string
fw_date json_string
fw_version json_string
hw_version json_string
vendor_name json_string
vendor_address json_string
vendor_phone json_string
vendor_email json_string
vendor_techn_support json_string
vendor_url json_string
vendor_id json_integer
device_id json_integer

Table 37: Identity/gateway
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fieldbus_protocol json_string PROFINET,
EtherNet/IP,
EtherCAT®
ip_address json_string 192.168.1.1
subnet_mask json_string 255.255.255.0
report_alarms json_boolean 0.0.0.0
report_ul_alarm json_boolean true / false true
report_do_fault_without_ul json_boolean true / false false
force_mode_lock json_boolean true / false false
web_interface_lock json_boolean true / false false
do_auto_restart json_boolean true / false true
fast_startup json_boolean true / false false PROFINET
and EIP
only

Table 38: Config/gateway
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protocol json_string wait_for_io_system
wait_for_io_Connection
failsafe
connected
error
ethernet_port1 json_string 100_mbit/s_full
100_mbit/s
10_mbit/s_full
100_mbit/s
ethernet_port2 json_string 100_mbit/s_full
100_mbit/s
10_mbit/s_full
100_mbit/s
module_restarts json_integer 0 .. 4294967295
channel_diagnosis json_boolean true / false
failsafe_active json_boolean true / false
system_voltage_fault json_boolean true / false
actuator_voltage_fault json_boolean true / false
internal_module_error json_boolean true / false
simulation_active_diag json_boolean true / false
us_voltage json_integer 0..32 in Volts
ul_voltage json_integer 0..32 in Volts
forcemode_enabled json_boolean true / false

Table 39: Status/gateway

Input_data json_integer(]

output_data json_integer(]

Table 40: Process/gateway

Manual PROFINET 163
Version 1.0 10/2024



11.1 MQTT 11 lloT functionality

port json_integer 1.8

type json_string digital_universal
digital_input
digital_Output
io_link

max_output_power_cha json_string 2.0_mA
0.5_mA

max_output_power_chb json_string 2.0_mA
0.5_mA

channel_cha json_string input/output
input
output
io_link

aux

channel_chb json_string input/output
input
output
io_link

aux

Table 41: Identity/port/1 .. 8
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port json_integer 1..8
direction_cha json_string input/output
input
output
restart_mode_cha json_string Manual
Auto
restart_mode_chb json_string Manual
Auto
input_polarity_cha json_string NO
NC
input_polarity_chb json_string NO
NC
input_filter_cha json_integer ms
input_filter_chb json_integer ms
do_auto_restart_cha json_boolean true / false
do_auto_restart_chb json_boolean true / false

Table 42: Config/port/1 .. 8

port json_integer 1..8

physical_state_cha json_integer 0..1

physical_state_chb json_integer 0..1

actuator_short_circuit_cha json_boolean true / false

actuator_short_circuit_chb json_boolean true / false

sensor_short_circuit json_boolean true / false

current_cha json_integer mA
current_chb json_integer mA
current_pin1 json_integer mA

Table 43: Status/port/1 .. 8
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11.1.2.3 Command topic (MQTT Subscribe)

The main purpose of MQTT is to publish data from the device to a broker.
This data can then be received by any subscriber who is interested in this
data. But also the other way round is possible. The device can subscribe to
a topic on the broker and is then able to receive data. This data can contain
configuration or forcing data. This allows the user to fully control a device via
MQTT only, without using other ways of communication like Web or REST.

If the configuration allows commands in general, the device subscribes to
special Command topics on which it can receive commands from other MQTT
clients. The Command topic is based upon the Base topic. It always has the
following form:

[ base-t opi c]/ conmand

After the Command topic, there are fixed topics for different writeable objects.
The data format of the MQTT payload is always JSON. It is possible to set
only a subset of the possible objects and fields.

[...}/forcing

Use the Command topic [ base-t opi c]/conmand/f orci ng for Force
object data. The Force object can contain any of the following properties:

forcemode boolean true / false Forcing Authority: on/off
digital array (Table 45: Force object:

Digital on page 167)
iol array (Table 46: Force object: IOL

(IO-Link devices only) on page

167)

Table 44: Force object properties
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For the Force object properties di gi t al and i ol , there are several value
specifications arrayed:

port integer 1,2,5

channel string "a", "b"

force_dir string "out", "in", "clear"
force_value integer 0,1

Table 45: Force object: Digital

port integer 0,1,5
output array[integer] [55, 88, 120]
input array[integer] Input-Simulation

Table 46: Force object: IOL (I0O-Link devices only)

[-..-Jconfig

Use the Command topic [ base-topi c]/conmand/ confi g for Config
object data. The Config object can contain any of the following properties:

portmode array (Table 48: Config

object: Portmode on

page 168)
ip_address string "192.168.1.5"
subnet_mask string "255.255.255.0"
gateway string "192.168.1.100"

Table 47: Config object properties
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For the Config object property portnode, there are several value
specifications arrayed:

port integer 2
channelA* string "dio", "di", "do", "iol",
"off"
channelB* string "dio", "di", "do", "iol",
"off", "aux"
inlogicA string "no", "nc"
inlogicB string "no", "nc"
filterA integer 3 input filter in ms
filterB integer 3 input filter in ms
autorestartA boolean
autorestartB boolean
iolValidation integer 0 = NoCheck
1=Type 1.0
2=Type 1.1
3 =Type 1.1 BR
4 =Type 1.1 RES
iolDevicelD integer for validation
iolVendorID integer for validation

Table 48: Config object: Portmode

*channelA = Pin 4, channelB = Pin 2
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[...)/reset

Use the Command topic [ base-t opi ¢] / command/ r eset for Reset object
data about restart and factory reset issues. The Reset object can contain any
of the following properties:

factory_reset boolean true / false

system_reset boolean true / false

Table 49: Reset object properties

[...]/publish

Use the Command topic [ base-t opi c]/ command/ publ i sh for Publish
object data.

Trigger publish of all topics manually (can be used when auto publish is off
or long interval is set).
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11.1.3 MQTT configuration - Quick start guide

i Attention: U.I. Lapp GmbH is not responsible for any content of the
referenced Web pages and provides no warranty for any functionality
of the named third party software.

11.1.3.1 MQTT configuration via JSON

1. Depending on your application case, download and install /nsomnia or a
comparable application: https://insomnia.rest/download/

2. Configure MQTT:

POST: [ | P- address]/w config/ngtt.json

Application Edit View Window Tocls Help

Insomnia POST +* 192.168.116/

TIME 63 ms SIZE13B

Preview

L .

1
1
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3. Read MQTT:
GET:[ | P-address]/r/config/mtt.json

Application Edit View Window Tools Help

Insomnia

TIME 31 ms SIZE 527 B

Preview v

{

omodule_[mac]™,

s
sdule_[mac]/will®,
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11.2 OPC UA

OPC UA functions are only applicable for the following UNITRONIC®
ACCESS variants:

MPO8IOLAO8DIO

OPC Unified Architecture (OPC UA) is a platform-independent standard
with a service-oriented architecture for communication in and with industrial
automation systems.

The OPC UA standard is based on the client-server principle and lets
machines and devices, regardless of any preferred field bus, communicate
horizontally among each other as well as vertically to the ERP system or the
cloud. UNITRONIC® ACCESS provides an OPC UA server on field device
level, with which an OPC UA client can connect for information exchange
secure in transmission.

For OPC UA, we comply (apart from the exceptions listed below) with the
IO-Link Companion Specification, which can be downloaded from https://
lapp.com or directly from io-link.com.

i Attention: When using OPC UA, the MQTT protocol must be
disabled.
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Managing I0DDs Not supported
(chapter 6.1.6 in the specification)

Mapping 10DD information to OPC UA ObjectTypes Not supported
(chapter 6.3 in the specification)

IOLinklODDDeviceType Not supported
(chapters 7.2 ff. in the specification)

ObjectTypes generated based on |IODDs Not supported
(chapters 7.3 ff. in the specification)

Creation of Instances based on ObjectTypes generated out of Not supported
I0DDs

(chapter 7.4 in the specification)

|IODDManagement Object Not supported
(chapter 8.2 in the specification)

RemovelODD Method Not supported
(chapter 8.3 in the specification)

Table 50: Non-supported OPC UA features according to the 10-Link
Companion Specification

11.2.1 OPC UA configuration

In delivery state, OPC UA functions are disabled. The OPC UA Server
can be configured either using the Web interface or directly via a JSON
Object sent in an HTTP/HTTPS request. For more information see OPC UA
configuration - Quick start guide on page 176.

The configuration URL is:

http://[ip-address]/w confi g/ opcua.json
The configuration can also read back as a JSON file:
http://[ip-address]/r/config/opcua.json

The configuration is a JSON object. Each JSON member is a configuration
element. The object must not contain all elements. Only the provided
elements will be changed. All configuration changed applies only after a
device restart.
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There are the following configuration elements (default values in bold):

port integer | Server port for the OPC UA server. 0, 4840, OXFFFF
opcua-enable boolean | Master switch for the OPC UA server. true / false
anon-allowed boolean | If true, anonymous login is allowed. true / false
commands-allowed boolean | Master switch for OPC UA commands. | true / false

If false there will be no writeable OPC

UA objects.
force-allowed boolean | If true, the device accepts force true / false

commands via OPC UA.

reset-allowed boolean | If true, the device accepts restart and true / false
factory reset commands via OPC UA.

config-allowed boolean | If true, the device accepts configuration | true / false
changes via OPC UA.

Table 51: OPC UA Configuration

All configuration elements are optional and do not need a specific order.
Not every element is required to be sent. This means that only configuration
changes will be taken over.

Optional: The configuration parameters of OPC UA can be set directly via the
Web interface. It is possible to download the Web interface for sharing with
other devices.

Response:

The resulting response is a JSON object with a status field. Status should be
"0" if no error occurred and "-1" if there is an error.

In case of an error, the response contains an error array.

The error array contains an error object for each error occurred. The object
consists of a field "Element" which names the config element which caused
the error, and a field "Message" for the error message.
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Examples:

{"status": -1, "error": [{"Element": "upcua-enable", "Message": "Boolean
expected"}]}

{"status": 0}

{"status": -1, “error": [{"Elenent": "root", "Message": "“Not a JSON
object"}]}

11.2.2 OPC UA address space

OPC UA provides different services on the UNITRONIC® ACCESS devices
with which a client can navigate through the hierarchy of the address space
and read or write variables. In addition, the client can monitor up to 10
attributes from the address space for value changes.

A connection to an OPC UA server is established via the endpoint URL:

opc.tcp://[ip-address]:[port]

Various device data such as MAC address, device settings, diagnostics or
status information can be read via Identity objects, Config objects, Status
objects and Process objects.

Command objects can be read and written. This makes it possible, for
example, to transfer new network parameters to the device, to use Force
Mode or to reset the entire device to its factory settings.

The following figures illustrate the OPC UA address space of the
UNITRONIC® ACCESS devices. The objects and information displayed
depend on the device variant used.
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11.2.3 OPC UA configuration - Quick start guide

i Attention: U.I. Lapp GmbH is not responsible for any content of the
referenced Web pages and provides no warranty for any functionality
of the named third party software.

11.2.3.1 OPC UA configuration via JSON

1. Depending on your application case, download and install /nsomnia or a
comparable application: https://insomnia.rest/download/

2. Configure OPC UA:
POST: [ | P- addr ess]/w confi g/ opcua. j son

Application Edit View Window Tocls Help

POST * 192.168.1.16/w/config/opcuajson

200 OK TIME 31 ms SIZE13 B

Preview ~ Header 4

( o
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3. Read OPC UA:
GET: [ | P-address]/r/confi g/ opcua. j son

Application Edit View Window Tools Help

Insomnia GET = 192.168.1.16/r/config/opcuajson

200 OK TIME 15 ms SIZE148B

Preview ¥

{
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11.3 REST API

The Representational State Transfer — Application Programming Interface
(REST API) is a programmable interface which uses HTTP/HTTPS requests
to GET and POST data. This enables the access to detailed device
information.

For all UNITRONIC® ACCESS variants, the REST API can be used to read
the device status. For the UNITRONIC® ACCESS multi-protocol variants, the
REST API can also be used to write configuration and forcing data.

There are two different REST API standards you can use for the requests:

1. A standardized REST API that has been specified by the 10-Link
Community and is described separately:

JSON I ntegration_10222_V100_Mar 20. pdf

Please download the file from https://lapp.com or directly from io-link.com.

i Attention: Consider the following table to get an overview of the
supported features of the 10-Link specification:

Gateway GET /identification Yes
GET /capabilities Yes
GET /configuration Yes
POST /configuration Yes
POST /reset Yes
POST /reboot Yes
GET /events Yes
Master GET /masters Yes
GET /capabilities Yes
GET /identification Yes
POST /identification Yes
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Port GET /ports Yes
GET /capabilities Yes
GET /status Yes
GET /configuration Yes
POST /configuration Yes
GET /datastorage Yes
POST /datastorage Yes

Devices GET /devices Yes
GET /capabilities Yes
GET /identification Yes
POST /identification Yes
GET /processdata/value Yes
GET /processdata/getdata/value Yes
GET /processdata/setdata/value Yes
POST /processdata/value Yes
GET /parameters Not supported
GET /parameters/{index}/subindices Not supported
GET /parameters/{parameterName}/subindices Not supported
GET /parameters/{index}/value Not supported
GET /parameters/{index}/subindices/{subindex}/value Not supported
GET /parameters/{parameterName}/value Not supported
GET /parameters/{parameterName}/subindices/ Not supported
{subParameterName}/value
POST /parameters/{index}/value Not supported
POST /parameters/{parameterName}/value Not supported
POST /parameters/{index}/subindices/{subindex}/value Not supported
POST /parameters/{parameterName}/subindices/ Not supported
{subParameterName}/value
POST /blockparametrization Yes
GET /events Yes
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10DD GET /iodds Not supported
POST J/iodds/file Not supported
DELETE /iodds Not supported
GET /iodds/file Not supported

Table 52: Support of REST API features according to the IO-Link
specification

2. A customized LAPP REST API that is described in the following chapters.

11.3.1 Standard device information

Request method: http GET

Request URL: <ip>/info.json
Parameters n.a.

Response format JSON

The goal of the "Standard device information" request is to get a complete
snapshot of the current device status. The format is JSON. For |O-Link
devices, all ports with connected 10-Link device information are included.
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11.3.2 Structure

name string Device name "MPO8IOLAO8DIO

order-id string Ordering number "381166717"

fw-version string Firmware version "V.11.2.0.0 -
08.08.2024"

hw-version string Hardware version "V.1.00"

mac string MAC address of the device "7TCF95C4C CC
CE"

bus number 0 = No connection 1

1 = Connection with PLC

failsafe number 0 = Normal operation 0
1 = Outputs are in failsafe

ip string IP address of the device

snMask string Subnet Mask

agw string Default gateway

rotarys array of numbers (3) | Current position of the rotary switches:

Array element 0 = x1
Array element 1 = x10
Array element 2 = x100

ulPresent boolean True, if there is a UL voltage supply
detected within valid range

usVoltage_mv number US voltage supply in mV

ulVoltage_mv number UL voltage supply in mV (only
available for devices with UL supply)

inputs array of numbers (2) | Real state of digital inputs. \[128,3\]

Element 0 = 1 Byte: Port X1
Channel A to Port X4 Channel B

Element 0 = 1 Byte: Port X5
Channel A to Port X8 Channel B

output array of numbers (2) | Real State of digital outputs. \[55,8\]

Element 0 =1 Byte: Port X1
Channel A to port X4 Channel B
Element 0 = 1 Byte: Port X5
Channel A to port X8 Channel B
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consuming array of numbers (2) | Cyclic data from PLC to device
producing array of numbers (2) | Cyclic data from device to PLC
diag array of numbers (4) | Diagnostic | Element 0 = 1 Byte:
information Bit 7: Internal module error
(IME)
Bit 6: Forcemode active
Bit 3: Actuator short
Bit 2: Sensor short
Bit 1: U fault
Bit 0: Ug fault
Element 1 = 1 Byte:
Sensor short circuit ports
X1 .. X8.
Element 2 =1 Byte:
Actuator short circuit
ports X1 Channel A to X4
Channel B
Element 3 = 1 Byte:
Actuator short circuit
ports X5 Channel A to X8
Channel B
fieldbus FIELDBUS Object
FIELDBUS
Object
fieldbus_name string Currently used fieldbus
state number Fieldbus state
state_text number Textual representation of fieldbus
state:
0 = Unknown
1 = Bus disconnected
2 = Preop
3 = Connected
4 = Error
5 = Stateless
forcing FORCING Object Information about the forcing state of
the device
channels Array of CHANNEL | Basic information about all input/output
(16) channels
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iol IOL Object Contains all |O-Link related information
such as events, port states, device
parameters.

iol/diagGateway array of DIAG Array of currently active device/

gateway related events

iol/diagMaster array of DIAG Array of currently active |OL-Master
related events

iol/ports array of PORT (8) Contains one element for each |0-Link
port

CHANNEL

Object

name string Name of channel

type number Hardware channel type as number:
0=DIO
1 = Input
2 = Output
3 = Input/Output
4 =10-Link
5=10L AUX

6 = IOL AUX with DO

7 = 10L AUX with DO. Can be
deactivated.

8 = Channel not available

type_text string Textual representation of the channel
type

config number Current configuration of the channel:
0=DIO

1 = Input

2 = QOutput

3 =10-Link

4 = Deactivated

5=10L AUX

config_text string Textual representation of the current
config

inputState boolean Input data (producing data) bit to the
PLC

outputState boolean Output data bit to the physical output
pin
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forced boolean True, if the output pin of this channel is
forced

simulated boolean True, if the input value to the PLC of
this channel is simulated

actuatorDiag boolean True, if the output is in short circuit /
overload condition

sensorDiag boolean True, if the sensor supply (Pin 1) is in
short circuit / overload condition

maxOutputCurrent| number Maximum output current of the output
mA in mA

current_mA number Measured current of the output in mA
(if current measurement is available)

voltage_mV number Measured voltage of this output in mV
(if voltage measurement is available)

PORT Object

port_type string Textual representation of the 10-Link
port type

iolink_mode number Current port mode:
0 = Inactive

1 = Digital output
2= Digital input
3=S8I0

4 =10-Link

iolink_text string Textual representation of the current "Digital Input”
port mode

aux_mode number Indicates the configured mode for the
Pin 2:

0 = No AUX
1 = AUX output (always on)

2 = Digital output (can be controlled by
cyclic data)

3 = Digital input

aux_text string Textual representation of the current "AUX Output"
aux mode

cq_mode number Port mode according to IOL
specification

ig_mode number Pin2 mode according to IOL
specification
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port_status number Port status according to IOL
specification
ds_fault number Data storage error number
ds_fault_text string Textual data storage error.
device DEVICE Object 10-Link device parameters. — Null if
no 10-Link communication active
diag array of DIAG (n) Array of port related events
DIAG Object
error number Error code
source string Source of the current error. "device"
"master”
eventcode number Event code according to 10-Link
specification
eventqualifier number Event qualifier according to 10-Link
specification
message string Error message "Supply Voltage
fault"
DEVICE Object Standard parameters of the IOL-
Device
device_id number
vendor_id number
serial string
baudrate string Baudrate (COM1,2,3)
cycle_time number Cycle time in microseconds
input_len array of numbers (n) | IOL input length in bytes
output_len array of numbers (n) | IOL output length in bytes
input_data array of numbers (n) | IOL input data

output_data

array of numbers (n)

IOL output data

pd_valid number "1",if IOL input data is valid
pdout_valid number "1", if IOL output data is valid
FORCING Object Forcing information of the device
forcingActive boolean Force mode is currently active
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forcingPossible boolean True, if forcing is possible and force
mode can be activated

ownForcing boolean True, if forcing is performed by REST
API at the moment

forcingClient string Current forcing client identifier

digitalOutForced | array of numbers (2) | The force values of all 16 digital output
channels.
digitalOutMask array of numbers (2) | The forcing mask of all 16 digital

output channels.

digitalinForced

array of numbers (2)

The force values of all 16 digital input
channels.

digitallnMask

array of numbers (2)

The forcing mask of all 16 digital input
channels.
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11.3.3 Configuration and forcing

Method:
URL:
Parameters:
Post-Body:

POST

<i p>/w force.json

None

JSON Object

forcemode boolean true / false Forcing authority
on/off

portmode array (Port mode object)

digital array (Digital object)

iol array (IOL object)

Table 53: Root object
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port integer 0.7
channel string "a","b" optional default is
ngn
direction string "dio","di","do","iol", "off",
"aux"”
aux string "dio","di","do","iol", "off", IOL only, but
"aux" optional
inlogica string "no","nc"
inlogicb string "no","nc"
inputlatch bool true / false enable/disable
input latch,
optional
inputext integer Depends on the fieldbus: set input
eip: 0 (off) - 255 (ms) exte'ansmn,
ethercat: 0 (off) - | Optional
255 (ms)
pns: 0 (off) - 255 (ms)
cclink: 0 (off) - 255 (ms)
mbtcp: 0 (off) - 255 (ms)
inputfilter integer 0..255 set input filter,
optional

Table 54: Port mode object

port integer 0.7

channel string "a","b"

force_dir string "phys_out","plc_in","clear" optional default is
"phys_out"

force_value integer 0,1

Table 55: Digital object
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port integer 0.7

output array[integer] or null to clear | [55,88,120] Output forcing
forcing

input array[integer] or null to clear | [20,0,88] Input simulation to
forcing PLC

Table 56: IOL object
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11.3.4 Reading and writing ISDU parameters

The Indexed Service Data Unit (ISDU) provides a highly flexible message
format, which can contain single or multiple commands.

UNITRONIC® ACCESS IOL-Masters with lloT support reading and writing
ISDU parameters from connected IOL-Devices. It is possible to do this as a
bulk transfer by reading and writing of multiple ISDU parameters via a single
request.

11.3.4.1 Reading ISDU

Method: POST

URL.: <ip>/r/isdu.json

Parameters: port (0-7)

Example: 192.168. 1. 20/ r/i sdu. j son?port =5
Post-Body: JSON array of read ISDU object

ix integer 0-INT16 Index to be read
subix integer 0-INT8 Subindex to be read

Table 57: Read ISDU object

status integer 0, -1 0 =no error, -1=an
error occured

message string Error Message if
error occured

data array (Read ISDU data object) data, if no error
occured. otherweise
null

Table 58: Read ISDU response object
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ix integer 0-INT16 Index that was read

subix integer 0-INT8 Subindex that was
read

status integer 0, -1 0 =no error, -1=an
error occured

eventcode integer IOL eventcode if
status is -1

data array[integer] data, if no error
occured. otherweise
null

Table 59: Read ISDU data object

Manual PROFINET
Version 1.0 10/2024

191



11.3 REST API

11 lloT functionality

11.3.4.2 Writing ISDU

Method:
URL:
Parameters:
Post-Body:

POST

<i p>/w i sdu.json

port (0-7)

JSON array of write ISDU object

ix integer 0-INT16 Index to be read
subix integer 0-INT8 Subindex to be read
data array[integer] Data to be written

Table 60: Write ISDU object

Response: Write ISDU response object

status integer 0, -1 0 =no error, -1= an
error occured

message string Error Message if
error occured

data array (Write ISDU data object) data, if no error

occured. otherweise
null

Table 61: Write ISDU response object
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ix integer 0-INT16 Index that was
written

subix integer 0-INT8 Subindex that was
written

status integer 0, -1 0 =no error, -1=an
error occured

eventcode integer IOL eventcode if
status is -1

Table 62: Write ISDU data object

=l o

Attention: For UNITRONIC® ACCESS device variants with HTTPS
feature, https:// must be used in front of <ip> for every REST API.
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11.3.5 Upload and process an 10DD file
The REST API supports IODD file upload to the IO-Link Master.
Perform the following work steps:
1. Check file upload status
Send request: GET file_upload

Purpose: Get file upload status to check if there is another upload in
progress.

Expected response:

{

"status": O,
"progress": O,
“name”: ""

"action": O,
"upid': O,
"errid': O,
“errstr": "",
"pschr”: 0

}

Check the status ID. If status is '0', you can start a new iodd upload
process. For reference, see tables Table 63: Status ID and meaning on
page 196 and Table 64: Error ID and meaning on page 197. Proceed
with the next step.

2. Initiate file upload
Send request: POST file_upload
Content-Type: application/json
Purpose: Send details about the file to be uploaded.

Expected response:

{"size":<total size> "nanme":"<file name>",

"action":"iodd", "upid":

<upl oad id>}

"size": <total size>,

"name": "<file name>",

"action": "iodd",

"upi d": <upl oad id>

}
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The upload id (upid) is a number used by the backend to identify a specific
upload and parsing process. It has to be used as a query parameter in
the following steps.

The action will allways be iodd.
The size is the total size of the file in bytes.

The correct content type has to be set.

1 Note: Remember the upload ID (upid) for subsequent steps

3. Upload file content

Send request: POST file_upload?upid=<value> — Use the upid value
from Step 2.

Content-Type: application/octet-stream — The correct content type has to
be set.

Purpose: Send file or file chunks (max chunk size: 64KB).

i Attention: Sending file chunks bigger than 64KB will result in
unresponsive behavior.

4. Monitor upload status

Send request: GET file_upload?upid=<value> — Use the upid value from
Step 2.

Purpose: Get the current file upload status.

Expected response:

"status": <status id val ue>,
"progress": <percentage>,

"name": "<file name given in step 2>",
"action": "iodd",

"upid": <upload id chosen in step 2>,
"errid": <error id>,

“errstr": "",

"pschr": <count of parsed characters>

Repeat this step until the status becomes 'idle'. For some states this
request triggers the necessary transitions in the internal state machine.
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Only after the backend is sure that the correct client identified by its upid
received the action finished or error state it will transition to the next one,
the idle state.

The fields now show values depending on what was sent in step 2 and on
the current process status.

0 File upload idle. New upload can be triggered.
1 File upload started.

2 File upload in progress.

3 File upload finished.

4 Error during file upload.

5 File upload timeout.

6 I0DD parsing started.

7 10DD parsing finished.

8 10DD parsing error.

9 10DD parsing canceled.

Table 63: Status ID and meaning
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0 No error.

1 Json parsing error.

2 Json type error.

4 Upload error.

5 File opening error.

6 File writing error.

7 Thread creating error.

8 Error during file copy.

9 Upload timeout.

10 Upload size exceeded.

1 Unknown action.

12 No upload id.

13 10DD paasing error.

14 Internal error.

15 10DD store full. Delete an IODD before uploading
anew one.

16 Internal error.

17 10DD file CRC error.

18 Standard IODD file crc error.

19 No available space for parsing.

Table 64: Error ID and meaning
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11.3.6 Example: Reading ISDU
ISDU read request

[

{"ix":5,"subi x": 0},
{"ix":18, "subi x": 0},
{"ix":19, "subi x": 0},
{"ix":20,"subix": 0}
]
Response

"message": " K",

5},
[79 68, 83 49, 48, 76, 49, 46, 56, 47, 76, 65, 54, 44, 50,

"status":0

}
[100 105, 115, 116 97, llO 99 101, 32, 115 101, 110,

"data":
[
{"ix":5, "subi x":0," stat us": -1, "event code": 32785
{"ix":18,"subi x":0,"data":
48, 48, 45, 77 49 50], "status": 0},
{"ix":19, "subix":0," "data”: [ 53, 48, 49 50, 57, 53, 51, 53],
{"ix" 20, "subi x": 0, "data"
115, 111, 114], "st at us’ : 0}
I g
"status": 0}

11.3.7 Example: Writing ISDU
ISDU write request

[

{"ix":24,"subix":0,"data":[97, 98, 99, 100, 101, 102] },
{"ix":9, "subix":0, "data": [ 97, 97, 97, 97, 97, 98] }

1

Response

"message": " K",

"data": [

{"ix":24,"subi x":0,"status" 0}
{"ix":9,"subix" 0 " event code” 132785, "status":
15

"status": 0}
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11.4 CoAP server

The CoAP server functions are only applicable for the following
UNITRONIC® ACCESS variants:

MPO8IOLAO8DIO

The Constrained Application Protocol (CoAP) is a specialized Internet
application protocol for constrained networks such as lossy or low power
networks. CoAP is useful especially in M2M (Machine to Machine)
communication and can be used to translate simplified HTTP/HTTPS
requests of low speed networks.

CoAP is based on the Server-Client principle and a service layer protocol that
lets nodes and machines communicate with each other. The UNITRONIC®
ACCESS multi-protocol variants provide CoAP server functionalities via a
REST API interface over UDP.

11.4.1 CoAP configuration

In delivery state, CoAP functions are disabled. The CoAP server can be
configured either using the Web interface or directly via a JSON object
sent in an HTTP/HTTPS request. For more information see chapter CoAP
configuration - Quick start guide on page 203.

The configuration URL is:

http://[ip-address]/w confi g/ coapd.json
The configuration can also read back as a JSON file:
http://[ip-address]/r/config/coapd.]json

The configuration is a JSON object. Each JSON member is a configuration
element. The object must not contain all elements. Only the provided
elements will be changed. The configuration changes apply only after a
device restart.
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The following configuration elements are available (default values in bold):

enable boolean Master switch for the CoAP server true / false
port integer Port of the CoAP server 5683
(0 to 65535)

Table 65: CoAP configuration

CoAP response:

The resulting response is a JSON object with a "status" field. Status should
be "0" if no error occurred, and "-1" if there is an error.

In case of an error, the response contains an error array.

The error array contains an error object for each error occurred. The object
consists of a field "Element" which names the config element that caused the
error, and of a field "Message" for the error message.

Examples:

{"status": -1, "error": [{"Elenent": "upcua-enable", "Message": "Boolean
expected"}]}
{"status": 0}

{"status": -1, "error": [{"Elenent": "root", "Message": "Not a JSON
object"}]}

11.4.2 REST API access via CoAP

A connection to the CoAP server running on the UNITRONIC® ACCESS
multi-protocol variants can be established via the following URL:

coap://[ip-address]:[port]/[api]

For UNITRONIC® ACCESS, the following REST APl Requests (JSON
format) can be accessed via a CoAP endpoint:
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GET Ir/status.Ir

GET Ir/system.Ir

GET /info.json"

GET Irlconfig/net.json

GET Irlconfig/matt.json

GET Ir/lconfig/lopcua.json

GET [r/config/coapd.json

GET Ir/config/syslog.json

GET /contact.json

GET /fwup_status

GET fiolink/v1/gateway/identification

GET fiolink/v1/gateway/capabilities

GET fiolink/v1/gateway/configuration

GET fiolink/v1/gateway/events

GET fiolink/v1/masters

GET fiolink/v1/masters/1/capabilities

GET fiolink/v1/masters/1/identification

GET fiolink/v1/masters/1/ports

GET fiolink/v1/masters/1/ports/{port_number}/capabilities This API is available for
all 8 ports. {port_number}
should be between "1" and
ng

GET fiolink/v1/masters/1/ports/{port_number}/status This APl is available for
all 8 ports. {port_number}
should be between "1" and
ng

GET fiolink/v1/masters/1/ports/{port_number}/configuration This API is available for
all 8 ports. {port_number}
should be between "1" and
ng

GET fiolink/v1/devices/master1port{port_number}/identification This APl is available for
all 8 ports. {port_number}
should be between "1" and
ngn
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GET fiolink/v1/devices/master1port{port_number}/capabilities This APl is available for
all 8 ports. {port_number}
should be between "1" and

ngn
GET fiolink/v1/devices/master1port{port_number}/processdata/ This APl is available for
getdata/value all 8 ports. {port_number}
should be between "1" and
ng
GET fiolink/v1/devices/master1port{port_number}/events This APl is available for

all 8 ports. {port_number}
should be between "1" and
g

Table 66: REST API access via CoAP
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11.4.3 CoAP configuration - Quick start guide

i Attention: U.I. Lapp GmbH is not responsible for any content of the
referenced Web pages and provides no warranty for any functionality
of the named third party software.

11.4.3.1 CoAP configuration via JSON

1. Depending on your application case, download and install /nsomnia or a
comparable application: https://insomnia.rest/download/

2. Configure CoAP:

POST: [ | P- addr ess]/w confi g/ coapd. j son

(@ Insomnia — - a X

Application Edit View Window Tools Help

O / Insomnia ¥

No Environment Cookies p://19 16/w/config/coapd.json

ST hitp://192.168.1.16/w/config/coa...

200 OK I 3 Just Now ¥

Preview v eader (3

status”: @
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3. Read CoAP configuration:
GET: [ | P-address]/r/confi g/ coapd. j son

@ Insomnia — - O X
Tocls Help

Application  Edit View Window

O / Insomnia ¥
No Environment + Cookies Send

&+ @ JSON~

GET  http://192.168.1.16/r/config/coap...

Just Now ~

Preview v
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11.5 Syslog

Syslog functions are only applicable for the following UNITRONIC® ACCESS
variants:

MPO8IOLAO8DIO

The UNITRONIC® ACCESS multi-protocol variants provide a Syslog client
which can connect with a configured Syslog server and is able to log
messages.

Syslog is a platform-independent standard for logging messages. Each
message contains a timestamp as well as information about the severity level
and the subsystem. The Syslog protocol RFC5424 is based on the Server-
Client principle and lets machines and devices send messages in the network
and collect them centrally. (For more details on the used syslog standard,
please refer to https://datatracker.ietf.org/doc/html/rfc5424.)

UNITRONIC® ACCESS supports the storage of 256 messages in a ring buffer
which are sent to the configured Syslog server. When the ring is full with
256 messages, the oldest message is always replaced by the newly arriving
messages. All messages can be saved on the Syslog server. The Syslog
client of the IO-Link Master will not store any message permanently.

11.5.1 Syslog configuration

In delivery state, Syslog functions are disabled. The Syslog client can
be configured either using the Web interface or directly via a JSON object
sent in an HTTP/HTTPS request. For more information see chapter Syslog
configuration - Quick start guide on page 208.

The configuration URL is:
http://[ip-address]/w config/sysl og.json
The configuration can also read back as a JSON file:
http://[ip-address]/r/config/syslog.json

The configuration is a JSON object. Each JSON member is a configuration
element. The object must not contain all elements. Only the provided
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elements will be changed. The configuration changes apply only after a
device restart.

The following configuration elements are available (default values in bold):

syslog-enable boolean Master switch for the Syslog client true / false
global-severity integer Severity level of Syslog client 0/1/2/3/4/5/617
0 — Emergency
1 - Alert
2 — Critical
3 —Error
4 — Warning
5 — Notice
6 — Info
7 — Debug
The client will log all messages of
severity according to the setting,
including all below levels.
server-address string (IP IP address of the Syslog server 192.168.0.51 (Default:
address) null)
server-port integer (0 to Server port of the Syslog server 514
65535)
server-severity integer (0 to 7) | Severity level of Syslog server 0/1/2/3/4/516/7

0 — Emergency
1 - Alert

2 — Critical

3 — Error

4 — Warning

5 — Notice

6 — Info

7 — Debug

Table 67: Syslog configuration
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Syslog response:

The resulting response is a JSON object with a "status" field. Status should
be "0" if no error occurred, and "-1" if there is an error.

In case of an error, the response contains an error array.

The error array contains an error object for each error occurred. The object
consists of a field "Element" which names the config element that caused the
error, and of a field "Message" for the error message.

Examples:

{"status": -1, "error": [{"Element": "upcua-enable", "Message": "Boolean
expected"}]}

{"status": 0}

{"status": -1, “error": [{"Elenent": "root", "Message": "“Not a JSON
object"}]}
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11.5.2 Syslog configuration - Quick start guide

i Attention: U.I. Lapp GmbH is not responsible for any content of the
referenced Web pages and provides no warranty for any functionality
of the named third party software.

11.5.2.1 Syslog configuration via JSON

1. Depending on your application case, download and install /nsomnia or a
comparable application: https://insomnia.rest/download/

2. Configure Syslog:

POST: [ | P- addr ess]/w confi g/ sysl og. j son

(@) Insomnia — - O X

Application Edit Miew Window Tocls Help

O / Insomnia ¥

Mo Environment ~ Cookies

sosT  http://192.168.1.16/w/config/sysl...

200 OK

Preview v

{
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3. Read Syslog configuration:
GET: [ | P-address]/r/config/sysl og.json

@ Insomnia - - m} X

Application Edit View Window Tools Help

O / Insomnia *

No Environment ~ Cookies
a
s

cer  hitps//192.168.1.16/r/config/sysl...

200 Ok 3 Just Now ~

Preview =

{

£
"192.168.1.51",
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11.6 Network Time Protocol (NTP)

The NTP function is only applicable for the following UNITRONIC® ACCESS
variant:

MPO8IOLAO8DIO

The UNITRONIC® ACCESS multi-protocol variants provide an NTP client
(version 3) which can connect with a configured NTP server and is able to
synchronize the network time at a configurable interval.

NTP is a network protocol which uses UDP datagrams to send and receive
timestamps in order to synchronize with a local clock. The NTP protocol
RFC1305 is based on the Server-Client principle and exclusively supplies the
synchronization with Coordinated Universal Time (UTC). (For more details on
the used NTP standard, please refer to https://datatracker.ietf.org/doc/html/
rfc1305.)

11.6.1 NTP configuration

In delivery state, the NTP client is disabled. The NTP client can be
configured either using the Web interface or directly via a JSON object
sent in an HTTP/HTTPS request. For more information see chapter NTP
configuration - Quick start guide on page 212.

The configuration URL is:
http://[ip-address]/w config/ntpc.json
The configuration can also read back as a JSON file:
http://[ip-address]/r/config/ntpc.json

The configuration is a JSON object. Each JSON member is a configuration
element. The object must not contain all elements. Only the provided
elements will be changed. The configuration changes apply only after a
device restart.

210 Manual PROFINET
Version 1.0 10/2024


https://datatracker.ietf.org/doc/html/rfc1305
https://datatracker.ietf.org/doc/html/rfc1305

11 lloT functionality 11.6 Network Time Protocol (NTP)

The following configuration elements are available (default values in bold):

NTP client state boolean Master switch for the NTP client true / false
Server address string IP address of the NTP server 192.168.1.50
Server port integer Port of the NTP server 123

Update interval integer Interval at which the client will connect | 1/2/10/60

with the configured NTP server (see
table row "Server address").

Note: This value is in seconds.

Table 68: NTP configuration

NTP response:

The resulting response is a JSON object with a "status" field. Status should
be "0" if no error occurred, and "-1" if there is an error.

In case of an error, the response contains an error array.

The error array contains an error object for each error occurred. The object
consists of a field "Element" which names the configuration element that
caused the error, and of a field "Message" for the error message.

Examples:

{"status": -1, "error": [{"Element": "ntpc-enable", "Message": "Boolean
expected"}]}

{"status": 0}

{"status": -1, "error": [{"Element": "root", "Message": "Not a JSON
object"}]}
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11.6.2 NTP configuration - Quick start guide

i Attention: U.I. Lapp GmbH is not responsible for any content of the
referenced Web pages and provides no warranty for any functionality
of the named third party software.

11.6.2.1 NTP configuration via JSON

1. Depending on your application case, download and install /nsomnia or a
comparable application: https://insomnia.rest/download/

2. Configure NTP:

POST: [ | P- addr ess]/w confi g/ ntpc.json

@ Insomnia - Insomnia —

Application Edit View Window Tocls Help

O / Insomnia ¥

No Environment « Cookies
%

posT  http://192.168.1.16/w/config/ntpc.json
"192.168.1.8",

8 Minutes Ago +

Preview v eader 2

1
1
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3. Read NTP configuration:
GET: [ | P-address]/r/config/ntpc.json

@ Insomnia - Insomnia —

Application Edit View Window Tools Help

O / Insomnia *

No Environment Cookies ~  hittp://192.168. /config/ntpcjson
-

]

GET  http://192.168.1.16/r/config/ntpcjson

200 OK 359 ms Just Now -

"192.168.1.8",
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12 The integrated Web server

All device variants are equipped with an integrated Web server which makes
functions for the device configuration and the display of status and diagnostic
information available via a Web interface.

The Web interface provides an overview of the configuration and status of the
device. It is also possible to use the Web interface to trigger a reboot, reset
to the factory defaults, or perform a firmware update.

Enter "http://" or "https://" followed by the IP address, such as
"http://192.168.1.5", in your Web browser’s address bar. If the status page of
the device is not displayed, check your browser and firewall settings.
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12 The integrated Web server 12.1 UNITRONIC® ACCESS MPO08...
variants

12.1 UNITRONIC® ACCESS MPO08... variants

12.1.1 The Status page

status
Device Overview Device Information
[UNITRONIC ACCESS MPOBIOLAOEDIO
ey
ece
Device Diagnosis
US Voltage 243V
ﬂ. CRE UL Voltage 23.0v
ece
Forcemo de Turnon
TN 00 e
ece Port Information
Channel |Type State Dia Detail
X1a  i0-ink "o oevce | oA
0]
x18 |Digital Input/output =R
X2A__[ioLink [rocove]
x28 |Digital Input/output =R @
X3A  10dink [“overatc [
x38 [Digital Inputioutput =3
xan |i0-ink Ex
0]
xa8 |Digital Input/output =R
XA [10-dink =R
@
Xs8 |Digital Input/output =R
X6A [10-Link Ea
X68 [Digital Inputioutput =3
X7A  10-ink Ex
0]
Xx78 |Digital Input/output =R
X8A |i0-Link [ or |
@
x88 |Digital Input/output =R

The status page provides a quick overview of the current state of the device.

The left side shows a graphical representation of the module with all its LEDs
and the positions of the rotary encoding switches.

The right side shows the "Device Information" table with some basic data for
the module; for example, the variant, the cyclic communication status and a
diagnostic indicator. The indicator shows whether diagnostics for the module
exist.

The "Port Information" table shows the configuration and state of the 1/O ports.
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12.1 UNITRONIC® ACCESS MPO08...

variants

12.1.2 The Ports page

S LAPP

UNITRONIC ACCESS Remote I/O

Port Details

12 The integrated Web server

Show details for port
@®X1 0OX2

Port Information
Forcemode

Port

Dia

Port Diagnosis

= No diagnosis
Pin 4/ Channel A
Type
Function
State
I0-Link Events

= No events
Pin 2/ Channel B
Type
Function

State

Output Restart
Current Limit
Current

(@) &

Forcemode off
X1

10-Link
10-Link
4 Bytas In, & Bytes Out

=

Digital Input/Output
Digital Output

1 Bit Out

En'

On

off

3mA

OX4

OX5

10-Link
Vendor ID
Device ID
Vendor Name
Vendor Text
Product Name
Product ID:
Product Text
Serial No
Speed

Cycle time
HW Revision
FW Revision
FW Update
10DD

Application Name (Tag)

Input Data

Qutput Data

Parameter

OX6

OX7 OX8

47

1000

U.l. Lapp GmbH

hitps:fhwww lapp.com/

UNITRONIC ACCESS |0L08DIO08DIO
381166719

10-Link /O-Hub, 16DIO0

Updale_
Upload

20 2o oo 28 ‘

]

22 02 B2 80 ‘

Hex

Index: [ |Subindex(o |

® pec (L) Hex

[ Read | [ wiite [System Cammand )

The page shows detailed port information. In the field Port Diagnosis,
incoming and outgoing diagnostics are displayed as clear text. Pin 2 and
Pin 4 contain information about the configuration and state of the port. For
IO-Link ports, additional information relating to the connected sensor and the

process data is displayed.

12.1.2.1 IODD upload

The button UPLOAD allows uploading an 10DD file into the module,
regardless of the device for which the IODD is designed.
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12.1 UNITRONIC® ACCESS MPO0S8...
variants

The maximum number of IODDs is limited due to storage space. If there is no
more space for a new IODD left, there will be a message of the detected error.

With the help of the IODD management page ("System" page), not used
IODDs can be deleted. If there is already a matching 10DD stored in the
system for the connected 10-Link device, the button CONFIGURE is shown.
By clicking this button, the page "IODD - Device configuration" will open,
where the 10-Link device can be configured.

10DD - Device configuration

Quality

Vendor Name

Product Name

Serial Number

Hardware Revision 2, subix:0)
Firmware Revision (ix 23, subix0
Quality
Q signal
Pollution
Short Circuit (5225, =

Scamning Distance (e 144, subbe 0
Hysteresis (i 1
System Command (ix2

Key LOCK (18

At System Limit
SICKAG
WTB4C-3P3464
08470007

140

147

At System Limit
No target detected

None

None

fo  Jmm 4mm
B )

Manual PROFINET
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The vendor name that is assigned to a Vendor ID.

Complete product name.

Unique, vendor-specific identifier of the individual device.

Unique, vendor-specific identifier of the hardware revision of the individual device.
Unique, vendor-specific identifier of the firmware revision of the individual device
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variants

12.1.3 The System page

@ LAPP

UNITRONIC ACCESS Remote I/0

T T TN T T

system
General Information IP Settings
Firmware Parameter Settings
Application Version 11.1.6.37177 1P-Address | o |
Fieldbus Version  5.2.0.3
10 Version 10.566.0 Sl o |-lo Jfe |lo |
Device Gateway [o |.Je |.[e | [o ]
Name UNITRONIC ACCESS MPOBIOLAOEDIO SRDENTIETED QS G
Product ID 381166717
Ordering Number 935700081 (Suomic)
Hardware HW V2.1 el
Serial Number 123456
Production Date  2020-12-24T12:00:00Z MoLLConly s CoE UL G £
Pt Mt state Disabled Opcua state Disabled
MAC Address 3C:BO:AG:AC:CC:CE el 19216811 Port 4840
T Port 1883 Anonymous login Yes
= T IEND Base Topic tionx Listen for Commands ~ No
e EsEEEeE) Auto Publish Yes Process Forcing No
@y TCANANGD Publish Interval (ms) 2000 Change config No
= o Publish Identity Yes Device Reset No
e Publish Config Yes
=5 Publish Status Yes syslog
= Publish Process Yes Syslog state Disabled
Publish Devices No Global severity 3
will state Disabled Server address
Wwill Topic Server port 514
Listen for Commands ~ No Server severity 3
Process Forcing No
Change Config No coaP rd
Device Reset No CoAP state Disabled
Atmostonce port 5683
nTP 4
NTP dlient state Disabled
Server address 00.0.0
Server port 123
Update interval 60

License Information

100D

Manage 1000s|

Restart device

O Confirm to restart the device. All connections will be closed.

Restart

Reset configuration to factory defaults

Restoring factory settings affects all network parameters, including fieldbus specific settings.
All network connections will be closed.

Note: I the module has rotary switches, the new IP address is equivalent to the rotary switch position

O Confirm to reset the device. All configuration data will be overwritten by default values!

Factory Reset

Firmware update

FW-Update |

The System page shows the basic information for the module like Firmware
version, Device information, Ethernet, Network and Fieldbus information.

IP Settings

Use this parameter to change the current IP address of the module.
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variants

For PROFINET, this is only useful during commissioning. Normally, the PLC
sets the IP address at start-up by detecting the PROFINET module via its
device name.

12.1.3.1 License

This button opens a new window with Open Source Software information used
in this product.

12.1.3.2 Config upload/download

With this feature, settings configured via the Web interface can be stored
outside the 1/0-Device (Download) for later Upload, e.g. after an 1/O-Device
change.

Config upload/download

Choose config file to upload:
Browse... | No file selected.

Upload config

Download config  Downloaded config_ .cfg

The following settings will be stored inside this file:
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variants

Gateway devicelD To check device
identity.
iol applicationSpecificTag
iol functionTag
iol locationTag
forcing Enable/disable
forcing
channel_count
network configuration ip
snMask
agw
source 1 - manual
2 - dhcp
3 - rotary
4 - dcp
Channel index channel index
starting from O
channel configuration 0-DIO
1-IN
2-0uUT
3-10L
4 - AUX
5 - SAFIN
6 - SAFOUT
iol forced
iol simulated
iol force values array
iol simulated
iol sim values array
iol validation option validation and
backup
vendorld
deviceld
digital force
220 Manual PROFINET
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12 The integrated Web server 12.1 UNITRONIC® ACCESS MPO08...

variants
[seore e St s oeele ]

digital force value

digital simulate

digital sim value

digital inputPolarity

digital autorestart mode

digital inputFilter100us

digital currentLimit

digital outputRestartMode

digital failsafeMode

digital surveillanceTimeouMs

OPC UA opcua opcua-enable

port
anon-allowed
commands-
allowed
force-allowed
reset-allowed
config-allowed

digital dcu-allowed

MQTT maqtt mgtt-enable
broker
login
password
port
base-topic
will-enable
will-topic
auto-publish
publish-interval
publish-identity
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variants

publish-config

publish-status

publish-process

iol publish-devices

commands-
allowed

force-allowed

reset-allowed

config-allowed

qos

SYSLOG syslog syslog-enable

global-severity

server-address

server-port

server-severity

COAP coap enable
port
NTP ntpc enable

server-address

server-port

update-interval

12.1.3.310DD

The button Manage IODDs opens a new page for the IODD management
on the 1/0-Device. IODDs can be uploaded or deleted on this page, and all
uploaded IODDs are listed here. For configuring connected 10-Link devices,
open the related "Ports" page.
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variants

@ I0ODD Manager - Google Chrome

A Nichtsicher  192,168.0.3/iodd_manager.htm

S LAPP

UNITRONIC ACCESS Remote I/0

Manage I0DDs

Vendor ID Device ID Name Obs. Action
310 708 {fim-0002C4-20160829-10DD1.1.xml Delete
310 ™ ifm-0002C7-20160828-10DD1.1.xm| Delete

Upload

12.1.3.4 Restart device

The module initializes a software reset.

12.1.3.5 Reset configuration to factory defaults

The module restores to the default factory settings.

12.1.3.6 Firmware update
The module initializes a Firmware update.

For a firmware update choose the *.ZIP container available on our website

or ask our support team. Afterwards follow the instructions shown on your
screen.
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Upload Config - Google Chrome = O X

A Not secure | 192.168.0.3/fwup.htm

Firmware Update

Choose file to load:

Choose File |No file chosen
Install

Ready

12.1.3.7 System diagnosis

All Syslog messages will be displayed in a ring buffer with 512 entries. By
activation of the 'Store timer', the buffer content will be stored nonvolatile in
the selected interval of 1, 2, 5, 10, 15 or 30 minutes.

The default value is 'Off (no nonvolatile storage of system diagnosis ring
buffer).

Firmware update
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12.1.4 The User page

d LAPP

UNITRONIC ACCESS Remote I/0
| staws | | system |

Users

Username Groups Edit Del
Admin, REST,
WEB, OPC-UA, a2
FWupdate, |i‘
I10Tconfig

admin

Add new user

Please change admin password

The User page provides the user management of the Web interface.
New users with access rights "Admin" or "Write" can be added here. For
security reasons please change the default admin password immediately
after configuring the device.

Default user login data:

» User: admin
» Password: private
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MTCPO.../CCLO... variants

12.2 UNITRONIC® ACCESS single-protocol
PNO.../EIPO.../ECO.../.MTCPO.../CCLO... variants

12.2.1 The System page
®LAPP

system
General Information IP Settings
Firmware Parameter Settings
Application Version 11.1.6.37177 1P-Address o |0 | [o |
Fieldbus Version  5.2.0.3 —
10 Version 105660 Sl o |-lo |1
Device Gateway [ |[e | o]
Name UNITRONIC ACCESS MPOBIOLAOEDIO SRDENTIETED Qo G
Product ID 381166717
Ordering Number 935700081 e
Hardware HW V2.1 2o
Serial Number 123456
Production Date  2020-12-24T12:00:00Z MoLLConly s e ) £
Pt Mt state Disabled Opcua state Disabled
MAC Address 3C:BO:AG:AC:CC:CE el 19216811 Port 4840
T Port 1883 Anonymous login Yes
= OP eIt Base Topic tionx Listen for Commands ~ No
e EsEEEeE) Auto Publish Yes Process Forcing No
ey PR Publish Interval (ms) 2000 Change config No
= o Publish Identity Yes Device Reset No
e Publish Config Yes
ame) icdREER) Publish Status Yes Syslog rd
= Publish Process Yes Syslog state Disabled
Publish Devices No Global severity 3
will state Disabled Server address
Will Topic Server port 514
Listen for Commands ~ No Server severity 3
Process Forcing No
Change Config No coap
Device Reset No CoAP state Disabled
Atmostonce port 5683
nTP
NTP dlient state Disabled
Server address 00.0.0
Server port 123
Update interval 60

License Information

| License

100D

| Manage 10DDs |

Restart device

O Confirm to restart the device. All connections will be closed.

Restart

Reset configuration to factory defaults

Restoring factory settings affects all network parameters, including fieldbus specific settings.
All network connections will be closed.

Note: I the module has rotary switches, the new IP address is equivalent to the rotary switch position

O Confirm to reset the device. All configuration data will be overwritten by default values!

Firmware update

| Fw-Update |

The System page shows the basic information for the module like Firmware
version, Device information, Ethernet, Network and Fieldbus information.

226 Manual PROFINET
Version 1.0 10/2024



12 The integrated Web server 12.2 UNITRONIC® ACCESS single-
protocol PNO.../EIPO0.../ECO.../
MTCPO.../CCLO... variants

Restart Device

The module initializes a software reset.

Reset to Factory Settings

The module restores to the default factory settings.

IP Settings
Use this parameter to change the current IP address of the module.

For PROFINET, this is only useful during commissioning. Normally, the PLC
sets the IP address at start-up by detecting the PROFINET module via its
device name.

Firmware Update
The module initializes a Firmware update.
For a firmware update choose the *.ZIP container available on our website

or ask our support team. Afterwards follow the instructions shown on your
screen.

Upload Cenfig - Google Chrome = O X

A Notsecure | 192.168.0.3/fwup.htm

Firmware Update

Choose file o load:
| Choose File | No file chosen

| Install |

Ready
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13.1 10-Link Device parameters and 13 IODD
ISDU requests

13 1IO0DD

IODD functions are only applicable for the following device variants:
MPO8IOLAO8DIO

The 10 Device Description (IODD) is a set of files formally describing an 10-
Link Device. The IODD is created by the vendor and is mandatory for each
IO-Link Device.

LAPP UNITRONIC® ACCESS IO-Link Masters with the "IODD on Module"
functionality are ready to use |IODDs in order to make the 10-Link Device
configuration much more easier and the process data human readable in a
better way. IODDs can be uploaded via the Web Interface and remanently
stored on the 10-Link Master afterwards.

If a corresponding 10-Link Device is connected, the stored I0ODD is used to
provide a user friendly configuration page, where all parameters of the device
can be viewed and edited. Additionally, according to the 10DD, the process
data will also be formatted and displayed to the user.

13.1 10-Link Device parameters and ISDU
requests

Every 10-Link Device provides parameters that can be read and written via
the special 10-Link service ISDU (Indexed Service Data Unit).

Every parameter is addressed by an index. Sub-indices are possible but
optional. Some parameters (most of them read-only) are mandatory for 10-
Link devices an can be found always on the same indices (See Table B.8
in the /O-Link Interface and System Specification: https://io-link.com/share/
Downloads/Package-2020/10L-Interface-Spec_10002_V113_Jun19.pdf).

A vendor can use additional parameters and therefore more indices for their
devices in order to provide additional configuration options. These vendor
specific parameters can be described in an IODD. The "IODD on Module"
feature of the UNITRONIC® ACCESS IO-Link Masters can read and parse
this information out of an IODD and use it to provide the user viewing
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13 IODD

13.2 Web GUI functionality

and editing options for vendor specific parameters without any additional
knowledge about the vendor specific device features.

13.2 Web GUI functionality

All of the "IODD on Module" features are accessible via the
ACCESS Web interface.

13.2.1 Port Details page

@ LAPP

S tails for por

®X1 X2 X3
Port Information

Forcemode Forcemode off
Port X1

Dia
Port Diagnosis

+ No diagnosis

Pin 4/ Channel A
Type

Function

State
10-Link Events

« Noevents

Pin 2/ Channel B
Type

Function

X4

X5

10-Link

andor Name
Vendor Text
Product Name
Product ID:
Product Text
Serial No
Speed
Cvel

me

Revision
FW Revision
FW Update

100D

Application Name (Tag,

Input Data

Qutput Data

Parameter

OX6 X7 )X8

847
1000
U.I. Lapp GmbH

o2 00 00 80

index: [ | Subindex [0

Read | [ wite | System Command v

UNITRONIC®

The Port Details Page shows all information about the selected port. In the
left column, all port and channel specific information is displayed. If the port
is configured as 10-Link and there is an IO-Link Device connected, all 10-Link
information for the connected device is displayed in the right column.
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13.2 Web GUI functionality 13 10DD

I0DD buttons

The row called /ODD provides access to the "IODD on Module" features.
The button UPLOAD will let the user upload an IODD file into the module,
regardless of the original device the IODD has been designed for.

The maximum number of I0DDs is limited due to storage space. If there is
no more space left for new |ODDs, there will be an error message. In this
case, navigate to the IODD Management page to delete IODDs which are no
longer used.

If there is a matching IODD for the currently connected device already stored
in the system, the button CONFIGURE is shown in the interface. By clicking
this button, the Parameter Page will open to configure the device.

Process data

For every connected |O-Link Device, raw process data for input and output
direction (set of bytes) is on display.

If a matching 10DD providing information about process data is already
stored in the system, this data will also be displayed in a user-friendly format
according to the I0ODD.
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13 IODD

13.2 Web GUI functionality

13.2.2 Parameters page

@ 10DD - Device configuration -

Google Chrome

A Nichtsicher 192.168.0.3/iodd.htm?vendoriD=310 ID=7118p:

|0DD - Device configuration

Diagnosis

Diagnosis
Parameter

Device Status (e 36, subix0)

Detailed Device Status (ix37,
subix-0)

HIPC (5004, subbc0)

System Command (2,
subic.0)

HIPS (25003, subix.0)

BitCoded_ActiveEvents
(545, subbc0)

Bit_31 (<545, subix.1)
Bit_30 (6585, subixc2)
Bit_9 (545, subix3)
Bil_8 (5545, subix4)
Bit_2 (bc545, subix.5)
Bil_1 (ic545, subix6)
Bil_0 (bc545, subix:7)

ParaConfigFaultCollection
(bc546, subbc0)

Vendor Name (ix:16, subix-0)
Product Name (ix 18, subbc0)
Product Text (520, subbx0)

Serial Number (xc21, subkc0)

Hardware Revision (ix:22,
Subix-0)

Firmware Revision (oc23,
subixc0)

Application-specific Tag (24,
Subic0)

Output configuration
Parameter

ou (ccs80, subtc0)

0U2 (0590, subix0)

P-n (5500, subbc0)

Digital output 1

Digital output 1
Parameter

SP_FH1 (6583, subix)

FP_FL1 (584, subix0)

aS1 (581, subix:0)

art (582, subix:0)

Digital output 2

Digital output 2
Parameter

SP_FH2 (6593, subc0)

ue Unit  Min Max
Device is OK

[0%00,0x00,0x00,
0x00,0¢00,0x00,
0x00,0x00,0x00,
0x00,0¢00,0x00,
0x00,0¢00,0x00,
0x00,0x00,0x00,

0x00,0x00,0x00]

Reset overload counter
HIPC]

0.00 bar 0.00bar  60.00 bar

II-

noEv
noEv
noEv.
noEv
noEv.
noEv
noEv.

9,0,0,0,0,0,0,0,0,0]

ifm elecironic gmbh
PV7023
Electronic pressure sensor

000015743292

z

Value Unit Min Max
Hnc / Hysteresis fct nc v
Hno / Hysteresis fctne v
PnP ~
Value Unit  Min Max

bar 0.60 bar 60.00 bar

13.80 bar 0.30 bar 59.70 bar
Value

s 00s 500s

Unit  Min Max

5.00 bar 060bar  60.00 bar

Description
Indicator for the current device condition and
diagnosis state.

List of all currently pending events in the device.
Overload counter

Configuration of overioad counter switch point
Bit mask for current pending events

Bit 31 indicates the assigned pending event
Bit 30 indicates the assigned pending event
Bit 9 indicates the assigned pending event
Bit 8 indicates the assigned pending event
Bit 2 indicates the assigned pending event
Bit 1 indicates the assigned pending event
Bit 0 indicates the assigned pending event

Displays the wrongly set parameters

The vender name that is assigned to a Vendor ID
Complete product name.

Additional product information for the device.
Unique, vendor-specific identifier of the individual
device.

Unique, vendor-specific identifier of the hardware
revision of the individual device.

Unique, vendor-specific identifier of the firmware
revision of the individual device.

Passibility to mark a device with user- or application-
specific information

Description

Output configuration [OUT 1]

Qutput configuration [OUT 2]

Output polarity for the swilching outputs

Description
Switch point 1, [SP1] must be greater than [(P1].
Please take into account the current [rP1] value.
[SP1] will be refused if below [P 1]. [SP] = [FH) and
[rP] = [FL] if [OUA] = Fno, Fnc.

Reset point 1, [fP1] must be smaller than [SP1).
Please take into account the current [SP1]

value I[P 1] will be refused if above [SP1). [(F] = [FL]
and [SF] = [FH] if [OU1] = Fno, Fnc

Switching delay for [OUT 1]
Reset delay for [OUT 1]

Description

Switch point 2, [SP2] must be greater than [(P2].
Plgase take into account the current rP2] value.
[SP2] will be refused if below [rP2]. [SP] = [FH] and
[rP] = [FL] if [OU2] = Fno, Fnc
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13.2 Web GUI functionality 13 10DD

The parameters page "IODD — Device configuration" shows all parameters
which are provided by the IODD of the device. That means the parameter set
is variable and depends on the connected |0-Link Device.

The stored IODD reads the parameter meta data, such as names, units, min/
max values, descriptions etc. The values will be obtained directly from the
connected device. For that reason it may take several seconds until the page
is updated.

If not already saved into the browser, you will be asked for your credentials
to continue. A valid user access with Web Interface group membership is
needed in order to edit the device parameters. After the registration, enabled
values can be changed. Disabled values cannot be changed and may be
marked as "read-only" in the IODD. All values are directly written back to the
device after any change.

Limitations

Editing parameter values will directly change them inside the connected
device. No parameter server action is triggered by that.

There is a maximum size of the IODD in order to be uploaded into the
system. This depends on several values, such as file size, parameter
count, nesting levels etc.

13.2.3 1I0DD Management page
@ 100D Manager - Google Chrome - (u] X

&\ Nicht sicher  192,168.0.3fiodd_manager.htm

® LAPF

Vendor ID Device ID Name Obs. Action
708 ifm-0002C4-20160829-10DD1.1.xm| | Delete

N fm-0002C7-201608: DD1.1.xml| | Delete

| Upload

The IODD Management Page can be accessed via the System page
displaying all IODDs that are currently stored in the system. All IODDs
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13 IODD 13.2 Web GUI functionality

matching connected devices are marked. On the IODD Management page,
you can manually delete any IODD in the system.
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14 Technical data

14 Technical data

The following sections give an overview of the most important functional data
needed to operate the device. For further information and detailed technical
data, see the respective Data Sheet of your required product in the product
specific download area on https://lapp.com.
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14 Technical data 14.1 General
14.1 General

Protection class P65

(Only applies if the connectors IP67

are screwed together or if IP69K

protective caps are used.)4

Ambient temperature (during MPOS... -40 °C .. +70 °C

operation and storage)

(-40 °F .. +158 °F)

PNO8IOLA.../EIPO8IOLA.../ECO8IOLA.../
MTCPOS8IOLA.../CCLO8IOLA...

20 °C .. +60 °C
(-4 °F .. +140 °F)

Weight UNITRONIC® ACCESS 60 mm approx. 500 gr. (17.6
0z)

Ambient moisture Max. 98% RH
(For UL applications: Max. 80% RH)

Housing material Die-cast zinc

Surface finish Frosted nickel

Flammability class UL 94 (IEC 61010)

Vibration resistance (oscillation) | 15 g/5-500 Hz

DIN EN 60068-2-6 (2008-11)

Shock resistance 50g/11 ms

DIN EN 60068-2-27 (2010-02) +-X,Y,Z

Fastening torques M4 fixing screws 1 Nm
M4 ground connection 1 Nm
M12 connector 0.5 Nm

Permitted cables

Ethernet cables according to IEEE 802.3, min. CAT 5 (shielded)
Max. length of 100 m, not routed out of facility (= local network)

Table 69: General information

4 Not under UL investigation.
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14.2 PROFINET protocol

14 Technical data

14.2 PROFINET protocol

Protocol PROFINET IO device V2.44
Conformance Class C

Netload Class 1

Update cycle 1ms

GSDML file

GSDML-V2.xx-U.I. Lapp-UNITRONIC ACCESS-yyyymmdd.xml

Transmission rate

100 Mbit/s, full duplex

Transmission procedure 100BASE-TX

Autonegotiation is supported

Vendor ID 18F<sub>H</sub>

Device ID 0x0608 (same for all UNITRONIC® ACCESS variants)

Supported Ethernet protocols

Ping

ARP

LLDP

SNMPv1 (network diagnostics)
Read Community: public
Write Community: private

DCP

HTTP /HTTPS

TCP/IP

MRP Client

PROFINET feature

Fast Start UP (Prioritized startup)
Shared Device

Switch functionality

Integrated
IRT is supported

PROFINET interface

2 M12 sockets, 4-pin, D-coded (see pin assignments)

ports -> FE

Connections 2 M12 Hybrid male/female, 8-pin
Autocrossing is supported
Electrically isolated Ethernet 2000V DC

Table 70: PROFINET protocol
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14 Technical data 14.3 Power supply of the module
electronics/sensors

14.3 Power supply of the module electronics/
sensors

Port X03, X04 M12-L-coded Power, connector/socket, 5-pole
Pin1/Pin3

Nominal voltage Ug 24 V DC (SELV/PELV)

Current Ug Max. 16 A

Voltage range 21..30vDC

Power consumption of Typically 160 mA (+/-20 % at Ug nominal voltage)
module electronics

Power supply Max. 10 ms

interruption

Voltage ripple Ug Max. 5 %

Current consumption MPOS... Port X1 .. X8 max. 4 A per port

?c)ansor system (L+ / Pin (Pin 1) (at Tampient = 30° C)
PNO8IOLA.../ Port X1 .. X8 max. 2 A per port
EIPO8IOLA.../ ; — 2p9°

Pin 1 at Tampient = 30° C

ECOBIOLA.../ (Pin1) (8t Tambient )
MTCPOS8IOLA.../
CCLOS8IOLA...

Voltage level of the Min. (Us —1.5V)

sensor power supply

Short circuit/overload Yes, per port

protection of sensor

supply

Reverse polarity Yes

protection

Operational indicator LED green: 18V (+/-1V)<Ug

(Us)
LED red: Us <18V (+/-1V)

Table 71: Information on the power supply of the module electronics/
sensors
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14.4 Power supply of the actuators

14 Technical data

14.4 Power supply of the actuators

14.4.1 10-Link Class A devices (UL)

Nominal voltage U

24V DC (SELV/PELY)

Voltage range 18..30 vV DC
Current U Max. 16 A
Voltage ripple U Max. 5 %
Reverse polarity protection Yes

Operational indicator (U.)

LED green: 18 V (+/- 1 V) < UL
LED red: U <18V (+/-1V)orU_>30V (+/-1V)
* if "Report U supply voltage fault" is enabled.

Port X03, X04

M12_L-coded Power, connector/socket, 5-pole
Pin2/Pin 4

Table 72: Information on the power supply of the actuators

14.5 1/0 ports Channel A (Pin 4)

MPOS... Port X1 .. X8 | Class A I0L, DI, DO | M12 socket, 5-pin, Pin 4
PNOS8IOLA.../EIPO8IOLA.../ | Port X1 .. X8 | Class A 1oL, DI, DO

ECO8IOLA.../

MTCPOS8IOLA.../

CCLOS8IOLA...

Table 73: I0-Link Master ports: Functional overview for Ch. A (Pin 4)
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14 Technical data 14.5 1/O ports Channel A (Pin 4)

14.5.1 Configured as digital input, Ch. A (Pin 4)

Input connection | MPO08... Type 1 as per IEC
PNOSIOLA.. /EIPOSIOLA.. /ECO8IOLA.../ 61131-2
MTCPOS8IOLA.../CCLOS8IOLA...

Nominal input 24V DC

voltage

Input current Typically 3 mA

Channel type Normally open, p-switching

Number of digital | MPOS... X1..X8 8

inputs PNOBIOLA.../EIPOSIOLA.../

ECO8IOLA.../MTCPOS8IOLA.../
CCLOS8IOLA...

Status indicator yellow LED

Diagnostic red LED per channel
indicator

Table 74: 1/0 ports Ch. A (Pin 4) configured as digital inputs
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14.5 1/0 ports Channel A (Pin 4) 14 Technical data

14.5.2 Configured as digital output, Ch. A (Pin 4)

i

o
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Attention: For variant MP08IOLAO8DIO, the digital outputs of
Channel A is supplied by the U_ power when parameterized to
"High-Side Switch" mode.

Attention: For variant PNO8IOLAQO8DIO, the digital outputs of
Channel A is supplied by the Ug power.
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14.5 1/O ports Channel A (Pin 4)

Output type

normally open, p-switching (parameterized to "High-Side Switch" mode)

Nominal output voltage per
channel

Signal status “1”
Signal status “0”

min. (Us -1V) or min. (U_ -1V) depending on the device variant

max. 2V

Max. output current per
device

MPO0S8...

9 A (power supplied via U )

Max. output current per
device

PNOSIOLA.../EIPO8IOLA.../
ECO8IOLA.../MTCPOSIOLA.../
CCLO8IOLA...

4 A (power supplied via Ug)

Max. output current per
channel®

MPOS... (X1 .. X8)

2 A (power supplied via Ug)

PNOSIOLA../EIPO8IOLA.../
ECO8IOLA.../MTCPOS8IOLA.../
CCLO8IOLA... (X1 .. X8)

0.5 A (power supplied via Ug)
0.25 A for UL applications

Short-circuit/overload
protected

yeslyes

Behavior in case of short
circuit or overload

deactivation with automatic power-on (parameterized)

Number of digital outputs

MPO08... (X1 .. X8)

PNOSIOLA../EIPO8IOLA.../
ECO8IOLA.../MTCPOS8IOLA.../
CCLO8IOLA... (X1 .. X8)

Status indicator

yellow LED per output

Diagnostic indicator

red LED per channel

Table 75: 1/0 ports Ch. A (Pin 4) configured as digital outputs

5 Max. 2.0 A per channel; for every port pair X1/X2, X3/X4, X5/X6, X7/
X8 max. 6.5 A (for UL applications max. 5.0 A); for the whole port
group X1 .. X8 max. 9.0 A in total (with derating).

Manual PROFINET
Version 1.0 10/2024

241



14.5 1/0 ports Channel A (Pin 4)

14 Technical data

14.5.3 Configured as 10-Link port in COM mode, Ch. A

10-Link Master specification

v1.1.3, IEC 61131-9

Communication rates

4.8 kbaud (COM 1)
38.4 kbaud (COM 2)
230.4 kbaud (COM 3)

Line lengths in the 10-Link
Device

max. 20 m

Number of |0-Link ports

MPOS... (X1 .. X8)

PNO8IOLA.../EIPO8IOLA.../ECO8IOLA.../
MTCPOS8IOLA.../CCLO8IOLA... (X1 .. X8)

Min. 10-Link cycle time

400 ps

Table 76: Configured as 10-Link port in COM mode
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14 Technical data 14.6 1/0 ports Channel B (Pin 2)

14.6 1/0 ports Channel B (Pin 2)

MPOS... Port X1 .. X8 | Class A DI, DO M12 socket, 5-pin, Pin 2
PNOS8IOLA.../EIPO8IOLA.../ | Port X1 .. X8 | Class A DI

ECO8IOLA.../

MTCPOS8IOLA.../

CCLOS8IOLA...

Table 77: 10-Link Master ports: Functional overview for Ch. B (Pin 2)

14.6.1 Configured as a digital input, Ch. B (Pin 2)

Input connection | MPO08... Type 1 as per IEC
PNOSIOLA../EIPOSIOLA.. /ECOSIOLA. ../ 61131-2
MTCPOS8IOLA.../CCLO8IOLA...

Nominal input 24V DC

voltage

Input current Typically 3 mA

Channel type Normally open, p-switching

Number of digital | MPOS... X1..X8 8

inputs

Number of digital | PNOSIOLA.../EIPO8IOLA.../ X1..X8 8

inputs ECO8IOLA.../MTCPOS8IOLA.../

CCLOS8IOLA...

Status indicator white LED

Diagnostic red LED per channel
indicator

Table 78: 1/0 ports Ch. B (Pin 2) configured as digital inputs
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14.6 1/0 ports Channel B (Pin 2) 14 Technical data

14.6.2 Configured as a digital output, Ch. B (Pin 2)

i

i
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Attention: For variant MP08IOLAO8DIO, the digital outputs of
Channel B is supplied by the U, power.

Attention: For variant PNO8IOLAO8DIO, the digital outputs of
Channel B is supplied by the Ug power.
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14 Technical data

14.6 1/O ports Channel B (Pin 2)

Output type

normally open, p-switching

Nominal output voltage per
channel

Signal status “1”
Signal status “0”

min. (Us -1V) or min. (U -1V) or min. (Uayx -1 V) depending on
the device variant
max. 2V

Max. output current per device

MPOS... 9 A (power supplied via U;)

Max. output current per device

PNOSIOLA.../ 4 A (power supplied via Ug)
EIPO8IOLA.../
ECO8IOLA.../
MTCPO8IOLA.../
CCLO8IOLA...

6

Max. output current per channel

MPOS... 2 A (power supplied via Us)

6

Max. output current per channel

PNOSIOLA.../ 0 A (no outputs on Ch. B)
EIPO8IOLA.../
ECO8IOLA.../
MTCPOS8IOLA.../
CCLOS8IOLA...

Short-circuit/overload protected

yeslyes

Behavior in case of short circuit

deactivation with automatic power-on (parameterized)

or overload

Number of digital outputs MPOS... 8

Number of digital outputs PNOSIOLA.../ -
EIPOSIOLA.../
ECO8IOLA.../
MTCPO8IOLA.../
CCLOS8IOLA...

Status indicator

white LED per output

Diagnostic indicator

red LED per channel

Table 79: 1/0O ports Ch. B (Pin 2) configured as digital outputs

6 For Class A devices: Max. 2.0 A per channel; for every port pair
X1/X2, X3/X4, X5/X6, X7/X8 max. 6.5 A (for UL applications max.
5.0 A); for the whole port group X1 .. X8 max. 9.0 A in total (with

derating).
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14 Technical data

14.7 LEDs

U/Uaux

Us

X1..X8A

Red flashing

OFF
Green

Green flashing

Auxiliary sensor/actuator voltage OK

18V (+/-1V) < U/Uaux < 30V (+/-1V)

Auxiliary sensor/actuator voltage LOW
U/Uaux <18V (+/-1V) or U /Upayx > 30V (+/-1V)

"if "Report U /Uayx supply voltage fault” is enabled.

None of the above conditions.

System/sensor voltage OK

18V (+-1V) < Ug <30V (+-1V)

System/sensor voltage LOW

Us <18V (+-1V) or Ug > 30V (+/-1V)

Device performs a factory reset (position of rotary encoding
switches: 9-7-9)

None of the above conditions.

10-Link COM Mode: I0-Link communication exists.

10-Link COM Mode: No 10-Link communication.

Standard-1/0 Mode: Status of digital input or
output on C/Q (pin 4) line "on".

OFF

None of the above conditions

X1..X8B

P1 Lnk/Act
P2 Lnk/Act

White

Status of digital input or digital output on pin 2 line "on".

Short circuit on pin 4 and pin 2 line.
/ All modes: Overload or short circuit on L+ (pin 1) line
/ communication error

None of the above conditions.

Ethernet connection to another subscriber exists. Link detected.

Data exchange with another subscriber.

OFF

No connection to another subscriber. No link, no data exchange.
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14.7 LEDs

BF

DIA

MS

Red

Red flashing at
2Hz

OFF

Red

Red flashing at
1Hz

Red flashing at
2 Hz, 3 sec

Red double flash
OFF

Green

Green flashing

Red

Red flashing

Flashing
alternately:

Red Green

OFF

Bus fault. No configuration, no or slow physical connection.

Link exists but no communication link to the PROFINET

controller.

PROFINET controller has established an active connection to

the device.

PROFINET module diagnostic alarm active.

Watchdog time-out; fail safe mode is active.

DCP signal service is initiated via the bus.

Firmware update

None of the above conditions.

Device is ready for operation.

Device is ready but not configured yet.

Serious error that cannot be resolved.

Minor error that can be resolved
Example: An incorrect or contradictory configuration is classified

as a minor error.

The device is performing a self-test.

The device is switched off.
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14.7 LEDs 14 Technical data

NS Green Connected: The device has at least one connection.

Green flashing No connection: The device has no connection.
IP address exists.

Red Duplicate IP address: The device has detected that the
assigned IP address is already being used by another device.

Red flashing Connection has exceeded time limit or connection interrupted.

Flashing The device is performing a self-test.

alternately:

Red Green

OFF The device is switched off or has not been assigned an IP
address.

Table 80: Information on the LED colors
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14 Technical data 14.8 Data transfer times

14.8 Data transfer times

The following tables give an overview of the internal data transfer times of
the UNITRONIC® ACCESS IO-Link Master with a connected 10-Link Device
as digital /0O extension (LAPP article IOLO8DIO08DIO 16DIO Hub with a
minimum cycle time of 1 ms).

There are three measured data direction values for each use case:

PLC to DO: Transfer of a changed PLC output data to IO-Link Device
digital output.

DI to PLC: Transfer of a changed digital input signal on 10-Link Device
to PLC.

Round-trip time (RTT): Transfer of a changed PLC output data to 10-Link
Device digital output. The digital output is connected to an 10-Link Device
digital input. Transfer of the changed digital input signal on [O-Link Device
to PLC. RTT = [PLC to DO] + [DI to PLC].

The measured values are taken from the ethernet data transmission line. The
values are therefore without PLC processing times and PLC cycle time.

The configurable digital input filter value on I0LO8DIO08DIO was set to
"off" (0 ms).

For calculation of user specific data transfer and round-trip times of possible
input filters, PLC processing and cycles times must be taken into calculation.

The measured values are valid for a maximum of 48 bytes of |10-Link data for
the 10-Link Master in each direction (Input/Output).
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14.8 Data transfer times 14 Technical data

Use case 1:

IO-Link Master configuration with enabled Web interface and disabled lloT
protocols

PLC to DO 3.7 6.0 7.7
Dl to PLC 1.1 3.0 43
RTT 6.1 8.9 1.1

Use case 2:

IO-Link Master configuration with enabled Web interface and enabled IloT
protocols

PLC to DO 7.7 10.0 134
Dl to PLC 3.3 4.4 5.6
RTT 121 14.3 17.0
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15 Accessories

15 Accessories

In order to get access to various types of accessories, please visit our
Web page:

https://www.lapp.com
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